How to Configure UFW to be Port
Forwarding?

written by sysadmin | 26 June 2025

The previous article explained how to configure the
firewalld to become a port forwarding. This article will
explain how to configure ufw applications in Ubuntu to
become a port forwarding.

Problem

How to configure ufw to be port forwarding?

Solution

There are 2 methods of port forwarding: forward the
connection of a port to one IP/device and forward the
connection of a port to a different IP/device.

A. Forward to the same IP/device

Suppose you have an Ubuntu server with IP address
192.168.56.102 and want to close port 22 but open port 43210
if someone wants to access the server via SSH. Change the
SSH port like in this article, and you have to enable ufw in
the server using the command below:

sudo ufw enable

Answer the question by pushing the y button. Now type the
below commands to open port 22 and port 43210:

sudo ufw allow 43210/tcp

Check the SSH port using the below command and make sure the
SSH port is pointed to the new port (port 43210) like in the
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below image:

dmin@Ubuntu2484:~5 sudo s tulnp gre
LISTEN © 128 18.8.8.8:43216 |  0.8.8.8:

LISTEN @

dmin@Ubuntu2484 :

éheck the port

If the port is still connected to port 22, you can go to
this article to change the SSH port. Now, try to access the
server using the command below:

ssh sysadmin@l192.168.56.102 -p 43210

* Documentation: https://help.
* Management :
* Support:

This system has been minimized by removing packages and content that are
on a system that users into.

To restore this content, you the 'unminimize' command.
Last login: Wed May 14 16:39:89 28625 from 192.168.56.1
sysadmin@Ubuntu2464 :~

Access to the server via SSH using the port

You should access the server like in the image above. Now,
you want to implement the port forwarding in the ufw so the
sysadmin doesn’t need to write -p 43210 anymore. So, you
have to configure the before.rules file in the /etc/ufw
folder. In short, before.rules typically contains rules that
handle essential network traffic before ufw’s User-Defined
Rules are applied. I think you have to backup the file
before you configure the file using the below command:

sudo cp /etc/ufw/before.rules /etc/ufw/before.rules.ori
sudo vi /etc/ufw/before.rules

After that, copy the script below to the file before the
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*filter section:

# Port forwarding from port 22 to port 43210

*nat

:PREROUTING ACCEPT [0:0]

-A PREROUTING -p tcp --dport 22 -j REDIRECT --to-port 43210
COMMIT

fw command line added rules. Custom

PREROUTING -p tcp REDIREGT
COMMIT

# Don't delete these required lines, otherwise there will be errors
*filter

:ufw-before-input - [©8:8]

:ufw-before-output - [8:8]

:ufw-before-forward - [8:8]

:ufw- -local - [8:8]

# End required lines

Configure the before.rules file

Restart ufw using the command below:

sudo ufw reload

Now, try to access using the command below:

ssh sysadmin@192.168.56.102

You should access to the server without writing the port
anymore like in the image below:
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ysadmin@lubuntu: 5)
sysadmin@192.168.56.182"s
Welcome to Hhuntu 24.84.2 LTS IGNUILIHU1 6.8.8 ric x86_64)

* Documentation: https://help
* Management :
* Support:

This system has been minimized by removing packages and content that are
on a system that users into.

To restore this content, you the 'unminimize' command.
58 3 125 from 192.168.56.1

sysadmin@Ubuntu2404 :~
Access to the server without writing the port

B. Forward to the different IP/device

Suppose you have a Ubuntu server with IP address
192.168.56.102 and port 22 is available. You would like
users who access the server using SSH to forward to port 22
with IP address 192.168.56.2 using RockyLinux. So, these are
the steps:

1. Configure ufw

Check your Ubuntu server to see whether UFW is running on
the server using the command below:

sudo ufw status

IT it still doesn’t run, use the command below to have ufw
run on that server:

sudo ufw enable

Answer the question by pushing the y button. Then, open port
22 by using the command below:

sudo ufw allow 22/tcp
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To run the forwarding port on UFW, you must configure the
before.rules file in the /etc/ufw folder. In short,
before.rules typically contains rules that handle essential
network traffic before ufw’s User-Defined Rules are applied.
I think you have to backup the file before you configure the
file using the below command:

sudo cp /etc/ufw/before.rules /etc/ufw/before.rules.ori
sudo vi /etc/ufw/before.rules

After that, copy the script below to the file before the
*filter section:

*nat
:PREROUTING ACCEPT [0:0]
:POSTROUTING ACCEPT [0:0]

# Forward traffic from 192.168.56.102:22 - 192.168.56.2:22
-A PREROUTING -d 192.168.56.102 -p tcp --dport 22 -j DNAT --to-destination
192.168.56.2:22

# Masquerade outgoing traffic (adjust eth® to your outgoing interface)
-A POSTROUTING -s 192.168.56.0/24 -o ethO -j MASQUERADE

COMMIT



PREROUTING

POSTROUTING
COMMIT

# Don't delete these req

*filter

Configure the before.rules file

2. Enable IP Forwarding
Go to the /etc/default/ufw file and change the file from:

DEFAULT FORWARD POLICY="DROP"

to

DEFAULT FORWARD POLICY="ACCEPT"

After that, go to the /etc/sysctl.conf file and uncomment or
add in the file:

net.ipv4.ip forward=1

And run the below commands:
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sudo sysctl -p
sudo ufw reload

3. Test the result

Now, try to access the Ubuntu server which has an IP
192.168.56.102 and you should be forwarded to the Rockylinux
server that uses IP 192.168.56.2 like the below image:

ssh sysadmin@l92.168.56.102

group default qlen 1

mtu 15688 gdisc fg_codel state UP group default qlen 1888
brd ff ff ff:ff:ff:ff
scope global dynamic noprefixroute enp8s3

3. enp@sS:
link/ether
inet
valid_1ft f
inet6 f :
valid_1ft forever preferred_1ft forever
[sysadmin@RockylLinux9 ~] I

Test access

If you have a display like the image above, you have
succeeded in making ufw as a forwarding port to a different
IP/device.

Note

If you get an error like this:

WARNING: REMOTE HOST IDENTIFICATION HAS CHANGED!
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Someone could be eavesdropping on you right now (man-in-the-middle attack)!
It is also possible that a host key has just been changed.
The fingerprint for the ED25519 key sent by the remote host is

SHA256 :ndxaZMWD2t916QY56d5xRzEEEpnd3rRBCdMBxIbZX1g.
Please contact your system administrator.
Add host key in /home/
Offending ED25519 key in /ho

remove with:

358N | _ 1L . 1D6.00.

Host key - 192.168.56.182 has changed and you have requested strict checking.
Host key verification

sysadmin@lubuntu:~

Error when connecting the server via SSH

When you get this error, the system gives the clue to solve
this error. Based on the picture above, you can go to the
/home/sysadmin/.ssh/known_hosts file and delete line 6 or
you run the command below:

ssh-keygen -f '/home/sysadmin/.ssh/known hosts' -R '192.168.56.102'
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How to Access the Server via SSH After
Changing the SSH Port?

written by sysadmin | 26 June 2025

The previous article explained how to change the SSH port.
Nevertheless, after I changed the port, I could not access
the server via SSH using the new port.
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Problem

How to access the server via SSH after changing the SSH
port?

Solution

Let’s say you have changed the SSH port from port 22 to port
43210 by changing it in the /etc/ssh/sshd_config file and
checking the port by typing the command below:

sudo grep -E ""Port" /etc/ssh/sshd config

After that, restart the SSH using the command below:

sudo systemctl restart sshd

dmin@Ubuntu2484:~5 sudo vi /etc/ssh/sshd_config
SUEEL

grep

Change to the new port in SSH

However, you can’t access the server via SSH using port
43210 but can still access via SSH port 22 as shown in the
image below:


https://sysadminpedia.com/wp-content/uploads/2025/05/linux-after-chage-port-ssh-1.png

WPIPumP to Hhuntu 24.84. ¢ 6.8.8-6B-generic x86_64)

* Documentation: https://help
* Management :
* Support: https://ubuntu.com/pro

This system has been minimized by removing packages and content that are
on a system that users into.

To restore this content, you the 'unminimize' command.
login 17 87:87:85 2825 from 192.168.56.1

Test the result

In the remote, type the command below to check if the SSH
port has changed to Port 43210 or not:

sudo ss -tulnp | grep sshd

If you find the result as shown in the image below:

n@Ubuntu2484:~5 sudo grep -E "*Port” /etc/ssh/sshd_config

) 55 -tulnp | grep ss

@Ubuntu2464:

Check the port

It means the SSH is still connected to port 22 and not to
port 43210. Therefore, type the commands below:

sudo systemctl stop ssh.socket
sudo systemctl disable ssh.socket
sudo systemctl mask ssh.socket
sudo systemctl restart sshd

Run the previous command to check the port:

sudo ss -tulnp | grep sshd
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néUbuntu2484 :~ udo ss -tulnp | grep sshd

users:((" 3), ("systemd”,pid=1,fd=88))

n@Ubuntu2484 :~

Check the port

You can see in the image above that the SSH port has changed
to port 43210 and you should be able to access the server
via SSH using port 43210.

* Documentation: https://help
* Management :
* Support:

been minimized by removing packages and content that are

e
a system that users into.

To restore this content, vyou the 'unminimize' command.
Last login: S May 17 87:87:32 2625 from 192.168.56.1
ysadmin®Ubuntu

Test the result

Note

The socket statistics, or ss, is a tool to display network
socket information. This tool has the same function as
netstat but has several advantages such as faster, filtering
by connection state (e.g., established, time-wait),
debugging high-performance networks, and so on.
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How to Configure Firewalld to be Port
Forwarding?

written by sysadmin | 26 June 2025

Port forwarding is a networking technique used to redirect
communication requests from one port number to another port
number, typically across a network boundary such as a router
or firewall. This technique can be used with Firewalld,
available in RockyLinux, or derivative distros from RHEL
such as AlmaLinux, Cent0S, and others.

Problem

How to configure Firewalld to be port forwarding?

Solution

If you want to see the command in firewalls to run port
forwarding, type the below command:

firewall-cmd --help | grep forward

kyLinux9 ~ forward
s List IPv4 ports added [P] [Z] [0]
=<portid>[-<portid>] :proto=<protocol>|[ :toport=<portid>[-<portid>]][:toaddr=<address=>[/<mask>]]
Add the IPv4 port [P] [0] [T]
=<portid=>[-<portid>] :proto=<protocol=>[:toport=<portid>[-<portid>]][:toaddr=<address>[/<mask>] ]

the IPv4
=<portid>[-<portid> roto g yport=<portid>[-<portid>]][:toaddr=<address>[/<mask>]]
Return whether the 4 or added [Z] [0]
Enable ) s
Disable ing of packets between interfaces and
Return whether ing of packets between interfaces

[roo yLinux9 ~]
The commands in firewalld for port forwarding
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There are 2 methods of port forwarding: forward the
connection of a port to one IP/device and forward the
connection of a port to a different IP/device.

A. Forward to the same IP/device

By default, you must use the format below to forward a port
in a device:

firewall-cmd --add-forward-port=port=port-
number:proto=tcp|udp|sctp|dccp:toport=port-number

You can add an option --permanent if you want the rule to
remain after reloading or rebooting the system. For example,
you have a server with IP 192.168.56.2 where port 22 on the
server is closed so to access the server via SSH must use
port 43210. If you follow this article, then you must type
the command below to access the server:

ssh sysadmin@l92.168.56.2 -p 43210

sysadmin®lubuntu:~
sysadmin@192 .16

Last logi
[ sysadmin@RockyLinux9 ~

Access the server via SSH using the port

However, by implementing a port forwarding you can access
the server without typing the port. Let’s say, the firewalld
1s in the device, then on the device open port 43210 using
the command:

sudo firewall-cmd --add-port=43210/tcp --permanent
sudo firewall-cmd --reload

In the file /etc/sshd/sshd _config, change the port to be as
below:

Port 43210
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After that restart SSH by using the command:

sudo systemctl restart sshd

After that, type the commands below to configure the
forwarding port in the firewalld:

firewall-cmd --add-masquerade --permanent

firewall-cmd --add-forward-port=port=22:proto=tcp:toport=43210 --permanent
firewall-cmd --reload

firewall-cmd --list-all

[ root@Rock yLinux9 ~ ]
[ root@RockyLinux9 ~] proto=tcp:toport

[ root@Rockylinux9 ~]

[ root@Rockylinux9 ~]
active)
target: default
icmp-block-inversion:
interfaces: enp8s3 enpBs8

sources:
cockpit dhcpvé-client http
Cp /tep

proto=tcp:toport toaddr

icmp-blocks:
rich rules:
[ root@Rock yLinux9 ~ ]
The commands to configure firewalld to be port forwarding

type the command below to access the server via SSH:

ssh sysadmin@192.168.56.2

You should be able to enter the server without having to
type the 43210 port as shown below:

sysadmin®lubunt
sysadmin@] 92

Last . Mon May
[ sysadmin@RockyLinux9 ~] I
Access the server via SSH without writing the
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port

B. Forward to a different IP/device

By default, use the format below to forward a port to a
different IP/device:

firewall-cmd --add-forward-port=port=port-
number:proto=tcp|udp|sctp|dccp:toport=port-number:toaddr=ip address

If you want the rule to stay in place after a system reboot
or reload, you can add a --permanent option. As an
illustration, suppose you have a server with IP address
192.168.56.2 and port 22 is available. You would like users
who access port 22 to forward to port 22 with IP address
192.168.56.102. Use the command below to configure
firewalls:

firewall-cmd --add-masquerade --permanent

sudo firewall-cmd --add-forward-
port=port=22:proto=tcp:toport=22:toaddr=192.168.56.102 --permanent
firewall-cmd --reload

firewall-cmd --list-all

irewall-cmd

[ sysadmin@Roc X9 ~ firewall-cmd proto=tcp:toport toaddr

[ sysadmin@RockylLinux9 ~ firewall-cmd

firewall-cmd

http ssh

If you type the command below:

ssh sysadmin@l92.168.56.2
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You will be forwarded to a server that uses IP
192.168.56.102 as shown below:

sysadmin
sysadmin 2.
Welcome to Ubuntu 24 .84

y removing packages and content that are
log into.

To restore this content the "unminimize
to connect to h i it i C your Internet conn

noqueue state group default glen

ineté ::1/1Z2
valid_1ft

< disc pfifo_fast state UP group default glen
link/ethe
1 ae scope global dynamic enp@s8
valid_1ft 428sec preferred_1ft
inet6 f
valid_1ft forever preferred_1ft fo
sysadmin@Ubuntu2404:~ I

Forward a port to another IP/device

Note

To see rule forwarding is in the rule in the firewall,
besides being able to use the firewall-cmd --list-all
command, you can also use the command below:

sudo firewall-cmd --list-forward-ports

then you will see the results as shown below:

kyLinux9 ~
o=tcp:toport=22:toaddr=

kyLinux9 ~]
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And if you want to delete a rule port forwarding in the
firewall, then you can simply change the options --add-
forward-port to --remove-forward-port so the command will
change like in the command below:

sudo firewall-cmd --add-forward-
port=port=22:proto=tcp:toport=22:toaddr=192.168.56.102 --permanent

proto=tcp:toport toaddr
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How to Change SSH Port?

written by sysadmin | 26 June 2025

If you access a device such as a server using an SSH
connection, you are using port 22 by default. However, port
22 1is often the target of security attacks, so it 1is
recommended that you change the SSH port.

Problem

How to change SSH Port?
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Solution

To change the SSH port on a Linux server, go to the
/etc/ssh/sshd.config file, look for the line containing Port
22 and set it to the number you want to change. For

example, you want to change the SSH port to port 43210, so
change the line as in the script below from:

#Port 22
to

Port 43210

After that, restart the SSH service using the command below:

Ubuntu/Debian

systemctl restart ssh

RockyLinux/AlmaLinux/Cent0S & OpenSUSE

systemctl restart sshd

After that, test by accessing SSH using port 43210. If you
use Putty, then change port 22 to 43210 as in the image
below:



Category:

ﬁ PuTTY Configuration

|_T_|--S=ession Basic options for your PuTTY session
- Logging . .
& Teminal Specify the destination you wantto connectto
- Keyboard Host Mame (or IP address) Port
- Bell 22
[_j..V\,.;i.anega\Lures Connection type:
.. Appearance ©ssH (Oserdal (OOther  Telnet v
- Behaviour
- Translation Load, save or delete a stored session
[£-Selection Saved Sessions
- Colours
[=-Connection
- Data Default Settings Load
. Proxy
- SSH Save
Serial
- Telnet Delete
- Rlogin
- SUPDUP
Close window on exit:
(O Always () Never © Only on clean exit

Open Cancel

- A

Change the port in Putty

If you can’t access the Linux server, make sure you have
opened the firewall on the server (you can open this page if
you use RockyLinux and OpenSUSE, but if you use Ubuntu, you
can read it on this page). If you want to access it via a
Linux server, then use the format below:

ssh username@your server ip -p port number

Then the format above can be the command below:

ssh sysadmin@l192.168.56.12 -p 43210
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sysadmin@ubuntu2464: D

Access via SSH using a new SSH port

WARNING

If you run a firewall on your remote server, you must open the port first. If
you want to get an explanation of how to open the port, go to this page if
you use firewalld or go to this page if you use ufw.

Note

Please note that the port number is from 0-65536, however,
these ports are divided into 3 classifications:

« Port 0-1023 => Well-Known ports, you can not use these
ports.

« Port 1024-49151 => Registered ports, these is a
registered ports assigned by IANA (Internet Assigned
Numbers Authority), you can or can not use these ports.

« Port 49152-65535 => Dynamic or Private ports, you can
use these ports.
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How to Set Up Passwordless SSH in
Putty?

written by sysadmin | 26 June 2025

The previous article explained how to create a passwordless
SSH login. However, the article is useful if a sysadmin
accesses a Linux server through another Linux server. In
general, many sysadmins use PuTTY to access their Linux
servers.

Problem

How to set up passwordless SSH in Putty?

Solution

Putty is a tool created by Simon Tatham to access a device
using SSH, Telnet, rlogin, and serial protocols. As of
January 2025, the stable version of PuTTY is 0.82. You can
visit this page to see the latest version and download
PuTTY. Just like accessing a Linux server via SSH from
another server, if you access a Linux server using PuTTY,
you will be asked to enter a username and password, as in
the image below:

EZP sysadmin@ubuntu2404: ~ — O

Access to the Linux server using PuTTY

To set up passwordless SSH in Putty, download the Puttygen
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application here to create your private/public keypair.
After that, run the Puttygen application and you can choose
the key according to your wishes, but in this article, we
use an RSA key with 2048 bits.

E PUTTY Key Generator ? X
File Key Conversions Help
Key
Mo key.
Actions
Generate a public/private key pair Generate
Load an existing private key file Load

Save the generated key Save public key Save private key

Parameters
Type ofkeyto generate: ) . )

| ) RSA | () DsA (_ECDSA (_JEdDSA () SSH-1(RSA)
Mumber of bits in a generated key: 2048

Choose the RSA key and click the Generate button

Press the Generate button and move your mouse randomly in
the blank area of [JJthis application until the key is
generated. Please see the image below for more details:


https://the.earth.li/~sgtatham/putty/latest/w64/puttygen.exe
https://sysadminpedia.com/wp-content/uploads/2025/01/windows-putty-ssh-passwordless-2.png

BE® PuTTY Key Generator ? X
Eile Key Conversions Help
Key

Please generate some randomness by moving the mouse over the blank area.

Actions
Generate a public/private key pair Generate
Load an existing private key file Load
Save the generated key Save public key Save private key
Parameters

Type of key to generate:
RSA DSA ECDSA EdDSA SSH-1(RSA)

Mumber of bits in a generated key: 2048

Move your mouse randomly on the blank area

After that, press the save public key and save private key
buttons to save the two keys on your computer. Press the Yes
button if you are asked a question when you click the Save
Private Key button. On your computer, there should be 2 keys
as in the image below:

~ Today
D private-key.ppk 03/01/2025 17:29 PPK File 2 KB n
D public-key 03/01/2025 17:29 File 1KE =

Two key files from puttygen

Then copy the public key by opening the public key file or
copying it directly from Puttygen, as in the image below:


https://sysadminpedia.com/wp-content/uploads/2025/01/windows-putty-ssh-passwordless-3.png
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Q PuTTY Key Generator ?

File Key Conyersions Help
Key

Public key for pasting into Open3SH authorized_keys file:
ssh-rsa

65jQ70ZzXGFkOrlpSoyk7FqSPL1QhviASIDREWnVuTEZXIIPAdIbuPtVIWh
+HXaVdevZ yUVYcZSs4MDOJCplJhHEQOvIfvE4 Y4aCrT poEl3/G4BSmwxéH/aJ
+pENUtmvB 7BV vwnHE9aVGE JMVE1 GMNx

Key fingerprint ssh-rsa 2048 SHA256:UiQ3d5V2MRKH3IXXBhb0LKooQjn3tFHEe+V/Q8MsS3ud

Key comment rsa-key-20250103

Key passphrase:

Confirm passphrase:

Actions

Generate a public/private key pair Generate
Load an existing private key file Load
Save the generated key Save public key Save private key
Parameters

Type ofkey to generate: ) ) )

ORsA () DSA (C)ECDSA (_)EdDSA (C)SSH-1(RSA)
MNumber of bits in a generated key: 2048

Copy the public key

After that, go to the remote server, open the

.ssh/authorized keys file, and enter the public key from
Puttygen into that file:

Put the public key into the remote server

After that, try the remote server to test the SSH
Passwordless login. Open Putty, then go to the Session and
enter the IP of the remote server in the HostName section.
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After that, go to the Connection > Auth > Credentials >
Browse section in the Private key file for the
authentication section as in the image below:

% PUTTY Configuration ? X #® PUTTY Configuration ? X
Category: Category:
| Basic options for your PuTTY session [=-Session Credentials to authenticate with
- Logging Specify the destination you wantto connectto ~Logging Public-key authentication
|# Terminal =} Terminal
- Keyboard Host Name (or IP address) Port Keyboard Private key file for authentication:
- Bell l192 168.56. 'iDUI EI | ~Bell C\Users\Sysadmin\Downloads\private-key I Browse.. I
- - Features ) :  -Features
£ Window CONTECROMNPE: & Window Ceriificate to use with the private key (optional):
- . Appearance ©ssH| (OSeral (O)Other  Telnet ~ - .Appearance Browse...
- Behaviour . ~Behaviour
- Translation Load. save or delete a stored session Translation Plugin to provide authentication responses
 -Selection Saved Sessions i E-Selection Plugin command to run
. l-Colours Colours
& Comecton (Compecion)
Data Default Settings Load ~Data
- Proxy - Pro:
i SSH Save "
Serial Kex
Telnet Delete --Host keys
Rlogin Cipher
SUPDUP El
Close window on exit :
) Always () Never © Only on clean exit ~TTY
X1
oot i e o el =l

Configure PuUTTY to access the Linux server without a password

Press the Enter or Open button, and you should be able to
access the server without having to enter a password as in
the image below:

Category:

Basic options for your PuTTY session

o | B)-Session

| i.Logging

=) Terminal
[ Keyboard HostName (or IP address) Port

*- Features

= Window

- Appearance ©ssH  (OSerial ()Other  Telnet

- Behaviour
Translation Load. save or delete a stored session

i Selection Saved Sessions

- Colours

=-Connection

-~ Data Default Setings
Proxy

H-SSH
Serial
Telnet

- Rlogin
SUPDUP

Specify the destination you want to connectto

Connection type

Close window on exit:
(O Aways () Never © Only on clean exit

QOpen Cancel

Steps to access the Linux server without a paséhord using PUTTY

Note

To speed up access to the Linux server, you can also not
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write your username to Putty by configuring it in Connection
> Data > Enter your username in the Auto-login username
column, as in the image below:

8 PuTTY Configuration 7 X B8R purTy Configuration 7 X PuTTY Configuration 7 x
Category: Category: Category:
[Sessin] [ Basic options for your PuTTY session £ Session Datato send to the server £ Session Credentials to authenticate with
| -Logging i Logaing Login details Logging 1
L romt Specify the destination youwantto connectto = Teminal L, & Teminal Public-key authentcation
!+ Keyboard HostName (or IP address) Port Keyboard Autorlogin usemarme - T Keyboard Private key fl for authentication
|- Bell 5276855 100] Bell When usemame is not specified: Bell CiUsers\Sysadmin\Downloads\private-key [Browse. ]
Features Fealures ©Fompt  ()Use system usemame (Sysadmin) Features
£ Window Eele s £ Window t4 th ) Window Certificate 1o use with the private key (optional)
. i-Appearance ©SSH| OSeral (O)Other  Telnet v Appearance Terminal details | Appearance Browse.
Behaviour Behaviour Behaviour s
Translation Load, save or delete a stored session -~ Translation flemasypetEing pam__| Translation Plugin to provide authentication responses
Selection Saved Sessions &8 ge:‘““‘" Terminal speeds 38400.38400 Selection o
Colours olours _ Colours
i&Comecion - Environment variables
|«Data Default Settings Load Data Data
L Proxy Proxy Variable Add Pro
-55H Save E-SsH =
! Serial Kex Value Remove Kex
[ Tenet DeeE Hostkeys Hostkeys
|- Rlogin Cipher Cipher
+-SUPDUP [=-Auth =
Credentials
Close window on exit GSSAPI
OAways  ONever  ©Onlyon clean exit TTY TTY
X1 v
— (dn
About Help Cancel About Help Cancel About Help Cancel &

Steps to not write your username in Putty

Press the Enter or Open button, and you should be able to
access the server without having to enter the username and
password, as in the image below:

ﬁ PuTTY Configuration

Category:

[=-Session Basic options for your PuTTY session
i -Logging
= Terminal
] -Keyboard HostName (or IP address) Port
Bell 22
Features
[=-Window
| | Appearance ©ssH  (OSeral ()Other  Telnet
- Behaviour
Translation Load. save or delete a stored session
[+ Selection
Colours
=-Connection
-Data Default Settings
Proxy
H-SSH
Serial
- Telnet
Rlogin
SUPDUP

Specify the destination you wantto connectto

Connection type

Saved Sessions

Close window on exit:
OAways () Never © Only on clean exit

QOpen Cancel

Steps to access the Linux server without a username and passwoFa using Putty
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How to Allow Access to the Linux
Server Only Using SSH Key
Authentication?

written by sysadmin | 26 June 2025

By default, the Linux server will ask to enter a username
and a password if someone accesses the server via SSH.
However, the previous article explained that you can access
the Linux server using the passwordless SSH login method.
Now I want my Linux servers to only allow access via SSH key
authentication or SSH passwordless login.

Problem

How to allow access to the Linux server only using SSH key
authentication?

Solution

You can make the security of your Linux server stronger by
restricting access to the Linux server using SSH key
authentication. It means the remote server can only being
able to accessed the server for those who already use SSH
passwordless login, so that if another user wants to access
the server, it will be rejected. To allow access to the
Linux server only using SSH key authentication, change the
configuration in the /etc/ssh/sshd_config file by looking
for the line containing PasswordAuthentication and setting
it to no, as in the script below:

PasswordAuthentication no

After that, restart the SSH service using the command below:
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Ubuntu/Debian

systemctl restart ssh

RockyLinux/AlmaLinux/Cent0S

systemctl restart sshd

You should not be able to access the server when you try to
connect to it using SSH. This means your SSH configuration
is correct. Below is an example of an error that occurs when
accessing via Putty:

PuTTY Fatal Error

Mo supported authentication methods available (server sent:
publickey,gssapi-keyex gssapi-with-mic)

Can not access the server from Putty

For example, in the previous article, the sysadmin user on
the Ubuntu server could access the RockyLinux server because
he had used SSH Passwordless Login as in the image below:

sysadmin@ubuntu2484 :~5 ssh sysadmin@192.168.56.2

Last login: Mon Dec 38
[ sysadmin@RockylLinux9 ~]
Can access the server from the Ubuntu server

I can not access the RockyLinux server if I access it via
the OpenSUSE server, as in the image:
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sysadmin@opensuselb:~> s

sysadmin@192.168.56.2: “;"" ssion tpubllckey‘gssapi—keyex.gssapi—with—miclv
sysadmin@opensusel5:~>
Can not access the server from the OpenSUSE server

If you want to add another user to be able to access the
server, you have to copy the .ssh/id rsa.pub file and put it
into the remote server in the .ssh/authorized keys file. You
can use the help of a user who can access the server to put
the file. Look at the image below, where I have included the
id rsa.pub file for the sysadmin user on the OpenSUSE server
on the RockyLinux server:

37Cx5gBCSTTYNkfmzcn11mCg7P2DvFri+2uH+1PJpTHNTQFCIVY2HebLMxn1KAGZBYbhk74euIpSHWD14DBIgWYCzZEYDr605FgfwheXtpBXeVKcGMqVCK7LkedqGw1UQx48RU
AIZ4WIAxc5m7Zq3ghv7BsIX;f]ZC IJGSQhEkCQT’nlST/eEMHSZXthV4 HGZ9M/Yq2JK3qivl5tRMUotDe5zRt1jyHLDj s /yET+UwhbxLLRANF7m9yyg5M2scmadMs4RBBBQBAthKe5agyINNBSEZS1xBLP5qVHsPGMAXKWJ7XXT46GeAFhjFO6e94D
YdvzNJFfh+scXePQFG43CKn+d8vemQYDJKCALF4r3d7TK42q9z1ETdhyujYZ8VZ 53B/pQJFCBpBB1w/UsKTmLBMONS 541y 8TZ9kJLLpIRXd1mEqi20E3UHXUNjbdcpvA59PChvFCkG14VUkrdZdMVoTr7bgZeAELPeDTyAs= sysadmin@ubuntu2484

37Cx5qBCSTTYNkfmzen11mCg7P2DvFr i+2uH+1PJpTHNTQFCIVy2HebLMxn1KAgZBYbhk74euIpSHWD14DBOgWYCZEYDr605FgfwheXtpBXeVKcGMqVCK7LkedqGw1UQx48RU
AIZ4WIAXC5W7Zq3ghv7BsIX JZ6 1]GSQhEqu1’nlST/eEMHBZXthV4A HGZOM/Yq2JK3qiv15tRMUOTDCe52ZRt1JyHLD]s/yET+UwhbxLLRANF7mIyyg5M2scmadMs4RBBBQEAThKe5agyINNBSEZS1xBLP5qVHSPGMQXKIWJ7XXT46GeAFh ] FO6e94D
YdvzNJFfh+scXePQFG43CKn+d8vemQYDJKCALFAr3d7TK42q9z1EIdhyujYZ8VZ53B/pQJFCBpOBTw/USKTMLBMONS 541y 8179k JLLpIRXAIMEqi20E3UHXUNjbdecpvAS9PChvFCKG14VUkrdZdMVoTr7bgZeAEL PeDTy; ysadmin@ubuntu2464

myDO1t5WXy5vQic+e2BJ+beZsn7V/ReGMZadplvS5h7kvBNTUDIWXBBGCX7gHV31Z21qb28j Vyrpiy+3YQx165aEZh1QJSBA+KrmFBmAsvar+EsVEB86gP36RmUCGAY faJPeX1KS4N/3UiHXCxMXZQXEuSceK /vYGs/dD55nwliwp 5YvbK5RP4h92 jHLBL
UA71YkTKNJAXP1+FEbZR1WsxhKVRD7I3COuzIEanoJmidHVHBic7qoPv32Ijm/gT6CqDizjcURAC3WFpSTJ1XBT21002CRZ3FKBCOSY/CILduzXJyluN2gzUxwF sa+TILtQLOB1Trnf5PtUogqmx58BSwqUm0B= sysadmin@opensusel}
[sysadmin@Rockyl inux9 ~]

Put the id rsa.pub into the remote server

I tried to connect again to the RockyLinux server using the
sysadmin user on the OpenSUSE server. I can access the
server as shown in the image below:

sysadmin@opensusel5:~> ssh sysadmin@192.168. 5¢
sysadmin®192.168.56.2: Perm 10m (publickey, gssapi-keyex, gssapi-with-mic).
sysadmin@opensusel’ :~:
sysadmin@opensusels :~:
sysadmin@upensuqe15 sh svsadm1HW1@2.
from 192.168.56.160

[sy admlnuﬁocklenuxQ
Can access the server from the OpenSUSE server

Note

Make sure the remote server already contains authorized keys
files from other servers so that it doesn’t make things
difficult for you in the future.
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How to Set Up Passwordless SSH Login?

written by sysadmin | 26 June 2025

As a sysadmin, remote to a Linux server is a daily job to
perform various checks on a Linux server. By default, if a
sysadmin accesses a server, the sysadmin must enter a
username and password. However, when the sysadmin has many
servers, it is sometimes difficult for the sysadmin to enter
the password for each server, especially if each server has
a different password. Therefore, it needs to be made so that
SSH does not need to enter a password when accessing a Linux
server via SSH.

Problem

How to set up passwordless SSH Login?

Solution
There are 3 steps to setting up passwordless SSH:
1. Generate a key pair

Use ssh-keygen to generate a key pair consisting of a public
key and a private key on the client computer:

ssh-keygen -t rsa

The -t rsa option specifies that the type of the key should
be the RSA algorithm. Hit Enter to accept the default.
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sysadmin@ubuntu?2464:~5 ssh-keygen -t rsa

Generating public/private rsa key pair.

Enter file in which to save the key (/home/sysadmin/.ssh/id_rsa):
Enter passphrase (empty for ):

Enter same passphrase again:

Your identification has been saved in /home/sysadmin/.ssh/id_rsa

Your public key has been saved in /fhome/sysadmin/.ssh/id_rsa.pub

The key fingerprint is:

SHA256 :gq7kX2UI7 jder7AuArZ8ATu3zWGQON4cP6XITHJSMKM sysadmin@ubuntu2484
The key's randomart image 1s:

+----[SHA256]
sysadmin@ubuntu2484 :~
Running the ssh- keygen command

2. Upload the public key to the remote server

Use ssh-copy-id to propagate the public key to the server:

ssh-copy-id remote username@remote server ip address

For example, if you want to upload it to the server
192.168.56.2 with the username sysadmin, then use the
command below:

ssh-copy-id sysadmin@l192.168.56.2

Type yes when prompted and type the password for the remote
server.


https://sysadminpedia.com/wp-content/uploads/2025/01/linux-ssh-passwordless-1a.png

sysadmin@ubuntu2484:~S5 ssh -1d sysadmin@®192.16 .2

Jusr/bin/ssh-copy-1 rce of key(s) to talled: "/home/sysadmin/.ssh/id_rsa.pub"
The authenticity of host "192.168.56.2 (192.168.56.2)" be established.

ED25519 key fingerprint is SHA256:q/EBkK5y9ImMkVxtz3FbvMk1MEWmpWOHKZ 08+ fhBr8AE.

This key is by any other names.

Are you sure you want to continue connecting ( /nof[fingerprint])?

Jusr/bin/ssh-copy-id: INFO: attempting to log in with the new key(s), to filter out any that are already installed
J/usr/bin/ssh-copy-id: key(s) remain to be installed -- if you are prompted now it is to install the new keys

sysadmin@192.168.56.2"s password:
Number of key(s) added: 1

Now try logging into the machine, with: "ssh 'sysadmin@192.168.56.2""
and check to make sure that only the key(s) you wanted were added.

sysadmin@ubuntu2464 :~

Running the ssh-copy-id command

For your information, the id rsa.pub file will be saved in
the .ssh/authorized keys file on the remote server, like in
the image below:

[sysadmin@RockylLinux9 ~]% cat .ssh/authorized_keys
ssh-rsa AAAAB3NzaClyc2EAAAADAQABAAABgQDRkJjejQovgFYLcascZiz37Cx5qBCSTTYNkfmzen11nCg7P2DvFri+2uH+1PJpTHNTQFCIVy2HebLMxn1KAgZBYbhk74euIpSHWD14DBIgWYCzEYDr605FgfwheX tpBXeVKcGMqVCK7LkedqGw1UQx48RU
AIz4WIAxc5m7Zq3ghv7BsIX3fjZG311j6SQhEkKCq1/nl5T/eEMHB8zXQqtv4ADhHGZIM/Yq2JK3qivl5tRMUotDe5ZzRt1jyHLD]s/yET+UwhbxLLRANF7mIyyg5M2scmadMs4RBBBQBAthKe5agy INNBSEZS1xBLP5qVHSPGMOXkWJ7XXT46GeAFhjFO6e94D

YdvzNJFfh+scXePQFG43CKn+d8vemQYDJKCALF4r3d7TK42q9z 1EIdhyujYZOVZ 53B/pQJFCOpOB 1w/ UsKTmLOMONS54 1y8IZ9KJLLpIRXd1IMEqi20E3UHXUN ] bdepvAS9IPChvFCKG 14VUKkrdZdMVoTr7bgZeAELPeDTYAs= sysadmin@ubuntu2404
[sysadmin@RockyLinux9 ~] []

The authorized keys file

3. Test login via SSH

Try to connect to the server using SSH, you should be able
to directly access the server without entering the password
first. For example, I have 2 Linux servers, each of which
uses Ubuntu 0S with IP 192.168.56.100 and RockyLinux 0S with
IP 192.168.56.2. I want to access the RockyLinux server from
the Ubuntu server without entering a password. I ran the
three steps above to set up passwordless SSH on an Ubuntu
server, and the results are as in the image below:

sysadmin@ubuntu2464 :~5 ssh sysadmin®192.168.56.2
Last login: Mon Dec 38 65:38:18 4 from 192.168.56.166

[ sysadmin@RockylLinux9 ~] I

Access the server without entering a username and password

From the image above, you can see that I can directly access
the server without entering the server password.
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Note

By default, the system will generate a 2048-bit key in the
first step when you run the ssh-keygen command. However, if
you want to be more secure, you can use 4096-bit encryption
by using the command below:

ssh-keygen -t rsa -b 4096

Besides RSA, you can also use several other public key
algorithms, such as ECDSA or ED25519. Elliptic Curve Digital
Signature Algorithm, or ECDSA, is one of the more complex
public key cryptography encryption algorithms that supports
three key sizes: 256, 384, and 521 bits. You can use the
command below when using ECDSA:

ssh-keygen -t ecdsa -b 521

Ed25519 is an elliptic curve signing algorithm using EdDSA
and Curve25519, and this is a new algorithm added in
OpenSSH. You can use the command below when using ed25519:

ssh-keygen -t ed25519

Unfortunately, support for this among clients is not yet
universal. Therefore, its use in general-purpose
applications may not be advisable.
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