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Port forwarding is a networking technique used to redirect
communication requests from one port number to another port
number, typically across a network boundary such as a router
or firewall. This technique can be used with Firewalld,
available in RockyLinux, or derivative distros from RHEL
such as AlmaLinux, Cent0S, and others.

Problem

How to configure Firewalld to be port forwarding?

Solution

If you want to see the command in firewalls to run port
forwarding, type the below command:

firewall-cmd --help | grep forward

=<portid>[-<portid>]

Add the IPv4 port [
t =<po r't]-.d-i‘[—-—‘.p:::-l'tid-‘*] p
Remove . 0

=<portid>[-<portid=]:

Return whether the IPv4 een adde Z] [0]
Enable ing of packets
Disable ing of pa ts between interf s
Return whether ing of packets between interfaces

The commands in firewalld for port forwarding

There are 2 methods of port forwarding: forward the
connection of a port to one IP/device and forward the
connection of a port to a different IP/device.

A. Forward to the same IP/device

By default, you must use the format below to forward a port
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in a device:

firewall-cmd --add-forward-port=port=port-
number:proto=tcp|udp|sctp|dccp:toport=port-number

You can add an option --permanent if you want the rule to
remain after reloading or rebooting the system. For example,
you have a server with IP 192.168.56.2 where port 22 on the
server is closed so to access the server via SSH must use
port 43210. If you follow this article, then you must type
the command below to access the server:

ssh sysadmin@l92.168.56.2 -p 43210

sysadmin®lubunt
sysadmin@]92.

Last

Access the server via SSH using the port

However, by implementing a port forwarding you can access
the server without typing the port. Let’s say, the firewalld
is in the device, then on the device open port 43210 using
the command:

sudo firewall-cmd --add-port=43210/tcp --permanent
sudo firewall-cmd --reload

In the file /etc/sshd/sshd_config, change the port to be as
below:

Port 43210

After that restart SSH by using the command:

sudo systemctl restart sshd

After that, type the commands below to configure the
forwarding port in the firewalld:
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firewall-cmd --add-masquerade --permanent

firewall-cmd --add-forward-port=port=22:proto=tcp:toport=43210 --permanent
firewall-cmd --reload

firewall-cmd --list-all

[ root@Rockylinux9 ~]
[ root@Rockylinuxg ~ proto=tcp:toport

[ root@Rockylinuxg ~

<YyLinux9 ~
ublic (active)
target: default
icmp-block-inve n:
interfaces: enp enpdss

cockpit dhcpvé-client http

proto=tcp:toport

icmp-blocks:
rich rules:
[ root@Rock yLinux9 ~ ]
The commands to configure firewalld to be port forwarding

type the command below to access the server via SSH:

ssh sysadmin@l192.168.56.2

You should be able to enter the server without having to
type the 43210 port as shown below:

sysadmin®lubuntu:-
sysadmin@192 .16

Last \

[ sysadmin@RockyLinux9 ~] I

Access the server via SSH without writing the
port

B. Forward to a different IP/device

By default, use the format below to forward a port to a
different IP/device:
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firewall-cmd --add-forward-port=port=port-
number:proto=tcp|udp|sctp|dccp:toport=port-number:toaddr=ip address

If you want the rule to stay in place after a system reboot
or reload, you can add a --permanent option. As an
illustration, suppose you have a server with IP address
192.168.56.2 and port 22 is available. You would like users
who access port 22 to forward to port 22 with IP address
192.168.56.102. Use the command below to configure
firewalls:

firewall-cmd --add-masquerade --permanent

sudo firewall-cmd --add-forward-
port=port=22:proto=tcp:toport=22:toaddr=192.168.56.102 --permanent
firewall-cmd --reload

firewall-cmd --list-all

firewall-cmd
wall-cmd proto=tcp:toport ERSEEE
firewall-cmd

firewall-cmd

pés8

6-client http ssh

[ sysadmin@Rockylinuxd ~]

Add a forwarding port to a different IP in firewalld

If you type the command below:

ssh sysadmin@l92.168.56.2

You will be forwarded to a server that uses IP
192.168.56.102 as shown below:


https://sysadminpedia.com/wp-content/uploads/2025/05/linux_port_forwarding_firewalld_rockylinux-6.png

* Documentation:
Management:
* S upport:

This system has Ze
required on log into.

o restore this content, yo the 'unminimize
to connect to htt / ] ubuntu. ¢ i a ts. Check your Internet connection or proxy settings

group default glen

valid_1ft
ineté ::1/

3 gdisc pfifo_fast state UP group default qlen

global dynamic enp8s3

preferred_
: MULTICA 5 qdisc pfifo_fast state UP group default glen
link/ether : f:ff:
inet etr 8@ br scope glebal dynamic enp@s8
valid_1ft
inet6 fe88::s
valid_1ft fo
sysadmin®Ubuntu24@4:~ I

Forward a port to another IP/device

Note

To see rule forwarding is in the rule in the firewall,
besides being able to use the firewall-cmd --list-all
command, you can also use the command below:

sudo firewall-cmd --list-forward-ports

then you will see the results as shown below:

[ sysadmin@Rocky - firewall-cmd

]
cp:toport=22 :toaddr=1

[ sysadmin@RockyLinux9 ~]
Using —list-forward-ports option

And if you want to delete a rule port forwarding in the
firewall, then you can simply change the options --add-
forward-port to --remove-forward-port so the command will
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change like in the command below:

sudo firewall-cmd --add-forward-
port=port=22:proto=tcp:toport=22:toaddr=192.168.56.102 --permanent

proto=tcp:toport toaddr

[sy

Remove a forwarding port rule
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How to Configure Virtual Hosts in
Apache on RockyLinux?

written by sysadmin | 21 June 2025

The previous article explained how to create virtual hosts
in Ubuntu. This article will explain how to configure
virtual hosts in Apache on Rocky Linux or derivatives of
RHEL, such as Almalinux, Cent0S, and so on.

Problem

How to configure virtual hosts in Apache on RockyLinux?
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Solution

Before starting the configuration, make sure that on the
RockyLinux server, the Apache application is installed by
using the command:

yum install -y httpd

To see the default settings of Apache in RockyLinux, type
the command below:

sudo httpd -S

[ sysadmin@RockylLinux9 ~ httpd -S
558: httpd: e y determine th r's qualified domain name, using fe8 27ff:fel7:8fa9%enpBs3.
Set the ' rName' directive globally to suppr

or_log"
" mechanism=default

ng_defaults
defaults
_defaults

ttpd/run/httpd.pid"
Define: DUMP_VHOSTS
Define: DUMP_R

2 types of virtual hosts can be used, name-based and IP-
based, and the difference between the two can be seen in the
image below:
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Definition

How it Works

IP Requirements
SSL Compatibility
Resource Efficiency
Isolation
Performance

Use Cases

Comparison of

WARNING

Uses the domain name (hostname) to
distinguish between websites on the
same IP.

Server identifies the requested site by
the hostname in the Host header.

Only one IP address is needed for
multiple sites.

May require SNI (Server Name
Indication) to support multiple SSL
certificates.

More efficient, as multiple sites share
the same IP.

Sites share the same IP, so there is no
isolation between them at the IP level.

Slightly slower with SSL if SNT is not
supported, otherwise similar.

Ideal for hosting many websites on the
same server, especially for shared
hosting.

This article uses a private IP, not a public IP.

A. name-based virtual hosts

Uses different IP addresses for each
website hosted on the server.

Server identifies the site based on the
destination IP address.

Each site requires its own unique IP
address.

Easier SSL management, as each site
can have its own SSL certificate.

Less efficient, as each site requires its
own IP.

Sites are isolated at the IP level, which
can be beneficial for network
management.

No performance hit for SSL,, as each
site has its own IP.

Ideal for scenarios requiring multiple
SSL certificates or when isolation is{” )
necessary. -

name-based and IP-based in virtual hosts

The meaning of name-based is that you have many websites or
domains, but you only have one IP. For example, you have 2
domain names: websitel.com and website2.com, but you only
have 1 IP, which is 192.168.56.2. Here are the steps to get
all three domains to use the same IP:

1. Create the directories and the files

By default, Apache uses the /var/www/html folder as its
rootdocument, as shown in the image above. However, to make
it easier to configure it, you should create a folder for
each of these websites, as shown in the image below:

sudo mkdir -p /var/www/html/websitel.com/
sudo mkdir -p /var/www/html/website2.com/
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WARNING
You can change the above directory to another directory, but for the next
steps, you have to follow the directory you created.

After that, create an index.html file for each domain:

sudo sh -c 'echo "<hl> This is for websitel.com domain</hl>" >
/var/www/html/websitel.com/index.html'
sudo sh -c 'echo "<hl> This is for website2.com domain</hl>" >
/var/www/html/website2.com/index.html'

2. Change ownership

Change the ownership of the folders:

sudo chown -R apache:apache /var/www/html/websitel.com/
sudo chown -R apache:apache /var/www/html/website2.com/
sudo chmod -R 755 /var/www/html

3. Configuration of virtual hosts

Unlike Ubuntu and its derivatives, which use the sites-
available and sites-enabled folders in configuring virtual
hosts, by default, RockyLinux and its derivatives do not use
both folders, but the virtual hosts configuration is
inserted into the /etc/httpd/conf.d/ folder. Therefore, type
the command below to create two domains in the virtual
hosts:

echo "<VirtualHost *:80>" | sudo tee /etc/httpd/conf.d/websitel.com.conf >
/dev/null

echo " ServerName websitel.com" | sudo tee -a
/etc/httpd/conf.d/websitel.com.conf > /dev/null

echo " ServerAlias www.websitel.com" | sudo tee -a
/etc/httpd/conf.d/websitel.com.conf > /dev/null

echo " ServerAdmin webmaster@websitel.com" | sudo tee -a
/etc/httpd/conf.d/websitel.com.conf > /dev/null

echo " DocumentRoot /var/www/html/websitel.com” | sudo tee -a
/etc/httpd/conf.d/websitel.com.conf > /dev/null

echo " ErrorLog logs/websitel-error.log" | sudo tee -a
/etc/httpd/conf.d/websitel.com.conf > /dev/null

echo " CustomLog logs/websitel-access.log combined" | sudo tee -a
/etc/httpd/conf.d/websitel.com.conf > /dev/null

echo "</VirtualHost>" | sudo tee -a /etc/httpd/conf.d/websitel.com.conf >



/dev/null

echo "<VirtualHost *:80>" | sudo tee /etc/httpd/conf.d/website2.com.conf >
/dev/null

echo " ServerName website2.com" | sudo tee -a
/etc/httpd/conf.d/website2.com.conf > /dev/null

echo " ServerAlias www.website2.com" | sudo tee -a
/etc/httpd/conf.d/website2.com.com > /dev/null

echo " ServerAdmin webmaster@website2.com" | sudo tee -a
/etc/httpd/conf.d/website2.com.conf > /dev/null

echo " DocumentRoot /var/www/html/website2.com" | sudo tee -a
/etc/httpd/conf.d/website2.com.conf > /dev/null

echo " ErrorLog logs/website2-error.log" | sudo tee -a
/etc/httpd/conf.d/website2.com.conf > /dev/null

echo " CustomLog logs/website2-access.log combined" | sudo tee -a
/etc/httpd/conf.d/website2.com.conf > /dev/null

echo "</VirtualHost>" | sudo tee -a /etc/httpd/conf.d/website2.com.conf >
/dev/null

WARNING
You can change *:80 to your IP server like 192.168.56.2:80.

4. Check the configuration

Use the command below to check whether there is an Apache
configuration that is an error or not by using the command
below:

sudo apachectl configtest

If there is no error, then reload Apache using the command
below:

sudo systemctl reload httpd

WARNING
Use the command above if there is a change in the configuration of virtual
hosts in each domain.



5. Check in the browser

Because this article uses a private IP, you must configure
it in the hosts file before you check the browser. If you
use Windows, change the hosts file

in C:\Windows\System32\drivers\etc\hosts or in /etc/hosts if
you use Linux. In the hosts file, add the below script:

192.168.56.2 websitel.com website2.com

Info
Change IP 192.168.56.2 with your RockyLinux IP server.

By default, Rockylinux activates the firewall, so you have
to open the HTTP port using the command below:

firewall-cmd --add-service=http --permanent
firewall-cmd --reload

Open your browser and type each of these domains, then there
should be a site displayed as in the image below:

http://websitel.com

{3 W (O NotSecure websitel.com

This is for websitel.com domain

Site websitel.com

http://website2.com
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{0 @ (@ Notsecure website2.com

This is for website2.com domain

site website2.com

If you use Linux, you can use the command below to check the
result:

curl http://websitel.com
curl http://website2.com

sysadmln@lubuntu C
# Standard host addre
localhost
localhost ip6-localhost ip6-loopback
ip6-allnodes
ip6-allrouters

1.com websit

sysadmin@lubuntu:~
sysadmin@lubuntu:~5 curl http:
h1= This is for w

sysadmin@lubuntu:~
sysadmin@lubuntu:~

h1> This is for w
sysadmin@lubuntu:~
Using the curl command

By default, websites work on the web server using port 80.
But you can change port 80 to another port as long as the
port is not used on the server. For example, if you want the
websitel.com site to use port 8080, change the
/etc/httpd/conf.d/websitel.com.conf file and change its
contents to something like this:

Listen 8080

<VirtualHost *:8080>
ServerName websitel.com
ServerAlias www.websitel.com
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ServerAdmin webmaster@websitel.com

DocumentRoot /var/www/html/websitel.com

ErrorLog logs/websitel-error.log

CustomLog logs/websitel-access.log combined
</VirtualHost>

Don’t forget to open the 8080 port on the Rockylinux server
and reload Apache using the command below:

firewall-cmd --add-port=8080/tcp --permanent

firewall-cmd --reload
sudo systemctl reload apache

Open your browser and type the command below:

http://websitel.com:8080

{3 @ (@ Notsecure websitel.com:8080

This is for websitel.com domain

Site websitel.com:8080

B. IP-based virtual hosts

The meaning of IP-based is that you use a different IP
address for each website. For example, you have 2 IPs and 2
domains, where IP 192.168.56.2 is for sitel.com, and IP
192.168.56.104 1is for site2.com. This article will use a
server that has 2 IPs, as shown below:
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group default qlen 18686

inet6 ::1/128
valid_1ft f ver preferred_1ft forever
?: enpBs3: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1 gdisc fq_codel state UP group default glen 18886
link/ether f:a9 brd ff:ff:ff:ff:ff:ff
inet brd 1 scope global dynamic noprefixroute enp@s3

valid_1ft 576sec preferred_lft 576sec
inet6 fe f:fe : link noprefixroute
valid_1ft forever p 3 _1ft forever
3: enpBs8: <BROADCAST,M CAST,UP,LOWER_UP> mtu 1 gdisc fq_codel state UP group default glen 16888
link/ether ff

inet / . > cope global noprefixroute enp8s8
valid_1ft f - preferred_1ft f r

inetb T J 8/ link noprefixroute

valid_1ft forever preferred_1ft forever

[root@RockylLinux9 sysconfig]
Using 2 NICs in a server

1. Create the directories and the files

By default, Apache uses the /var/www/html folder as its
rootdocument, as shown in the image above. However, to make
it easier to configure it, you should create a folder for
each of these websites, as shown in the image below:

sudo mkdir -p /var/www/html/sitel.com/
sudo mkdir -p /var/www/html/site2.com/

WARNING
You can change the above directory to another directory, but for the next
steps, you have to follow the directory you created.

After that, create an index.html file for each domain:

sudo sh -c 'echo "<hl> This is for sitel.com domain</hl>" >
/var/www/html/sitel.com/index.html"'
sudo sh -c 'echo "hl> This is for site2.com domain</hl>" >
/var/www/html/site2.com/index.html’

2. Change ownership
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Change the ownership of the folders:

sudo chown -R apache:apache /var/www/html/sitel.com/
sudo chown -R apache:apache /var/www/html/site2.com/
sudo chmod -R 755 /var/www/html

3. Configuration of virtual hosts

Unlike Ubuntu and its derivatives, which use the sites-
available and sites-enabled folders in configuring virtual
hosts, by default, RockyLinux and its derivatives do not use
both folders, but the virtual hosts configuration is
inserted into the /etc/httpd/conf.d/ folder. Therefore, type
the command below to create two domains in the virtual
hosts:

echo "<VirtualHost 192.168.56.2:80>" | sudo tee
/etc/httpd/conf.d/websitel.com.conf > /dev/null

echo " ServerName websitel.com" | sudo tee -a
/etc/httpd/conf.d/websitel.com.conf > /dev/null

echo " ServerAlias www.websitel.com" | sudo tee -a
/etc/httpd/conf.d/websitel.com.conf > /dev/null

echo " ServerAdmin webmaster@websitel.com" | sudo tee -a
/etc/httpd/conf.d/websitel.com.conf > /dev/null

echo " DocumentRoot /var/www/html/websitel.com" | sudo tee -a
/etc/httpd/conf.d/websitel.com.conf > /dev/null

echo " ErrorLog logs/websitel-error.log" | sudo tee -a
/etc/httpd/conf.d/websitel.com.conf > /dev/null

echo " CustomLog logs/websitel-access.log combined" | sudo tee -a
/etc/httpd/conf.d/websitel.com.conf > /dev/null

echo "</VirtualHost>" | sudo tee -a /etc/httpd/conf.d/websitel.com.conf >
/dev/null

echo "<VirtualHost 192.168.56.104:80>" | sudo tee
/etc/httpd/conf.d/website2.com.conf > /dev/null

echo " ServerName website2.com" | sudo tee -a
/etc/httpd/conf.d/website2.com.conf > /dev/null

echo " ServerAlias www.website2.com" | sudo tee -a
/etc/httpd/conf.d/website2.com.com > /dev/null

echo " ServerAdmin webmaster@website2.com" | sudo tee -a
/etc/httpd/conf.d/website2.com.conf > /dev/null

echo " DocumentRoot /var/www/html/website2.com" | sudo tee -a
/etc/httpd/conf.d/website2.com.conf > /dev/null

echo " ErrorLog logs/website2-error.log" | sudo tee -a
/etc/httpd/conf.d/website2.com.conf > /dev/null

echo " CustomLog logs/website2-access.log combined" | sudo tee -a
/etc/httpd/conf.d/website2.com.conf > /dev/null

echo "</VirtualHost>" | sudo tee -a /etc/httpd/conf.d/website2.com.conf >



/dev/null

4. Check the configuration

Use the command below to check whether there is an Apache
configuration that is an error or not by using the command
below:

sudo apachectl configtest

If there is no error, then reload Apache using the command
below:

sudo systemctl reload httpd

WARNING
Use the command above if there is a change in the configuration of virtual
hosts in each domain.

5. Check in the browser

Because this article uses a private IP, you must configure
it in the hosts file before you check the browser. If you
use Windows, change the hosts file

in C:\Windows\System32\drivers\etc\hosts or in /etc/hosts if
you use Linux. In the hosts file, add the below script:

192.168.56.2 sitel.com
192.168.56.104 site2.com

Info
Change IP 192.168.56.2 & IP 192.168.56.104 with your RockyLinux IP server.

By default, Rockylinux activates the firewall, so you have
to open the HTTP port using the command below:

firewall-cmd --add-service=http --permanent



firewall-cmd --reload

Open your browser and type each of these domains then there
should be a site displayed as in the image below:

http://sitel.com

(:]- ® (i) NotSecure sitel.com

This is for sitel.com domain

Site sitel.com

http://site2.com

f:} ® (i) MotSecure site2.com

This is for site2.com domain

Site site2.com

If you use Linux, you can use the command below to check the
result:

curl http://sitel.com
curl http://site2.com
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sysadmin@lubuntu:~
# Standard host addresses
127.8.8.1 localhost
localhost ipb6-localhost ip6-loopback
ip6-allnodes
ip6-allrouters
s host address
1 Jlubuntu
.2 sitel.com
192 .16 B4 site2.com
sysadmin@lubuntu:~
sysadmin@lubuntu:~5 curl http://sitel.com
<h1> This is for websitel.com domain</h1=>
sysadmin@lubuntu:~
sysadmin@lubuntu:~5 curl http://siteZ.
<h1> This is for site?.com domain</hl=
sysadmin@lubuntu:~
Using the curl command

By default, websites work on the web server using port 80.
But you can change port 80 to another port as long as the
port is not used on the server. So, if you want the
sitel.com site to use port 8181, change the
/etc/httpd/conf.d/websitel.com.conf file and change its
contents to something like this:

Listen 8181
<VirtualHost 192.168.56.102:8181>

ServerName sitel.com

ServerAlias www.sitel.com

ServerAdmin webmaster@sitel.com

DocumentRoot /var/www/html/sitel.com

ErrorLog logs/sitel-error.log CustomLog logs/sitel-access.log combined
</VirtualHost>

If you use the firewall in your Ubuntu server, don’t forget
to open port 8181 using the command below:

sudo firewall-cmd --add-port=8181/tcp --permanent

sudo firewall-cmd --reload
sudo systemctl reload apache

Reload Apache and open it in the browser by typing the
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command:

http://sitel.com:8181

(:} ® () MotSecure sitel.com

This is for sitel.com domain
Site sitel.com:8181

Note

If you want to remove the error like this:
AHO0558: httpd: Could not reliably determine the server’s fully qualified

domain name, using 192.168.56.103. Set the ‘ServerName’ directive globally to
suppress this message

Go to the /etc/httpd/conf/httpd.conf and insert the script
below:

ServerName localhost

Reload the Apache, and the error will disappear, like in the
image below:
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How to Install and Configure NFS on
Linux?

written by sysadmin | 21 June 2025

NFS or Network File Sharing is a protocol that allows you to
share directories and files with other Linux clients over a
network. Similar to locally created folders, an NFS file


https://sysadminpedia.com/wp-content/uploads/2025/06/linux-rocky-virtual-hosts-4.png
https://sandeepbansod.medium.com/how-to-setup-virtual-host-on-centos-7-a4793d824f00
https://reintech.io/blog/configuring-apache-virtual-hosts-centos-9
https://www.tecmint.com/install-apache-with-virtual-host-on-centos-8/
https://httpd.apache.org/docs/2.4/vhosts/website2s.html
https://askubuntu.com/questions/256013/apache-error-could-not-reliably-determine-the-servers-fully-qualified-domain-n
https://www.dewaweb.com/blog/cara-konfigurasi-virtual-host-di-apache/
https://www.arubacloud.com/tutorial/how-to-configure-virtual-hosts-with-apache-on-almalinux-8.aspx
https://sysadminpedia.com/how-to-install-and-configure-nfs-on-linux/
https://sysadminpedia.com/how-to-install-and-configure-nfs-on-linux/

share is accessible when mounted on a client computer. When
you have limited disk space and need to share public data
between client machines, NFS is especially helpful.

Problem

How to install and configure NFS on Linux?

Solution

This article will explain how to install and configure NFS
on 3 Linux distros: Rockylinux, Ubuntu, and OpenSuse and
this article should work in each of their derivatives of the
three distros.

A. On the server

Following are the steps to install and configure NFS:

1. Install NFS

I install NFS in the server with IP 192.168.56.2, and to
install the NFS application on the Linux server, use the
command below:

RockyLinux

sudo dnf install -y nfs-utils

Ubuntu

sudo apt update -y
sudo apt-get install -y nfs-kernel-server

OpenSUSE

sudo zypper install -y nfs-kernel-server nfs-utils



2. Check NFS status

Type the command below to check the NFS status:

systemctl status nfs-server

If you see the NFS status is still not on, use the command
below to turn on the NFS service:

sudo systemctl enable --now nfs-server

[ root@RockylLinuxg ~]
o nfs-server.service -

erver.service; disabled; preset: disabled)

erver
get.wants/nfs-server.service * /fusr/lib/systemd/system/nfs-server.service.

d; preset: disabled)

at a/

ive gssproxy; then systemctl reload gssproxy ; fi (code=exited, status=8/SUCC|

: 11bms

RockylLinux9 systemd[1]: Starting NFS server and services...
4 RockylLinux9 sys [1]: Finished NFS server and services.

x§ ~]
Check the

NFS service status

Sometimes you have to check the nfs-mountd service using the
command below:

sudo systemctl status nfs-mountd

If the service is not on the server, then use the command
below to turn on the service:

sudo systemctl start nfs-mountd

3. Check the rpchind status

Make sure that the rpcbind service is actively used by NFS
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for the mapping port. Use the command below to check the
status of the service:

sudo systemctl status rpcbind

If the service is not active, use the command below to start
the service:

sudo systemctl enable -now rpcbind

4. Check NFS and Portmap

To see if NFS and portmap (Portmap is a server that converts
RPC program numbers into DARPA protocol port numbers. It
must be running to make RPC calls) are running on the
server, use the command below:

sudo rpcinfo -p



[ root@RockylLinux9 ~]# rpcinfo -p
program vers proto port service
4 tcp 117  portmapper
3 tcp 1117 portmapper
tcp 1117 portmapper
udp 117  portmapper
udp 117 portmapper
udp 1117 portmapper
udp 34897 status
tcp status
udp i mountd
tcp 2686848 mountd
udp 26648 mountd
tcp i mountd
udp 26648 mountd
tcp 26648 mountd
tcp 2849 nfs
top 2849 nfs
tcp 2849 nfs_acl
udp nlockmgr
udp nlockmgr
udp nlockmgr
tcp 44 nlockmgr
3 tcp 448 nlockmgr
186021 4 tcp 44893 nlockmg®
[ root@RockylLinux9 ~]
Check whether NFS and portmap run in the
server or not

5. Configure firewall

If you still turn on the firewall on Linux, use the command
below to open the NFS port (Port NFS is TCP Port 2049):

RockyLinux & OpenSUSE

firewall-cmd --add-service nfs --permanent
firewall-cmd --reload
firewall-cmd --list-services
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[ root@RockylLinux9 ~ firewall-cmd --add-service nfs --permanent

[ root@RockylLinux9 ~
[ root@RockylLinux9 ~ firewall-cmd --reload

[ root@RockylLinux9 ~

[ root@RockylLinux9 ~ firewall-cmd --list-services
cockpit dhcpvé-client nfs ssh

[ root@RockylLinux9 ~]

Open the NFS port in RockyLinux

Ubuntu

sudo ufw allow nfs
sudo ufw status verbose

Use the command below to open the rpcbind port (rpcbind port
is TCP Port 111):

Rockylinux & OpenSUSE

firewall-cmd --add-port=111/tcp --permanent
firewall-cmd --reload
firewall-cmd --list-ports

Ubuntu

sudo ufw allow 111
sudo ufw status verbose

6. Make a folder sharing

Create a folder to collect NFS files and folders and I make
it in the folder /var/nfs using the command below:

mkdir /var/nfs

After that, copy the file(s) and folder(s) that you want to
share into the folder as shown below:
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[ root@RockyLinux9 ~
[ root@RockylLinux9 ~
[ root@RockylLinux9 ~
[ root@RockyLinux9

[

root@RockylLinux9 ~

3 root
) root
1 root
1 root
1 root
1 root
! . 3 root
[ root@RockylLinux9 ~]
Copy the file(s) and folder(s) into the folder sharing

7. Define an Export File

To grant access to NFS clients, you need to define an export
file and it is typically located at /etc/exports. Use the
format below to define an export file:

/folder/path accessible-host-ip-address(options)

The options you can use can be seen in the image below:
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Option Description

ro,rw Read-only, Read-write (default)

rw=list Hosts in the list can do rw, others ro only

root_squash Maps UID 0 and GID 0 to the value of anonuid and anongid
(default)

no_root_squash Allow root access

all_squash Maps all UID and GID to anonymous one

subtree_check Check that the accessed file is in the appropriate filesystem
and in the exported tree.

no_subtree_check Disables subtree checking

anonuid=xxx Related to root_squash

anongid=xxx Related to root_squash

secure Require remote access from privileged port

insecure Allow remote access from any port

noaccess Prevent access to this dir and its subdir

Options in NFS (Image credit for slideplayer.com)

You can use more than one option like

(rw,sync,no subtree check). By default, NFS uses the ro
option where the client can only read the file or folder in
the folder sharing. In this article, I only want the folder
sharing can only be accessed by users who only use IP
192.168.56.0/24 and the folder can be changed by the users,
then use the command below to enter the script into the
exports file:

sudo echo "/var/nfs 192.168.56.0/24(rw)" > /etc/exports

Then change the permissions so that the files and folders in
the folder sharing can be changed using the command below:

RockyLinux & OpenSUSE

chown -R nobody:nobody /var/nfs
sudo chmod -R 775 /var/nfs
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Ubuntu

chown -R nobody:nogroup /var/nfs
sudo chmod -R 775 /var/nfs

8. Export exports file

Use the command below to make the folder sharing available
to the clients:

sudo exportfs -r

Use the command below to view the exports file:

showmount -e

To see which hosts access file sharing, use the command
below:

sudo netstat -an | grep 2049

B. On the client

Following are the steps to install and configure NFS:

1. Install NFS client
Use the command below to install the NFS client:

RockyLinux

sudo dnf install -y nfs-utils

Ubuntu

sudo apt-get install -y nfs-common

OpenSUSE

zypper install -y nfs-client*



2. Check the ports in the NFS server

Use the command below to check whether the client can access
the ports (port 2049 and 111) in the NFS server or not (the
IP server NFS is 192.168.56.2):

rpcinfo -p 192.168.56.2

sysadmin@ubuntu24@4:~5 rpcinfo -p 192.168.56.2
program vers proto port service
4 tcp 111 portmapper
3 tcp 111 portmapper
tcp 111 portmapper
udp 111 portmapper
udp 117 portmapper
udp 111 portmapper
udp 44¢ status
tcp 54479 status
udp 26848 mountd
tcp 26648 mountd
udp 26848 mountd
tcp 206848 mountd
udp 26648 mountd
tcp 20048 mountd
tcp 2849 nfs
tcp 2849 nfs
tcp 2849 nfs_acl
udp 57883 nlockmgr
udp & 3 nlockmgr
udp 5 3 nlockmgr
tcp 4 nlockmgr
tep 4 nlockmgr
tcp 41379 nlockmgr
sysadmin@ubuntu2484 :~
Check the connection between the client to the
NFS server

2. Make and mount a folder

Make the folder where we want to mount the NFS shares from
the server, for example, I made a folder in /tmp/nfs:

mkdir /tmp/nfs
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After that the mount folder with the NFS server using the

format below:

sudo mount -t nfs 192.168.56.2:/var/nfs /tmp/nfs

buntu2464 :~
buntu2464:~5 sudo mount
dmin@ubuntu2484 :~

sysadmin@ubuntu2484 :~5 df -h
Filesystem
tmpfs
fdev/mapper/ubuntu--vg-ubuntu--1v
tmpfs
tmpfs
fdev/sda?
tmpfs
192.168.56.2:/var/nfs

sysadmin@ubuntu24864 :~

@ubuntu2484:~5 mkdir /tmp/nfs

-t nfs 192.

Used
1.1M
4 .86

Mount the folder to the folder-sharing

168.56.

Avail
96M
4.66
481M
5.8M
1.5G
97M
166G

2:/var/nfs /tmp/nfs

Use% Mounted on

2% frun

2% f

fdev/shm
frun/lock

6% fboot
1% frunfuser/18688
8% /ftmp/nfs

You can use the -v option so that the above command becomes:
sudo mount -v -t nfs 192.168.56.2:/var/nfs /tmp/nfs
to display the logs when mounting so that you can know if there is an error

when mounting.

You should access the folder sharing on the NFS server as

shown below:
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sysadmin@ubuntu2484 :~5 sudo mount -t nfs 192.168.56.2:/var/nfs /tmp/nfs
dmin@ubuntu2484 :~

sysadmin@ubuntu2484:~5 df -h

Filesystem ize Used Avail Use% Mounted on

tmpfs 1.1M 96M 2% Jrun

/fdev/mapper/ubuntu--vg-ubuntu--1v 4 .36 5.8G 47% /
tmpfs g 481M 8% /dev/shm

tmpfs B 5.8M B% Jrun/lock
fdev/sda2 : 1.5G 6% fboot
tmpfs ' 97M 1% J/run/user /1666
192.168.56.2: /var/nfs 1.7 16G  18% /tmp/nfs
> dmin@ubuntu2464 :~

dmin@ubuntu24@4:~5 1ls /tmp/nfs

:onda-ks.cfg download.htm 1image.jpg
sysadmin@ubuntul484 :~
Access to the NFS server

You can use the command below to see the NFS client
connection:

sudo mount | grep -i nfs

sudo mount | grep -1 nfs
o type 4 (rw,relatime, ver ,rsize=131072,wsize=131872, namlen=255, hard, proto=tcp, timeo=668, retrans=2, s
e en 188, local_lock= ,addr=192 2)

sysadmin@ubuntu2464 :~

Check the status of the NFS client

4. Simulation test

Try to do the simulation by changing the file name in the
folder sharing. I try to rename the download.htm file to
index.html using the command below:

sudo mv /tmp/nfs/download.htm /tmp/nfs/index.html

The file was successfully changed as shown below:
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sadmin@ubuntu2464:~5 1s /tmp/nfs
nda-ks.cfg download.htm image.jpeg quickmail.zip
dmin@ubuntuZ2464:-
dmin@ubuntu2484:~5 sudo mv /tmp/nfs/download.htm /tmp/nfs/inde

dmin@ubuntu2464:-
dmin@ubuntu2464:~5 1ls /tmp/nTs
nda-ks.cfg 1mage.jpeg index_html gquickmail.zip
Ln@ubuntu2464:-
Rename the file in NFS

5. Configure the fstab file

To keep the folder sharing is still connected in the client
after the client 1is rebooted, configure the /etc/fstab file
using the command below:

echo '192.168.56.2:/var/nfs /tmp/nfs nfs rw @ 0' | sudo
tee -a /etc/fstab

[ root@RockylLinux9 ~]# df -h

Filesystem Size Us Avail U Mounted on
devtmpfs 4.6M 5 4.8M /dev

tmpfs 385M 8 385M /dev/shm

tmpfs 154M . 151M 2% Jfrun
/dev/mapper/rl_rockylinux9-root 176 1. 16G /

/dev/sdal 1814M : 628M /boot

192.1 56.12:/var/nfs 186 LA 5.8G /tmp/nfs

tmpfs 77M 2] 77M ‘runfuser/16866
[root@RockylLinux9 ~]

[ root@RockylLinux9 ~] echo '192.168.56.12:/var/nfs /tmp/nfs s rw 8 8’ 5 tee -a fetc/fstab
192.1 6 fvar/nfs mp/nfs nfs -

[root@Rockylinux9 ~]

[root@RockylLinux9 ~]# cat /etc/fstab

fetc/fstab
Created by anaconda on Thu Se

Accessible filesy
See man pages fsta

After editing this file, run stemctl daemon-reload’ to update systemd
units generated from this file.

#
#
#
#
#
#
#
#
#

+*

/dev/mapper/rl_rockylinux9-root / xfe defaults s
UUID=066ebb99-fd9c-45ae-bbaB8-6c220e767ed7 /boot xfs defau
r/rl_rockylinux9 swap defaults
var/nfs /tmp/nfs nfs

Insert the script to fstab file

C. Errors and solutions

Below are errors that often appear and their solutions:
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1. No options for /var/nfs

Sometimes when you run the exportfs -r command, there is an
error as below:

exportfs: No options for /var/nfs/192.168.56.0/24(rw) : suggest (sync) to
avoid warning

exportfs: Failed to stat /var/nfs/192.168.56.0/24(rw): No such file or
directory

sudo exportfs -r
P ] = F107 650 E ASFAF e = f } = al
exportfs: for /var/nfs/f192.168.56.0/24(rw) : suggest (sync) to avoid = ]

exportfs: to stat /var/nfs/192.168.56.8/24(rw) : file or directory . )

Error failed to stat

To eliminate the error, check in the /etc/exports file and
you have to fix the writing in the file from:

/var/nfs/192.168.56.0/24(rw)

changed into

/var/nfs  192.168.56.0/24(rw)

After that, run the exportfs -r command again and the error
should disappear.

2. Error Stale file handle

When you want to connect a client to the NFS server there is
an error like the below (usually this happens if there is an
error like number 1 or other causes on the NFS server):

Stale file handle

[ root@RockylLinux9 ~]# 1s /tmp/nfs/

ls: “ftmp/nfs/’: Stale file handle

Stale file handle error

To solve this error you have to unmount on the side of the
client and then mount back as shown below:
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[ root@RockylLinux9 ~]# 1s /tmp/nfs/

1s: "/tmp/nfs/': Stale file handle

[ root@RockylLinux9 ~]# sudo umount -f /tmp/nfs

[ root@RockylLinux9 ~]# df -h

Filesystem Size Used Avail &t Mounted on
devtmpfs 4.6M g 4.8M B% fdev

tmpfs 385M 4 385M B% Sdev/shm

tmpfs 154M . 151M 2% frun
/dev/mapper/rl_rockylinux9-root 176 1. 16G 11% f

fdev/sdal 1814M . 628M /boot

tmpfs 77M % 77M B% frun/user/160606
[ root@RockylLinux9 ~]

[ root@RockyLinux9 ~]# sudo mount -t nfs 192.168.56.12:/var/nfs /tmp/nfs
[ root@RockyLinux9 ~]# df -h

Filesystem 51ze Used Avail Use% Mounted on
devitmpfs 4 .8M d  4._.8M B% fdev

tmpfs 385M H  385M B% fdev/shm

tmpfs 154M . 151M 2% frun
fdev/mapper/rl_rockylinux9-root 176 1. 166G 11% f

fdev/sdaT 1814M . 6268M /boot

tmpfs 77M 5 T7M frun/user /1666
192.168.56.12:fvar/nfs 186G .4 5.86 37% /tmp/nfs

[ root@RockylLinux9 ~]# 1s /tmp/nfs/

bin get-docker.sh

[ root@RockyLinux9 ~] I
Solve the stale file handle error

3. RPC: Program not registered

When typing the showmount -e command on the NFS server there
is an error as below:

clnt create: RPC: Program not registered

showmount -e
clnt_create: RPC: Program
Error Program Not Registered

registered'

The solution is that you have to run the command below so
that the nfs-mountd service runs on the server:

systemctl start nfs-mountd
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4. Permission denied

When you want to connect to the NFS server or when you want
to change the file in the NFS, there is an error like this:

Permission denied

rsadmin@ubuntu2464:~5 cp /tmp/nf

regqular file °

Error Permission denied

The solution is to check the exports file on the NFS server
and make sure that the folder has been given permissions as
in step 5 in the server section.

Note

If you want to block an IP address of a host so the host
can’'t access the NFS server, use the command below to block
the IP host:

sudo firewall-cmd --permanent --add-rich-rule='rule family="ipv4" source
address="192.168.56.100" port port="2049" protocol="tcp" reject'

sudo firewall-cmd --permanent --add-rich-rule='rule family="ipv4" source
address="192.168.56.100" port port="111" protocol="tcp" reject'

sudo firewall-cmd --permanent --add-rich-rule='rule family="ipv4" source
address="192.168.56.100" port port="2049" protocol="udp" reject'

sudo firewall-cmd --permanent --add-rich-rule='rule family="ipv4" source
address="192.168.56.100" port port="111" protocol="udp" reject'

sudo firewall-cmd --reload

sudo firewall-cmd --list-rich-rules

and should the client with IP 192.168.56.100 not be able to
access the folder sharing as shown in the image below:

sysadmin@ubuntu2484:~5 ip a grep b6
inet 192.168.56.1868/24 brd 192.168.56.255 scope global enpBs8
sysadmin@ubuntu2464:~

sysadmin@ubuntu2464:~5 sudo mount -t nfs 192.168.56.2:/var/nfs /tmp/nifs
¥

mount.nfs: for 192.168.56.2:/var/nfs on /tmp/nfs

sysadmin@ubuntu2464:~
Can not mount to NFS server
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If you want to delete an IP address of a host then the
option --add-rich-rule becomes --remove-rich-rule so that
the command becomes as command below:

sudo firewall-cmd --permanent --remove-rich-rule='rule family="ipv4" source
address="192.168.56.100" port port="2049" protocol="tcp" reject'

sudo firewall-cmd --permanent --remove-rich-rule='rule family="ipv4" source
address="192.168.56.100" port port="111" protocol="tcp" reject'

sudo firewall-cmd --permanent --remove-rich-rule='rule family="ipv4" source
address="192.168.56.100" port port="2049" protocol="udp" reject'

sudo firewall-cmd --permanent --remove-rich-rule='rule family="ipv4" source
address="192.168.56.100" port port="111" protocol="udp" reject'

sudo firewall-cmd --reload

sudo firewall-cmd --list-rich-rules

WARNING

In my experience, you can’t immediately block a client to NFS if the client
is still connected to the NFS. You have to wait until the client disconnects
to the NFS server, either the host reboots or others.
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The previous article explained how to install the Nagios
application on Ubuntu. This article will explain how to
install the Nagios application on RockyLinux.
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Problem

How to install Nagios on RockyLinux?

Solution

Below are the steps to install Nagios on RockyLinux and work
on RockyLinux 9.5 and below. But I think these steps should
apply to installing Nagios on RHEL and its derivatives, such
as Cent0S, AlmalLinux, and so on.

1. Download the packages

Install the packages needed to install Nagios using the
command below:

yum install -y httpd php php-devel gcc glibc glibc-common gd gd-devel make
net-snmp-* wget zip unzip php-mysqlnd php-mysql*

2. Create a user and a group

Create a user and group for Nagios using the commands:

useradd nagios
groupadd nagcmd
usermod -G nagcmd nagios
usermod -G nagcmd apache

3. Download Nagios

Use the commands below to download Nagios, where at the time
of this writing (February 2025), the latest version of
Nagios is version 4.5.9:

cd /tmp

wget
https://github.com/NagiosEnterprises/nagioscore/archive/refs/heads/master.zip
-0 nagios.zip

unzip nagios.zip

cd nagioscore-master/



4. Install Nagios

By default, Linux will create a Nagios folder in the
/usr/local folder to save Nagios configuration files. So,
use the following commands to install Nagios:

./configure

If you want to save all Nagios files in a non-default folder, for example, in
the /data folder, then use the following command: ./configure
—prefix=/data/nagios

After that, run the following commands:

make all

make install

make install-init

make install-commandmode
make install-config

make install-webconf

5. Create the password

Create a password for the user to access the Nagios
application. Usually, nagiosadmin is a popular username for
Nagios, but you can create another username.

htpasswd -c /usr/local/nagios/etc/htpasswd.users nagiosadmin

¢ J/usr/local/nagios/etc/htpasswd.users naglosadmin

[root@RockylLinux9 nagioscore-master]
Create a password for the nagiosadmin user

If you installed Nagios in a non-default folder, for example, in the /data
folder, execute the below command: htpasswd -c
/data/nagios/etc/htpasswd.users nagiosadmin
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6. Download Nagios Plugins

Plugins are compiled executables or scripts (Perl, shell,
Python, PHP, Ruby, etc.) that can be run from a command line
to check the status of a host or service. Nagios Core uses
the results from plugins to determine the current status of
hosts and services on your network. As of this writing
(February 2025), the latest version of Nagios plugins is
version 2.4.12. You can check the latest version of Nagios
plugins on this site. Run the following commands to download
Nagios plugins:

cd /tmp

wget
https://github.com/nagios-plugins/nagios-plugins/archive/refs/heads/master.zi
p -0 nagios-plugins.zip

unzip nagios-plugins.zip

cd nagios-plugins-master/

7. Install Nagios Plugins

After that, install Nagios plugins using the following
commands:

./tools/setup

sudo ./configure --with-nagios-user=nagios --with-nagios-group=nagios
sudo make

sudo make install

8. Check the configuration

After installing Nagios and Nagios plugins, run the
following command to check the configuration of Nagios:

/usr/local/nagios/bin/nagios -v /usr/local/nagios/etc/nagios.cfg

If you installed Nagios in a non-default folder, for example, in the /data
folder, execute the below command: /data/nagios/bin/nagios -v
/data/nagios/etc/nagios.cfg



and make sure there is no error like in the image below:

root@RockyLinux9 nagios-plugins-master]? s fusr/local/nagios/bin/nagios -v fusr/local/nagios/etc/nagios.cfg

Nagios Core .9

Copyright (c) 2089-present Nagios Core Development Team and Community Contributors
Copyright (c) 1999-20689 Ethan Galstad

Last Modifie 2-19

License:

Website: https g g
Reading configuration data...
Read main config file okay...
Read object config files okay...

Running pre-flight check on confilguration data...

Checking objects
G d

1 host groups.
8 service groups.

commands.
time periods.

service escalations.
ular paths...

L dependencies
C ked 5 timeperiods
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Check the Nagios configuration

9. Turn on the services

Turn on the services using the commands below:

cp /lib/systemd/system/nagios.service /etc/systemd/system/
systemctl start httpd

systemctl start nagios

systemctl enable httpd

systemctl enable nagios

10. Check the application

Open your browser, and type in your browser:
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http://your ip address server/nagios

And there should be a display like the image below:

(i) 192.168.56.2/nagios/ & & i

Sign in to access this site

Autharization required by http://192.168.56.2
Your connection to this site Is not secure

Username

Password

Open the Nagios application

If you don’'t see the image like the above image in your
browser, maybe the Firewall/IPTables is still on in your
server. Run the following commands:

firewall-cmd --zone=public --add-port=80/tcp --permanent
firewall-cmd --reload

sed -i 's/SELINUX=.*/SELINUX=disabled/g' /etc/selinux/config
setenforce 0

Back to your browser again, and it should work now. Insert
the username (nagiosadmin) and the password for Nagios. If
the username and the password are right, the Nagios
application will appear like this:
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Open the Nagios application

If you want to know which hosts are being monitored by
Nagios, click Hosts. Nagios will display the hosts that are
being monitored:

- . Current Network Status Host Status Totals Service Status Totals
N a g . os Last Updated: Thu Feb & 09:42:31 EST 2025 Up Down Unreachable Pending Ok Warning Unknown Critical Pending
Negiocd Corom 459 vy ragios o W » Jfeo] @EC« e [ o
General Logged in as nagiosadmin All Problems All Types All Problems All Types

e

View Service Status Detail For All Host Groups
View Status Overview For All Host Groups
View Status Summary For All Host Groups

Home

Documentation

Current Status View Status Grid For All Host Groups

Host Status Details For All Host Groups

Tactical Overview

Map
Hosts Limit Results:

Services Host *# status *# Last Gheck *# Duration *# Status Information

Host Groups localhost g up 02-06-2025 09:41:57 0d Oh 2m 21s PING OK - Packet loss = 0%, RTA = 0.08 ms

Summary
Grid
Service Groups

Results 1- 1of 1 Matching Hosts

Summary

Hosts monitored by Nagios

From the picture above, it can be seen that currently,
Nagios is only monitoring the Nagios server or localhost. If
you want to know which services are being monitored by
Nagios, click Services. Nagios will display the services
that are being monitored:
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Services localhost Current Load OK 02-06-2025 09:45:42 0d Oh 5m 28s /4 OK - load average: 000, 0.26, 0.35
Host Groups Current Users OK 02-06-2025 09:41:20 0d Oh 6m 65+ /4 USERS OK - 1 users currently logged in

Summary HTTP WARNING 02-06-2025 09-44:57 Od Oh 1m 13s. a/a HTTP WARNING: HTTP/11403 Forbidden - 7897 bytes in 0.001 second respense time
Grid PING OK 02-06-2025 09:42:35 0d Oh 6m 65+  1/4 PING OK - Packet loss = 0%, RTA = 011 ms
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Services (Unhandled)

Hosts (Unhandled) Results 1 - 8 of 8 Matching Services

Services monitored by Nagios

From the picture above, you can see that Nagios monitored 8
services for the Nagios server or localhost.

Note

If you have a domain/subdomain and want to use that
domain/subdomain for the Nagios application, create a
virtual host on your web server. For example, I have the
domain sysadminpedia.com and want to use the subdomain
nagios.sysadminpedia.com for the Nagios application. So, I
created the script below in the file
/etc/httpd/conf.d/nagios.sysadminpedia.com.conf:

<VirtualHost *:80>
ServerName nagios.sysadminpedia.com
ServerAdmin sysadmin@nagios.sysadminpedia.com
DocumentRoot /usr/local/nagios/share
<Directory /usr/local/nagios/share>
Options -Indexes +FollowSymLinks
AllowOverride All
</Directory>

ErrorLog /var/log/httpd/nagios.sysadminpedia.com-error.log
CustomLog /var/log/httpd/nagios.sysadminpedia.com-access.log combined
</VirtualHost>

Restart the web server, open your browser, and type your
domain/subdomain for Nagios, and it should be like the image
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Using a domain or a subdomain for the Nagios application

If you installed Nagios in a non-default folder, for example, in the /data
folder, you can copy the script above, but you must change the word
/usr/local to /data.
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How to Make a Linux User Have the sudo
Function?

written by sysadmin | 21 June 2025

SUDO stands for “SuperUser DO” and it is a program for Unix-
like computer operating systems that enables users to run
programs with the security privileges of another user, by
default, the superuser. With sudo, a normal user can install
or delete an application, change the server network, or even
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reboot or shut down the server.

Problem

How to make a Linux user have the sudo function?

Solution

This article will explain how to make a Linux user have the
sudo function on RockyLinux/AlmaLinux/Cent0S, Ubuntu/Debian,
and OpenSUSE distros. For example, you want to add the user
john to these distros and want that user to be able to use
the sudo function. As far as I know, there are two methods
to do it:

1. Change the sudoers file

Open the /etc/sudoers file or use the command below:

visudo

Add to the file the user name as in the image below:

## Allow root to run any commands anywhere
root ALL=(ALL) ALL

john ALL=(ALL) ALL

Add the user in the sudoers file

After that, save the file and then try to add a new user
using the user john, if there is a display like the image
below:
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[ john@RockyLinux9 ~]5 sudo systemctl restart sshd

We trust you have received the usual lecture from the local System
Administrator. It usually boils down to these three things:

#1 ) Respect the privacy of others.
#2 ' Think before you type.
With great power comes great responsibility.

rd for john:
[ john@RockylLinux9 ~]
Choose number 1

Then select number 1, and the user should successfully add a
new user as in the image above.

2. Add the user to the sudo group

Add the user to the sudo group, where the name of this sudo
group can vary in each distro. To see the name of the sudo
group, look in the sudoers file and look for a sentence
similar to ‘Allows people in group to execute any command’.
For example, in RockyLinux and OpenSUSE, the name of the
sudo group is wheel, sudo in Ubuntu, and don’t forget to
make sure to uncomment the section as in the image below:

## Allows people in group wheel to run all commands

%wheel ALL=(ALL) ALL

Check the sudo group in the sudoers file

Then type the command below so that a user can use sudo:

RockyLinux & OpenSUSE

usermod -aG wheel john
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[root@RockyLinux9 ~]# usermod -aG wheel john
[root@RockyLinux9 ~]
[root@RockylLinux9 ~]# su - john

Last > Wed Jan 15 65:51:59 EST 2625 on pts/6
[ john@RockylLinux9 ~]% sudo adduser edward

[sudo] for john:

[ john@RockyLinux9 ~]

Add the user to the sudo group

Ubuntu/Debian

usermod -aG sudo john

Note

The two methods above can provide the sudo feature to a user
on Linux so that the user can run commands that can only be
executed by root if the user uses the sudo command by
writing down the password. However, if you want the bob user
not to have to enter a password when running the sudo
command, then in the sudoers file, type the script below:

bob ALL=(ALL) NOPASSWD: ALL

Use the command below if you want the robin user to only be
able to perform reboot commands using sudo, but not other
commands using sudo:

robin ALL=(ALL) /usr/sbin/reboot

[robin@RockylLinux9 ~]& sudo systemctl restart sshd

for robin:
user robin 1is allowed to execute '/bin/systemctl restart sshd' as root on RockylLinux9.
[robin@RockylLinux9 ~]

Give the partial sudo function to the user
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How to Open And Close a Port on
RockylLinux Server?

written by sysadmin | 21 June 2025

By default, the RockyLinux/AlmaLinux/Cent0S distro provides
two firewalls, iptables and firewalld. This article will
explain how to open and close a port using Firewalld on the
distro. If you have opened and closed a port using
Firewalld, you don’t need to open and close a port in
iptables.

Problem

How to open and close a port on the RockyLinux server?

Solution
A. Check the Firewalld status

By default, the Firewalld package is installed automatically
using the command:

systemctl status firewalld

[root@RockylLinux9 ~]# systemctl status firewalld
e firewalld.service - firewalld - dynamic firewall daemon
Loaded: loaded (/usr/lib/systemd/system/firewalld.service; enabled; preset: enabled)
Active: active (running) since Fri 2825-81-18 82:17:26 EST; 52min ago
Docs: irewalld(1)
Main PID: (firewalld)
Tasks: 2 (limit: 4672)
Memory: 42 .4M
CPU: 3.498s
CGroup: /system.slice/firewalld.service
—

Jan 18 82:17:19 RockyLinux9 systemd[1]: Starting firewalld - dynamic firewall daemon...
Jan 18 82:17:26 RockyLinux9 systemd[1]: Started firewalld - dynamic firewall daemon.
[root@RockylLinux9 ~]
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Check the status of Firewalld

From the picture above, you can see that the firewall on the
server is already running. If the Firewalld is not already
running, use the command below:

systemctl enable --now firewalld

But if on your server there is no firewall package, you can
install it using the command below:

yum install -y firewalld

B. Check the zones

Firewalld uses zones and services, compared to iptables,
which use chains and rules. Zones are a collection of rules
that have been set for what network connections should be
permitted based on the level of confidence in the network
connected to the system. We can determine the name of the
network interface and the network source into zones. To see
the zones in firewalld and which zone is the default, use
the command below:

firewall-cmd --get-zones
firewall-cmd --get-default-zone

[root@RockyLinux9 ~]# firewall-cmd --get-zones
block dmz drop external home internal nm-shared public trusted work
[ root@RockyLinux9 ~]

[ root@RockyLinux9 ~]# firewall-cmd --get-default-zone
public

[ root@RockyLinux9 ~]
Show all zones in Firewalld

From the picture above, there are 9 zones, and the
explanation can be seen in the picture below, which is
sorted from the most trusted
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Zone Name Description

This zone accepts all the incoming traffic. You can use this zone to manage the traffic on a trusted network because it will not
Trusted filter anything.
Home This zone is designed for only the home network. It permits only selected incoming traffic and reject all.
Work This zone designed for only the work (corporate) networking. It permits only selected incoming fraffic and reject all.
Internal This zone intended to design for the internal network. It permits only what is allowed and rejects all.

This zone rejects all the incoming traffic, except what is granted. Using with the default zone, we can add any newly network
Public interfaces on it. It is designed to use only the public places.
External This zone designed for outgoing traffic forwarded with masquerading is enabled. Also, we can use this for NAT

This zone designed to use the demilitarized zone with limited public access. It permits only selected incoming traffic and
Dmz reject all.

This zone designed to reject all incoming traffic with an ICMP-host-prohibited message is returned. It permits only outgoing
Block traffic.
Drop This zone designed to drop all incoming traffic with no notification like ICMP errors. Itis purely used in high secure places.

The zones in Firewalld (Image credit for linuxteck.com)

To view all settings for all zones, use the following
command :

firewall-cmd --list-all-zones
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[root@RockyLinux9 ~]# firewall-cmd --1list-all-zones
block
target: %%REJECT%%
icmp-block-inversion:
interfaces:
sources:
services:
ports:
protocols:
forward:
masquerade:
forward-ports:
source-ports:
1icmp-blocks:
rich rules:

dmz
target: default
1icmp-block-1nversion:
interfaces:
sources:
services: ssh
ports:
protocols:
forward:
masqguerade:
forward-ports:
source-ports:
icmp-blocks:
rich rules:

View all the settings in Firewalld

But, if you want to view all settings in a specific zone,
for example, a public zone, use the following command:

firewall-cmd --zone=public --list-ports

C. Open the Port

Now, if you want to open port 43210 with TCP protocol, use
the command below:
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firewall-cmd --add-port=43210/tcp --permanent
firewall-cmd --reload

[ root@RockyLinux9 ~]# firewall-cmd --add-port /tecp --permanent

[ root@RockyLinux9 ~]

[root@RockylLinux9 ~]# firewall-cmd --reload

[ root@RockyLinux9 ~]
Open the port

Use the command below to see the ports that have been
opened:

firewall-cmd --list-ports

[root@RockyLinux9 ~]# firewall-cmd --list-ports

43218/tcp
[root@RockyLinux9 ~]
List all opened ports

D. Open the port from a certain IP

If you want to open a port from a certain IP, for example,
you only allow IP 192.168.56.100 to access port 22 on this
server, then use the command below:

firewall-cmd --zone=public --add-rich-rule 'rule family=ipv4 source
address=192.168.56.100 port port=22 protocol=tcp accept'
firewall-cmd --reload

firewall-cmd --list-rich-rules

[root@RockyLinux9 ~ sudo firewall-cmd --permanent --add-rich-rule="rule family="1ipv4" source address="192.168.56.108" port port="22" protocol="tcp" accept

[ root@Rockylinux9 ~

rt port="22" protocol="tcp" accept

If you want to reject a host with IP 192.168.56.100 to
access port 22, use the command below:

sudo firewall-cmd --permanent --add-rich-rule='rule family="ipv4" source
address="192.168.56.100" port port="22" protocol="tcp" reject’
firewall-cmd --reload
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firewall-cmd --1list-rich-rules

[ root@RockyLinux9 ~]# s nent --add-rich-rule="rule family="1ipv4" source ad 2.168.56.108" port port="22" protocol="tcp" reject

[ root@RockylLinux9 ~]# f

rt port="22" protocol="tcp" reject
[ root@Ro

Block the IP to a certain port

E. Close the port from a certain IP

If you want to close a port from a certain IP, for example,
you block a host with IP 192.168.56.100 from accessing
port 22 on this server, then use the command below:

sudo firewall-cmd --permanent --remove-rich-rule='rule family="ipv4" source
address="192.168.56.100" port port="22" protocol="tcp" accept'
firewall-cmd --reload
firewall-cmd --list-rich-rules
[ root@RockyLin
rule family=" " source a .56.180" po ort="22" protocol="tcp" accept
h-rule='rule family="ipv4" source address="192.168.56.108" port port="22" protocol="tcp" accept’

[ root@Rockylinux9 ~

[root@Rockylinux9 ~

[ root@RockylLinux9 ~
[ root@R Linux9 ~

[ root@RockylLinux9 ~

]
]
]
Remove the IP to a certain port

In short, if you want to delete the rich rule, then change the option —add-
rich-rule to —-remove-rich-rule.

F. Close the port

Use the command below to close the newly opened port 43210:

firewall-cmd --remove-port=43210/tcp --permanent
firewall-cmd --reload
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firewall-cmd --1ist-ports
43 v
[root@RockyLinux9 ~
[ root@RockyLinux9 ~ firewall-cmd --remove-port /tcp --permanent

[ root@RockylLinux9 ~

[ root@RockyLinux9 ~ firewall-cmd --reload

[root@RockyLinux9 ~
[root@RockyLinux9 ~]# firewall-cmd --list-ports

[ root@RockylLinux9 ~
Close the port in Firewalld

G. Open the service

Apart from using ports, Firewalld can also open and close
services on the server. To see the services that have been
opened, type the command below:

firewall-cmd --list-services

[root@RockyLinux9 ~]# firewall-cmd --list-services
cockpit dhcpv6-client ssh

[root@RockyLinux9 ~]

List all opened services

You can see in the picture above that the distro only opens
3 services. If you want to open the SMTP service, use the
command below:

firewall-cmd --add-service=smtp --permanent
firewall-cmd --reload

[root@RockyLinux9 ~ firewall-cmd --add-service --permanent

[root@RockyLinux9 ~
[root@RockyLinux9 ~ firewall-cmd --reload

[root@RockyLinux9 ~

[root@RockyLinux9 ~ firewall-cmd --list-services
cockpit dhcpvbé-client smtp ssh

[root@RockylLinux9 ~]

Add the service to the firewall
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H. Close the service

To delete the SMTP service in Firewalld, use the command
below:

firewall-cmd --remove-service=smtp --permanent
firewall-cmd --reload

[root@RockyLinux9 ~]# firewall-cmd --list-services

cockpit dhcpvb-client smtp ssh

[root@RockyLinux9 ~]

[root@RockylLinux9 ~ firewall-cmd --remove-service --permanent

[root@RockyLinux9 ~

[root@RockyLinux9 ~ firewall-cmd --reload

[root@RockyLinux9 ~

[root@RockylLinux9 ~ firewall-cmd --list-services
cockpit dhcpvb-client ssh

[root@RockyLinux9 ~]

Close the service in Firewalld

Note

If you use the OpenSUSE distro, you can use the above
commands to open and close a port, like in the image below:
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systemctl status firewalld
e firewalld.service - firewalld - dynamic firewall daemon
Loaded: loaded (/usr/lib/systemd/system/firewalld.service; enabled; preset: disabled)
Active: active (running) since Fri 2825-81-18 66:14:85 EST; Smin ago
Docs: man:firewalld(1)
Main PID
Tasks:
CPU:

CGroup: /system.slice/firewalld.service
-

7 opensusel5 systemd[1]: Starting firewalld - dynamic firewall daemon...
:B5 opensusel5 systemd[1]: Started firewalld - dynamic firewall daemon.

firewall-cmd --add-port /tcp --permanent

firewall-c

cmd

cmd re-port /tcp --permanent

firewall-cmd --reload

firewall-cmd --list-ports

The Firewalld commands in OpenSUSE
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How to Install gcloud on RockylLinux?

written by sysadmin | 21 June 2025

If you use GCP in daily operations, it is recommended to use
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the commands in the CLI known as gcloud. This is because
many commands can only be executed using gcloud rather than
using the Console in the browser.

Problem

How to install gcloud on RockyLinux?

Solution

Before you access GCP and run GCP commands through your
server, you must first install gcloud on your server.

A. Install gcloud

As far as I know, there are 2 methods to install gcloud on
RockyLinux/AlmaLinux/Cent0S, and both methods recommend
using a user other than root.

1. Using the script

Before you download the script, install the packages using
the command below:

yum install tar curl

Use the command below to download and install the script:

curl https://sdk.cloud.google.com | bash

Then you will see a display like the one below:

nels/rapid/install_google_cloud_sdk.bash

AR
tall_google_cloud_sd

r.gz

S R SR R A S R R R R R SRR 100 0%

install/gcls ifi

Install gcloud using the script
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Wait until it’s finished, and you will see a display like
the one below:

Modify profile to update your SPATH and enable shell command completion?

Do you want to continue (Y/n)? Y

The Google Cloud SDK installer will now prompt you to update an rc file to bring the Google Cloud CLIs into your environment.
Enter a path to an rc file to update, or leave blank to use [/home/sysadmin/.bashrc]:

Backing up [/home/sysadmin/.bashrc] to [/home/sysadmin/.bashrc.backup].

[ /home/sysadmin/.bashrc] has been updated.

==> Start a new shell for the changes to take effect.

For mo information on how get started, please visit:
loud. /quickstarts

[ sysadmin@Rockylinux9 ~] I

Installation complete

From the image above, you are asked to create a new SSH
connection so that the effect can be seen, and type the
command below:

gcloud version

However, you can use the command below:

source /home/sysadmin/.bashrc

So you don’t need to create a new SSH connection to run the
gcloud version command, which results in the image below:
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Modify profile to update your SPATH and enable shell command completion?

Do you want to continue (Y/n)? Y

The Google Cloud SDK installer will now prompt you to update an rc file to bring the Google Cloud CLIs into your environment.
Enter a path to an rc file to update, or leave blank to use [/home/sysadmin/.bashrc]:

Backing up [/home/sysadmin/.bashrc] to [/home/sysadmin/.bashrc.backup].

[ /home/sysadmin/.bashrc] has been updated.

=== Start a new shell for the changes to take effect.

For mo information on how to get started, please visit:
http loud.google.com/sd s/quickstarts

[sysadmin@RockylLinux9 ~]5 source /home/sysadmin/.bashrc
[sysadmin@RockylLinux9 ~]

[ sysadmin@RockyLinux9 ~]% gcloud version

Google Cloud SDK 584.8.1

bq 2.1.11

bundled-python3-unix 3.711.9

core 2024.12.1

gcloud

gsutil 5

[sysadmin@RockylLinux9 ~]

Check the result of the installation

2. Using the Repository

You have to add the Google Cloud SDK repository to your
server using the following command:

sudo tee -a /etc/yum.repos.d/google-cloud-sdk.repo << EOM
[google-cloud-cli]

name=Google Cloud CLI
baseurl=https://packages.cloud.google.com/yum/repos/cloud-sdk-el9-x86 64
enabled=1

gpgcheck=1

repo_gpgcheck=0
gpgkey=https://packages.cloud.google.com/yum/doc/rpm-package-key.gpg

EOM

After that, install gcloud using the command below:

yum install google-cloud-sdk

After the installation finishes, run the following command
to test the gcloud command:

gcloud version
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B. Connect to GCP

After you install gcloud on your server, type the command
below:

gcloud init

Then there will be a display like the image below:

[sysadmin@RockyLinux9 ~]5 gcloud init
Welcome! This command will take you through the configuration of gcloud.

Your current configuration has been set to: [default]

You 5 xt time by using the following flag:
gcloud init --s cs

Network diagnostic dete and fixes local network connection iss
Checking network connection...done.

Reachability Check

Network diagnostic (1/1 checks

You must sign in to continue. Would you like to sign in (Y/n)? Y

Go to the following link in your browser, and complete the sign-in prompts:

Once finished, enter the verification cod: ovided in your bro

Click the link

Click the Ctrl+Click button in the red box to open the link
in a browser, or if you have difficulty, copy what is in the
red box and place it in your browser so you will see a
display like the one below:

{5 Login dengan Google

D

Pilih akun

untuk melanjutkan ke Google Cloud SDK

o ODL_User 1559402
od|_user_1559402@cloudlabsgcporg8.com

® Gunakan akun lain

Click the account

Click on the Google account that will access GCP, then there
will be a display like the image below:
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{ signin with Google

D

Sign in to Google Cloud SDK

'e odl_user_1559402@cloudlabsgcporg8.com ~ l

Click the Continue button

By continuing, Google will share your name, email address, language
preference, and profile picture with Google Cloud SDK. See Google Cloud
SDK's Privacy Policy and Terms of Service.

You can manage Sign in with Google in your Google Account.

| Cancel )| Continue )

Click the Continue button, then the display below will

appear:

(5 sign in with Google

D

Google Cloud SDK
wants to access your
Google Account

o odl_user_1559402@cloudlabsgcporg8.com

Click the Allow button

This will allow Google Cloud SDK to:

® See, edit, configure, and delete your Google Cloud @
data and see the email address for your Google
Account.

® View and sign in to your Google Cloud SQL instances @

® View and manage your Google Compute Engine @
resources
® View and manage your applications deployed on @

Google App Engine

Make sure you trust Google Cloud SDK

o Learn why you're not seeing links to Google Cloud SDK's
Privacy Policy or Terms of Service

Review Google Cloud SDK's Privacy Policy and Terms of Service to
understand how Google Cloud SDK will process and protect your data.

To make changes at any time, go to your Google Account.

Learn how Google helps you share data safely.

( Cancel ) ( Allow m

Click the Allow button, then the display below will appear:
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Sign in to the gcloud CLI

You are seeing this page because you ran the
following command in the gcloud CLI from this or
another machine. If this is not the case, close this
tab.

gcloud auth login --no-launch-browser

1 4

Enter the following verification code in gcloud CLI on
the machine you want to log into. This is a credential
similar to your password and should not be shared
with others.

4/8AanRRruchiESKnvxMDeHADs5LcSFkfaXgos
SwDxgHetI-NftseodebZabdTwnivEeqjhow

1 bk
You can close this tab when you're done. En
H

Click the Copy button

Click the Copy button, and paste it into the CLI on your
server as in the image below:
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Go to the follo g link 1i browser, and compl sign-1n prompts:

ce finished, enter the verification code provided in your brows
You are signed in as: [odl_user_15504 bsgcporgs.com] .

Pick cloud project to use:
[1] clgcporg8-083
[2] Enter a project ID
[3] Create a new project

Please enter numeric choice or text value (must exactly match list item): 1

Your current project has been set to: [clgcporg8-683].

Do you want to configure a default Compute Region and Zone? (Y/n)? Y

Which Google Compute Engine zone would you like to use as project default?

If you specify a zone via a command line flag while working with Compute Engine resources, the default is assumed.
[1] us-easti-b
[2] us-eastl-c

Paste the code

Select the project and configure the zone as in the image
above. After that, the gcloud configuration is complete.

C. Test gcloud

Now, try gcloud to access your GCP. I try to list my virtual
machine in GCP using the below command:

gcloud compute instances list

Then the display below will appear:

[sysadmin@RockylLinux9 ~]5 gcloud compute instances list
NAME ZONE MACHINE_TYPE PREEMPTIBLE TINTERNAL_TIP EXTERNAL_IP  STATUS

my-first-vm us-westl-a e2-medium 16 8.15.220 35.247.67.92 RUNNINC
[sysadmin@Rockylinuxg ~]
Display virtual machine in GCP using gcloud

If you get a display like the image above, you have
successfully used your gcloud to access your GCP.

Note

If you have many projects on your GCP, you can choose one of
these projects as the starting point for your gcloud on GCP.
You can switch projects using the command:

gcloud config set project PROJECT ID

Change PROJECT_ID to the project ID you want to switch to.
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