How to Run Environment Variables In
Docker?
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Besides providing application images, Docker also provides
database images such as PostgreSQL, MySQL, MariaDB, MongoDB,
and so on for its users. As with databases installed on a
physical server, which requires entering a username and
password to access it, Docker also requires you to enter a
username and password to use the database, commonly known as
an environment variable.

Problem

How to run environment variables in Docker?

Solution

An environment variable is a dynamically named value that
can affect how running processes behave on a computer. They
are part of the environment in which a process runs. For
example, a running process can query the value of the TEMP
environment variable to discover a suitable location to
store temporary files, or the HOME or USERPROFILE variable
to find the directory structure owned by the user running
the process. To find out whether a Docker image can use
environment variables, you must check the documentation of
the Docker image. Still, in general, Docker images in the
form of databases such as MySQL, PostgreSQL, or MongoDB use
environment variables.

Please note that if you install an image container that uses
an environment variable, for example, installing a MySQL
database in a container, but you don’t include an
environment variable like in the command below:

docker container run -d \
--name db mysql \
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mysql

The container will not run as shown in the image below:

sysadmin@docker :~5 docker container run -d \
--name db_mysqgl \
mysql

cker:~5 docker ps

CONTAINER ID IMAGE COMMAND  CREATED STATUS PORTS NAMES

sysadm cker :~

sysadm cker:~5 docker ps -a

CONTAINER ID IMAGE COMMAND CREATED STATUS PORTS NAMES
e2df3afd6b89 mysqgl "docker-entrypoint.s.." 9 seconds ago Exited (1) 8 seconds ago db_my sl
sysadmin@docker :~

Create a container without using environment variables

Docker has parameters that we can use to send environment
variables to the application contained in the container by
adding the --env or -e option when we create the container,
following the format below:

docker container run -d --name container name --env KEYl="value" --env
KEY2="value" image:tag

This article will use the MySQL Docker image as a case
example. In the documentation, several variables are
provided, such as MYSQL ROOT PASSWORD, MYSQL DATABASE, and
so on. So, if you want to install MySQL in the container,
you have to insert the environment variable. So, if you want
to create a MySQL container with root password qlw2e3r4,
then run the command below:

docker container run -d \

--name mysql db \

-e MYSQL ROOT PASSWORD=qlw2e3r4 \
mysql

After that, try to access the MySQL database by running the
command below:

docker container exec -it db mysql mysql -pqlw2e3r4
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You will enter the database in the container, like in the
image below:

sysadmin@docker :~5 docker container run -d \
e mysql_db \
-e MYSQL_ROOQT_PASSWORD=q1w2e3r4 \
mysql
1938fB357b16f2afhc70e47bedd13435311¢c8976a2a8cch3974818eBB82fb7ebe
sysad ker :~
sysadmin@docker :~5 docker ps
CONTAINER ID TMAGE COMMAND CREATED STATUS ) NAMES
1038fe3 mysql “docker-entrypoint.s.." 5 seconds ago Up 4 seconds . f mysql_db
sysadmin@d
sysadmir <er :~5 docker container exec -1t mysql_db mysql -pqiw2e3r4
mysql: [ | Using a password on the command line interface insecure.
Welcome to the MySQL monito Commands end with ; or \g.
Your MySQL conne n 1d 1s 9
Server version: 8 MySQL Community Server - GPL

Copyright (c) Oracle and/or its affiliates.

Oracle is a registered trademark of Oracle Corporation and/or its
affiliates. Other names may be trademarks of their respective
owners.

Type ‘help;’ or "‘h" for help. Type '‘c' to clear the current input statement.

mysql> CREATE DATABASE employees;
Query , 1 row affected (6.83 sec)

mysql> I
Create the container using environment variables

And you can use database commands as usual, like in the
image above.

Note

Besides using the -e or --env parameter arguments, you can
use a file to save the environment variables, commonly known
as Env-File, using the VAR=VALUE format. Use the format
below to run the container that uses Env-File like in the
format below:

docker container run -d --name container name --env-file=filename
container_name

First, you create the file, which usually ends with .env or
.env.prod or .env.dev, and I create mysql.env. After that,
you add to the file the script below:
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MYSQL_ROOT PASSWORD=qlw2e3r4

Run the command below to create a new container for MySQL
using the environment file:

docker run -d --name db mysql file --env-file=mysql.env mysql

The MySQL container will be created, and you can access the
database in the container like in the command below:

~5 echo "MYSQL_ROOT_PASSWORD=gl1w2e3r4' > mysgl.env

ocker:~5 docker run -d --name db_mysql_file --env-file-mysgl.env mysql
4e34al1b41cabeb1430debabd1a5552657e37f1a1b46304d18d8ece?
ocker :~
Y ocker :~5 docker ps
CONTAINER ID IMAGE COMMAND CREATED STATUS NAMES
ccd42d68ede3d mysql "docker-entrypoint.s.." 7 seconds ago Up 5 seconds : , 33868/tcp db_mysql_file

r exec -1t db_mysql_file mysql -uroot -pqlw2e3r4
] Using a password on the command line interface insecure.
Welcome to the MySQL monitor. Commands end with ; or \g.
Your MySQL coni on 1d 1s 9
Server version .8 MySQL Community Server - GPL

Copyright (c) 2 825, Oracle and/or its affiliates.
Oracle is a registered trademark of Oracle Corporation and/or its
affiliates. Other names may be trademarks of their respective

owners.

Type 'help;' or '‘h' for help. Type '‘c' to clear the current input statement.

mysql= I
Create the container with the Env-File
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How to Access a Container in Docker?

written by sysadmin | 21 May 2025

After you install Docker and learn some basic Docker
commands to set up a container, this article will explain
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how to access a container in Docker.

Problem

How to access a container in Docker?

Solution

There are 2 ways to access a container in Docker:
A. Via CLI

If you want to access a container in Docker, use the format
below:

docker exec -it container_id/container name shell

where the -i option is interactive to keep the input active,
the -t option is an argument for pseudo -tty (terminal
access) allocation, and shell is the program contained in
the container and it can be different to be different to the
code used in the container likes bash or sh shell, but for
more details, please look at the documentation of each
image). For example, there is an nginx container that is
running, and if you want to access the nginx container, you
can use the command below:

docker exec -it nginx bash

After that, you should be able to access the container as
shown below:
sysadmin@docker:~5 docker ps

CONTAINER ID IMAGE COMMAND CREATED STATUS PORTS NAMES
ebd61413d2af nginx " fdocker-entrypoint..." 18 minutes ago Up 16 minutes ge/tcp nginx

sysadmin@docke ocker exec -1t nginx bash

root@ebdb1413d2af:/
root@ebd61413d2af:/# 1s

bin dev docker-entrypoint.sh home 1ib64 mnt proc run srv tmp var
boot docker-entrypoint.d etc 1ib media opt root sbin sys usr
root@ebd61413d2af:/
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Access into the container

If you want the results of the command in the container to
be shown on the server, then use the format below:

docker exec container name/container id bash -c "your-linux-commands"

For example, use the command below:

docker exec webappl bash -c "ls -al /bin/sync; echo; 1ls -al /usr"

sysadmin@docker :~5 doc exec nginx bash -c¢ "l1s -al /bin/sync; echo; 1ls -al /fusr®”
-rwxr-xr-x 1 root root . : g 2 /bin/sync

total 48

root
root ..
root 10 pr 8 61:46 bin
?2 root ar 7 17:38 games
2 root ar 7 17:38 include
root -~ 8 81:46 1lib
2 root - 7 B86:86 1ib64
4 root pr 7 88:80 libexec
1 root pr 7 86:86 local
1 root pr &8 81:46 sbin
1 root - 8 81:46 share
W 2 root ar 7 17:38 src
sysadmin@docker :~
Run some Linux commands in the container

Or you can also use the format below if you only run a
command in the container:

docker exec container _name/container_id linux-command

For example, use the command below:

docker exec nginx 1s -al /usr
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sysadmin@docker :~5 docker exec nginx 1s -al /fusr
total 48

/ B6:60
15 B4:18 _.

8 01:46 bin
root 17:386 games
root 17:38 1nclude

root 4
._-]_
4
4
4 /
root 4 pr 8 61:46 1ib
4 e
._-]_
4
._-]_
4

root
root

root 1ib64
root libexec
root local
root sbin
root share
root 4696 Mar 7 17:38 src

CATE T Watiilals Al ¥
Run a command in the container

B. Via website

You can access a container through the website, but this
method only produces applications that run in the container
on the website and do not run commands in the container.
Usually, these containers use a web server image such as
Apache or Nginx, or applications made by developers. If you
want to run these applications and access the application in
the browser, use the format below:

docker container run -d --name container name -p port server:port container
image name:tag

For example, you want to run an nginx container whose
application can be seen by using port 8080 on the server,
then use the command below:

docker container run -d --name webappl -p 8080:80 nginx

sysadmin@docker :~5 docker container run -d --name webappl -p
T8e110489e77d5cBfbd4a%bac8at91f48abB6a
sysadmin@docker:~5 docker ps
CONTAINER ID IMAGE CREATED STATUS NAMES

2adeadafffcd nginx "/ rypoint..." 5 seconds ago Up 4 seconds : ->80/ , L::]:868 3 webapp1_
ebdb1413d2af nginx */ e ypoilnt..." 42 minutes ago Up 42 minutes 86 ngin#
sysadmin@docker :~

Run the container with the accessed port
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Open your browser and type the url below:

http://your _ip server:8080

There should be a display as below:

A Not secure 192.168.56.100:5080 o7

Welcome to nginx!

If you see this page, the nginx web server is successfully installed and
working. Further configuration is required.

For online documentation and support please refer to nginx.org.
Commercial support is available at nginx.com.

Thank you for using nginx.

Display the application on the website

If you stop the container, then the application cannot be
accessed through a browser as below:

« 0 6 O[FEEwmEE] v 6 B G

CREATED STATUS alal
NAMES
nginx . 2 hours ago Up 2 hours
webapp1
nginx @ .." 3 hours ago Up 3 hours
X

docker stop webappl Hmmm... can't reach this pa

192.168.56.100 refused to connect.

docker ps

COMMAND CREATED STATUS PORTS NAMES Try:
*/docker-entrypoint..." 3 hours ago Up 3 hours 88/tcp nginx
- Search the web for 192 168 56 100

+ Checking the connection

Turn off the container

Note

You can also access a database installed in a container
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using the commands in this article.
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How to Limit Resources in Docker?
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The previous article explained how to monitor an entire
container in Docker. In addition to monitoring, you should
also limit the resource usage of each container so that
server performance remains in good condition.

Problem

How to limit resources in Docker?

Solution

If you run the docker stats command, the command will
display the resource container as shown in the image below:

sysadmin@docker:~S docker stats --no-stream

CONTAINER ID  NAME CPU % MEM USAGE / LIMIT NET I/0 BLOCK I/0 PIDS
94dd458f891¢ redis 16.28MiB / 961.7MiB 946B / 8B  29.1MB / BB
2a976b236645 nginx 12 .52MiB / 961.7MiB 7266 / 8B 23.8MB / 4.1kB 2

free -m
total used shared buff/cache avallable
1 530 a1

sysadmin@docker :~

Display stats of the Docker

As you can see in the image above, there are 2 containers
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running, and both containers have a memory limit of 941 MB,
where the memory size is the size of the memory of the
server. This is dangerous because the application in the
container can use all the memory or CPU on the server,
causing the server to run abnormally. Therefore, you should
limit the use of resources in the container.

A. RAM limitation
There are 2 types of memory limitations in Docker:

« The hard limit is a maximum value that cannot be
exceeded. When a container exceeds a hard memory limit,
Docker takes aggressive actions such as terminating the
container so that there will be an OOM or Out Of Memory
error in the container. The options used in Docker are -
-memory or -m.

« The soft limit is a limit that can be temporarily
exceeded. When a soft limit is reached, Docker warns the
user but does not take immediate action. The option used
is --memory-reservation.

If you use swap on the server, you can use the --memory-swap
option to allocate available swap memory to the container.
This swap memory must be larger than the hard limit, usually
twice larger than the hard limit. If you want to use a
percentage for memory swap, use the --memory-swappiness
option.

To limit the memory on the new container, use the format
below:

docker run -d --memory='hard limit value' --name docker name docker-image

For example, if you want to limit the memory on a container
of 512 MB with a soft limit of 256 MB, then I run the
command below:

docker run -d --memory='512m' --name nginx nginx



CONTAINER ID  NAME MEM USAGE / LIMIT MEM % NET I/0 BLOCK I/0 PIDS
3302146fdb23  nginx 2.762M1B / 512MiB 8 586B / 6B 1.3MB / 26.5kB
94dd458f891c redis 1 : 16.28MiB / 961.7MiB 1 1.16kB / 6B 29.1MB / 6B

sysadmin@docker :~ -:.

Run Docker with limited memory

You can immediately change the container memory when the
container is running using the format below:

docker update docker name --memory='hard limit value'

For example, I want to change the Redis container memory
from 971 MB to 256 MB using the command below:
sysadmin@docker :~5 docker stats --no-stream

CONTAINER ID  NAME CP MEM USAGE / LIMIT MEM % NET I/0 BLOCK I/O PIDS
3302f46fdb23  nginx (% 2.762M1B / 512MiB 8. 54 9368 / BB 1.3MB / 28.5kB 2

94dd458f891¢c redis 16.28MiB / 961.7MiB )% 1.23kB / 6B 29.1MB / 6B

docker update redis --memory="'256m’
er 94dd458f891cB8d8ehal5ehBB878fc83e5c66660d6af8bebB815a3a90408¢c57f7: Memo
ry limit should be smaller than already set memoryswap limit, update the memoryswap at the same time )
sysadmin@docker :~

Error when updating memory

But when running the command, there is an error as below:

Error Response from Daemon: Cannot Update Container
94DD458F891CO8DBEOA15EBOO878FC83E5C6660D6AF8Beb0815A3A9040C57F7: Memory Limit
Should Be Smaller Than Already Set Time

To overcome the error, update the memory container swap,
whose value must be greater than the memory value.
Therefore, use the command below to increase the memory of a
container:

docker update redis --memory='256m' --memory-swap='512mb'’

And the container memory value should have changed as shown
below:
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sysadmin@docker:~5 docker stats --no-stream
CONTAINER TD  NAME CP MEM USAGE / LIMIT MEM % NET I/0 BLOCK I/0O
33p2f46Tdb23 nginx 2.762MiB / 512MiB B 1.81kB / 6B 1.3MB / 206.5kB
94dd458f891¢c redis 16.28M1B / 961.7M1B 1 1.3kB / eB 29.1MB / 6B
sysadmin@docker

- inspect redis | grep Memory

8,
ppiness”: null

ocker update redis --memory='256m"
daemon: container 94dd458f891cB8d8ebal5ebpB878fc83e5c66660dbafBbebB815a3a9040c57/f7: Memo
11d be smaller than already set memoryswap limit, update the memoryswap at the same time

ocker update redis --memory='256m' --mem wap="512mb"

ect redis | grep Memory

null,
sysadmin@docker :~
sysadmin@docker:~5 docker stats --no-stream
CONTAINER ID  NAME CP MEM USAGE / LIMIT MEM % NET I/0 BLOCK I/0 PIDS
33p2f461db23 nginx 2.762M1B / 512MiB @ 1.81kB / 8B 1.3MB / 28.5kB 2
94dd458f891¢c redis 16.28MiB / 256MiB 6 1.3kB / BB 29.1MB / BB
sysadmin@docker :~

Update the memory in a container

B. CPU limitation

Before you limit the CPU in the container, you need to know
how many CPU cores there are on your server by using the
command below:

nproc

To limit the CPU used in the container, use the --cpus
option to determine how many CPU cores can be used in a
container. If your server has two CPUs and you set --
cpus="1.5", the container 1is guaranteed at most one and a
half of the CPUs and this is the equivalent of setting --
cpu-period="100000" and --cpu-quota='150000" (cpu-period 1is
used with cpu-quota to configure the CPU scheduler with
defaults to 100000 microseconds and cpu-quota is used with
cpu-period to configure the CPU scheduler). Use the format
below to limit the CPU in the container:

docker run -d --cpus='cpu value' --name docker name docker image:tag
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You can see the details of the CPU used by a container by
using the format below:

docker inspect nginx | grep -e Cpu -e cpu

For example, I want to limit the CPU to 1, so I run the
command below:

docker run -d --cpus='l' --pame nginx nginx

sysadmin@docker :~5 docker run -d --cpus='1' --name nginx nginx
f459a6f53db4ddb26445d97889e7cBb8174a8bb79c344a19054
cker :~
sysadmin@docker :~5 docker stats --no-stream
CONTAINER ID  NAME CPU % MEM USAGE / LIMIT MEM % NET I/0 BLOCK I/0
87ef6df718dc nginx B.680% 11.5M1B / 961.4MiB 1 866B / BB 9.56MB / 12.3

cker:~
sysadmi cker:~5 docker inspect nginx | grep -1 cpus
hare
“Nano
et : .
etMems": ""
sysadmin@docker :~
Run a container with a limited CPU

Warning

You have to be careful in determining the CPU limitations of a container
because if you limit the CPU too much (for example, giving 0.5 CPU to the
container even though the container can run using 1 CPU) or give a CPU
limitation that is greater than the CPU the server uses (for example The
server CPU only has 1 CPU but you give the container 2 CPUs) then the
container will immediately turn off automatically.

You can use the --cpu-shares option for a container to
control the share of CPU cycles available, whose default
value is 1024. This option is like a soft limit option on
memory, so if you run the command below:

docker run -d --cpu-shares='2048' --name webappl nginx

If there is more than 1 container on a host and CPU cycles
are constrained, then the webappl container will receive 2x
more CPU than the other containers. You can update the CPU
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in a running container using the format:

docker update docker name --cpus='cpu value'

For example, I have 2 CPUs on the server, and initially, I
use all the CPUs in the webappl container. Then, I wanted to
update the CPU on the container to 1.5, so I ran the command
below:

docker update webappl --cpus='1l.5"' nginx

sysadmin@docker :~5 docker run --name nginx -d nginx
8e566e9c6TB58TbcaB72888e4T1dbB6c38836dc17b67a7abeb9f873eecd76167
sysadmin@docker :~
sysadmin@docker :~5 docker inspect nginx | grep -1 Cpus

! hares": 8,

"Nano "1 8,

! et -

! etMems" :
sysadmin@docker :~

sysadmin@docker :~5 docker update nginx --cpus="1.5"
nginx

sysadmin@docker :~

sysadmin@docker :~5 docker inspect nginx | grep -1 cpus

" haregs" : B,
"Nano "1 156

n __.t n : mon
" etMems" :

sysadmin@docker :~
Update the CPU in a container

C. HDD limitation

As of this writing (April 2025), the HDD limitation can only
be used for btrfs, overlay2, windowsfilter, and zfs storage
drivers. For the overlay2 storage driver, the size option 1is
only available if the backing filesystem is xfs and mounted
with the pquota mount option. Type the command below to see
the Docker settings on the server:

docker info | grep -e 'Filesystem' -e 'Support' -e 'Storage'’
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Run the command above, and here is the result:

sysadmin@docker :~5 docker info | grep -e 'Filesystem' -e "Support’ -e 'Storage’
. bridge-nf-call-iptables 1is
- bridge-nf-call-ip6tables is

Driver: overlay?2?
Backing : extfs
s d_type:
sysadmin@docker :~
Check the filesystem

To limit the hard disk in a container, follow the format
below:

docker run -d --name nginx --storage-opt size=1g nginx

If I want to limit my hard disk in a container, I run the
command below:

docker run -d --name nginx --storage-opt size=1g nginx

But, I have an error like the image below:

docker: Error response from daemon: —storage-opt is supported only for
overlay pver xfs with ‘pquota’ mount option

sysadmin@docker:~5 docker run -d --nam dis --storage-opt size=1g redis
dock response from daemon: —- age-opt 1s only for overlay over xfs with 'pguota’ mount option.

See er run --help’.
sysadmin@docker :~

Error when limiting HDD for a container

From the image above, I can’t limit the HDD to the
container because my Backing Filesystem in my server still
uses extfs, not xfs. So, if I want to limit my HDD in my
containers, I have to change my Backing Filesystem in my
server. So I made an experiment by turning off Docker and
deleting the Docker folder using the command below:

sudo systemctl stop docker
sudo rm -rf /var/lib/docker && sudo mkdir /var/lib/docker
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Then I inserted an additional hard disk into the existing
server, and then I converted the file system to xfs using
the commands below:

sudo mkfs.xfs /dev/sdbl
sudo mount /dev/sdbl /var/lib/docker

sysadmin@d ar :~5 sudo mount /dev/sdb1 /var/lib/docker/

VSa il's df -T
Filesystem Type 1K-bloc se 11¢ > Use% Mounted on
tmpfs tmpfs 2 Jfrun
/dev/mapper fubuntu--vg-ubuntu--1v ext4 1 . Q4 4 i /
tmpfs tmpfs : ) B /dev/shm
tmpfs tmpfs Jrun/lock
/dev/sda2 extd 17 1 6% Jfboot
tmpfs tmpfs 4 1% /run/user/1668
/dev/sdb1 xfs A 71 1 4% fvar/lib/dock®-B
sysadmin@docker :~
Create xfs filesystem

And I added to the /etc/fstab file the script below:

echo '/dev/sdbl /var/lib/docker xfs defaults,quota,prjquota,pquota,gquota 0
0' | sudo tee -a /etc/fstab

I rebooted the server to test whether the fstab file
settings were correct. After that, I tried to create a
container by limiting the container’s hard disk to 1GB using
the command below:

docker run -d --name nginx --storage-opt size=1g nginx

sysadmin@docker :~5 docker info | grep -e 'Filesystem' -e 'Support' -e 'Storage'
Driver: overlay2
Backing : xfs
s d_type:
. bridge-nf-call-iptables is
: brldqe nf-call-ip6tables is

docker ps
CONTAINER 1D IMAGE COMMAND CREATED STATUS S NAMES
8d669d92bcc? nginx */docker-entrypoint..." 18 seconds ago Up 9 seconds 88/ nginx
sysadmin@docker :~

Limiting HDD in a container
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Note

You can combine more than one restriction above by using one
command. For example, if you want to limit memory, CPU, and
HDD in a container, then you can run the command below:

docker run -d --name webappl -m 512m --cpus=1.5 --storage-opt size=1g nginx

As far as I know, Sysadmin only limits the use of RAM and
CPU in Docker, but rarely limits HDD in Docker. If you want
to limit resources in Docker, you must discuss it with the
developers so that there are no problems with the
application in the future.
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How to Monitor Containers in Docker?

written by sysadmin | 21 May 2025

After you run containers in Docker on your server or your
Docker Host, you should monitor all existing containers to
find out the performance of each container.

Problem

How to monitor containers in Docker?
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Solution

There are 2 methods for container monitors in Docker:

A. Via CLI

In CLI, to monitor all containers in Docker, you can use the
command:

docker stats

You will see the display as below:

CONTAINER ID  NAME % MEM USAGE / LIMIT MEM % NET I/0 BLOCK I/0 PIDS
94dd458f891c redis 16.67M1B / 961.7MiB 1 796B / 6B 27.4MB / 6B i

2a976b2306645 nginx 11MiB / 961.7MiB 1 1.89kB / 8B 19.1MB / 28.5kB 2

Using the docker stats command

From the image above, you can see that the command displays
the results in streaming, and to exit from the command
above, press Ctrl+Z or Ctrl-C. If you don’t want to display
the results in streaming mode, then use the command below:

docker stats --no-stream

sysadmin@docker :~5 docker stats --no-stream
CONTAINER ID  NAME cP MEM USAGE / LIMIT b NET I/0 BLOCK I/0 PIDS
94dd458f891c redis 16.07M1B / 961.7MiB 8666 / 6B 27.4MB /[ 6B

2a976b230645 nginx 11MiB / 961.7MiB b 1.16kB 7/ BB 19.1MB / 28.5kB 2
sysadmin@docker :~

Display monitor containers in Docker without stream

B. Via Website

If you want to monitor Docker via a website, you can use the
Portainer tool. Portainer is a tool for managing containers
through a browser that can support Docker host, Docker
Swarm, Nomad, and Kubernetes. It has 2 components, namely
Portainer Server, which is used to manage containers,
networks, and environments, and Portainer Agent 1s the
component installed on another Docker system to enable
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communication with the server. Portainer has 2 editions,
namely Portainer Business Edition or PBE and Portainer
Community Edition or PCE, where both editions at the time of
this writing (April 2025) have version 2.27.3. This article
will discuss how to install Portainer Community Edition.
Here are the steps:

1. Create Docker Volume

Type the command below to create a new volume in Docker:

docker volume create portainer data

2. Install Portainer

Type the command below to install the latest version of
Portainer:

docker run -d \

-p 8000:8000 \

-p 9443:9443 \

--name portainer \

--restart=always \

-v /var/run/docker.sock:/var/run/docker.sock \
-v portainer data:/data portainer/portainer-ce



docker run -d \

--name portainer \
--restart=always \

-v fvar/run/docker.sock:/var/run/docker.sock \

-v portailner_data:/data portainer/portainer-ce

Unable to find image 'portainer/portainer-ce:latest' locally
latest: Pulling from portainer/portainer-ce

e?2eBbb27b87e: Pull complete

1fed1531b45b: Pull complete

B4deB93adbed: Pull complete

8ba/cce/2d42: Pull complete

e09df2601146: Pull complete

eae3debf29ea8: Pull complete

c12aa3fbd31a: Pull complete

f111bda3f9a6: Pull complete

81821118edB1: Pull complete

4fAfb768ef54: Pull complete

Digest: sha256:7f1Ba26bfdda3fc58295ea89b866117ecdB86ab42d66Tb94cel1f27a4c221d4649
Status: Downloaded newer image for portainer/portainer-ce:latest
12496e61ee8addcffi1a3al8ff95ade6802c951622febedabe?2b23a630d6bbBS2
sysadmin@docker :~

Install portainer

3. Check the Portainer

The following command can be used to determine whether
Portainer is operating or not:

docker ps

sysadmin@docker :~ er
CONTAINER ID  IMAGE COMMAND CREATED STATUS PORTS
NAMES
12496e61 "fportainer” 4 minutes ago Up 4 minutes 0.6.6.6:86006->8
) B 3 tcp  portalner

94dd458f891c 2dis . minutes ago Up 29 minutes
redis

2a976b236645 nginx " fdocker-entrypoint.." 31 minutes ago Up 31 minutes 8a/tcp
nginx

sysadmin@docker i~

Check the container

4. Access the Portainer

After that, open your browser and type:

https://your IP server:9443
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There will be an image like below:

Your connection isn't private

Attackers might be trying to steal your information from 192.168.56.100 (for example,

passwords, messages, or credit cards). Learn more about this warning

NET:=ERR_CERT_AUTHORITY_INVALID

Click Advanced

A picture similar to the one below will appear when you
click the Advanced button:
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Your connection isn't private

Attackers might be trying to steal your information from 192.168.56.100 (for example,

passwords, messages, or credit cards). Learn more about this warning

NET:ERR_CERT_AUTHORITY_INVALID

Hide advanced m

This server couldn't prove that it's 192.168.56.100; its security certificate is not trusted by
your computer's operating system. This may be caused by a misconfiguration or an

attacker intercepting your connection.

[Continue to 192.168.56.100 (unsafe)|
L |

Q

Click the unsafe link

Click the unsafe link in your browser, and then there will
be an image like below:

< . :
Erpor’romer.lo

New Portainer installation

I Your Portainer instance timed out for security purposes. To re-enable your Portainer instance, you will need to restart Portainer. ]

For further information, view our documentation.

&

Restart Portainer
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If you have an error like the picture above, then restart
Portainer by running the command below:

docker restart portainer

Enter the desired name and password, then click the Create
user button, and you will see an image below:

3 porrainer.io

)]

New Portainer installation
Please create the initial administrator user.

Username admin

Password

Confirm password X

& The password must be at least 12 characters long.

[ Allow collection of anonymous statistics. You can find more information about this in our privacy policy.

? Restore Portainer from backup

Write the username and password

The Portainer dashboard will appear. Click the Get Started
box like in the above image, and there will be an image
below:
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@ Upgrade to Business Edition Environment Wizard

portainer.io Quick Setup & 0 ® & admin v

MMUNITY EDITION

#  Environment Wizard

Welcome to Portainer

We have connected your local environment of Docker to Portainer.

Get started below with your local portainer or connect more container environments.

User-related

Environment-related

Registries
Notifications

Settings Get Started . Add
Environments

Proceed using the local
environment which

i A s Connect to other
Portainer is running in

environments

portainer.io Community Edition 2.27.3 LTS En
L]

Click the Get Started box

There will be an image below:

@ Upgrade to Business Edition Enviropments
Home & 4 ® & admin v
& Environments Q Search by name, group, tag, status, URL... 2 Refresh

Click on an environment to manage

Platform Conne... Status Tags Groups Agent ... Clear all | Sort ...

Administration

local @Up A 2025-04-09 23:09:50 Standalone 27.3.1 /var/run/docker.sock

User-related =1 t 4
Group: Unassigned © Notags 4 Local Ive connec

Environment-related

£ 0 stacks & 4containers (L3 1 Q0 QO B 2 volumes i= 4 images X Disconnected

Registries @ 1cPU @ 1 GB RAM

Logs

Items e
Notifications ems per pag 10 ~

Settings

portainer.io Community Editio S n
] ’

The Portainer dashboard

Click on the red box, and there will be an image below:
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Upgrade to Business Edition Environment summary

Dashboard & O ® & admin v

portainer.io

(% Environment info

Environment local @1 &1GB Standalone 27.3.1
local
Dashboard URL Ivarfrun/docker.sock
Templates GPU none
2z Stacks
Containers Tags
= Images
Networks
< 0 8 4 & 3running & 1stopped
Volumes = Stacks Containers © 0 healthy < 0 unhealthy
O Events
Host 4 2
= & 584.7 MB 8
L Images Volumes
Administration
& User-related
3
B Environment-related égb
Networks

portainer.io Community Edition 2.27.3 LTS b

The information about the container(s) in Docker

I have 4 containers in my server, but I want to detail each
container, so I click in the red box, and there will be an
image below:

Container list & O ® & admin v

@ Containers Q Search.. + Add container [liyy]

4 [ d
Namel State  Filter ¥  Quick Actions Stack Image Created IP Address Published Ports
alpine exited - code 0 NG - alpine 2025-04-09 22:33:27
nginx [ running | BO.W>~& - nginx 2025-04-09 22:31:40  172.17.0.2
portainer m BQ@u>e - portainer/portainer-ce  2025-04-09 22:57:56 172.17.0.4 &'8000:8000 F9443:¢
redis [ running | B ®m>- ¢ - redis 2025-04-09 22:33:08 17217.0.3

4 >

ltems per page 10 v

The detailed information of each container

If I want to display the resource of the Redis instance,
click the icon in the red box, and there will be a display
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below:

Containers > redis > Stats

Container statistics

() About statistics

This view displays real-time statistics about the container redis as well as a list of the running processes inside this container.

Refresh rate

il Memory usage

18 MB
16 MB
14 MB
12 MB
10 MB
8 MB
6 MB
4 MB
2MB
0.0B
231412

Ss

Memory

231419

231424

1l CPU usage

0.0%
231412

The resource is displayed in a container

IT I want to access a container,
the red box:

Container list &

© Containers

Name! State

alpine exited - code 0

R . vin
portsne: (D
R . rvin

Click the icon to access the

Q Search...

Quick Actions

BO
BO .- e
BO .. e
B o . /De

Stack

Image

alpine
nginx
portainer/portainer-ce

redis

container

Created

2025-04-09 22:33:27

2025-04-09 22:31:40

2025-04-09 22:57:56

2025-04-09 22:33:08

IP Address

17217.0.2

17217.0.4

17217.0.3

(AN O}

CPU

o 0

A admin v

231424

-=)

I click the icon like 1in

2 admin v

+ Add container m

Published Ports

Z'8000:8000 5'9443:9443

Ownership

¥ administrators

w administrators

® administrators

® administrators

Items per page 10 .n

There will be a display like in the image below:

=
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Container console O @ & admin v

>~ Execute

Command 4 /bin/bash v

Use custom
command

User @

Click the Connect button after you choose the options

Select the command used in the container and select the
desired user. After that, click the Connect button, and
there will image like in the image below:

Container console 4 ® & admin v

>~  Execute

Exec into container as default user usingcommand bash (@ m

Access to the container

You can access the inside of the container and give the
Linux command from your browser to the container. From this
tool, you can see the images in your Docker when you click
Images, like in the image below:
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@ Upgrade to Business Edition -
&, |Pullimage

portainer.io

WLLICLI W GRhilie, Registry Docker Hub (anonymous) v

Home Image*® dockerio | e.g. my-image:my-tag & Search

4 Image name is required.

local
- @ Advanced mode
Dashboard
& Templates
£ Stacks You are currently using an anonymous acceunt to pull images from DockerHub and will be limited to 100 pulls every 6 hours. You can configure DockerHub authentication in the Registries View.
Remaining pulls: 100/100
©@ Containers
= Images
&» Networks
= -In'lages Q Search.. & Import H
8 Volumes )
© Events
Id .7 Filter ¥ Tagsl Size Created
@ Host
sha256:aded1e1a5b3705116fa0a92ba074a5. .. alpine:latest 7.8 MB 2025-02-14 10:28:36
Administration
sha256:60c8a892f36faf6c9215464005ee6f.. nginx:latest 191.7 MB 2024-10-03 00:55:35
& User-related
& Environment-related sha256:fab249e1b82¢ceb462¢9e5¢31f96f9b... portainer/portainer-ce:latest 2681 MB 2025-03-25 07:26:32
) Reaqistries .
sha256:65750d044ac86b73a473c01a854d5f.. redis:latest 117 MB 2025-01-06 23:14:31
portainer.io Community Edition 3LTS (dm)

A
ltems perpage | 10 8

Display the Images

You can display the Volume in Docker after you click the
Volumes, like in the image below:

© Upgrade to Business Edition Networks

portainer.io AL I 8 ® & admin v

COMMUNITY EDITION

. + Add network 2
Home & Networks Q Search. :

local Name | Stack Driver Attachable IPAM Driver IPV4 IPAM Subnet IPV4 IPAM Gateway IPV6 IPAM Subnet IPV6 IPAM Gateway

bridge| System - bridge false default 17217.0.0/16 17217.01
Dashboard

Templates host [system - host false default

2 Stacks

Containers none | System - null false default

= Images

Networks Items per page | 10 v
Volumes

Events

Host ™

Display the Volumes

Note

If you want to monitor Docker on another server using
Portainer, you have to install the agent using the command
below:

curl -L https://downloads.portainer.io/agent-stack.yml -o agent-stack.yml &&
docker stack deploy --compose-file=agent-stack.yml portainer-agent
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How to Back up and Restore Docker
Image(s)?

written by sysadmin | 21 May 2025

By default, if you want to create a Docker container on your
server, you can download the required image directly using
the docker pull command. But sometimes, there are some cases
where you cannot download the image directly from the
internet, and you have to back up the existing image and
then restore the image to a server.

Problem

How to back up and restore Docker image(s)?

Solution

I have a server that, due to security issues, cannot be
connected to the internet, while on the server, many
applications run using Docker. Because it cannot directly
download the Docker image, I have to download the Docker
image on a server that is connected to the internet, and
then the image will be installed on this server.

A. Backup Docker image

To back up a Docker image, use the format below:

docker image save -0 image name.tar image name:tag
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For example, if you want to back up the nginx image, then
use the command below:

docker image save -0 nginx.tar nginx

Wait until the process is complete, and if it is finished,
the backup image file will be formed as shown below:

sysadmin@ubuntu2464:~5 docker 1mages

REPOSITORY  TAG IMAGE ID CREATED SIZE
nginx latest 68cB8a892f36f 6 months ago 192MB
sysadmin@ubuntu2464 :~

sysadmin@ubuntu2464 :~5 docker 1image save -0 nginx.tar nginx

sysadmin@ubuntu2464 :~
sysadmin@ubuntu2464 ;-
get-docker.sh

sysadmin@ubuntu2464 :~
Back up one Docker image

But use the format below if you want to back up more than
one image:

docker image save -0 imagel name.tar image2 name:tag ...

I have more than one Docker image on my server, so I want to
back up all the images so I can run the images on my other
server, which is not connected to the internet. Then use the
command below to back up the docker image of more than one
Docker image:

docker image save -0 all images.tar alpine redis nginx

And the backup image file should be formed according to the
image below:
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sysadmin@ubuntu2484:~5 docker 1images

REPOSITORY TAG IMAGE ID CREATED SIZE
alpine latest adedlelabb3? 7 weeks ago 7.83MB
redis latest 65756dB44acs 3 months ago 117MB
nginx latest 668c8aB92136T & months ago 192MB

sysadmin@ubuntu?
sysadmin@ubuntu2 :~5 docker 1mage save -0 all_images.tar alplne redis nginx
sysadmin@ubunt
sysadmin@ubuntu2484 :~5 1s
et-docker.sh
sysadmin@ubuntu2484 :~
Backup more than one docker image

B. Restore Image Docker

After you back up the Docker image, move your Docker image
to the desired server. To restore the Docker image, use the
format below:

docker image load -i image name.tar

So I restored the Docker image backup file using the command
below:

docker image load -i nginx.tar

Then the Nginx image will be restored on the server as shown
below:

sysadmin@docker :~5 docker 1mages

REPOSITORY  TAG IMAGE ID CREATED  SIZE
sysadmin@docker :~

sysadmin@docker:~5 docker image load -1 nginx.tar
Loaded 1mage: nginx:latest

sysadmin@docker :~

sysadmin@docker:~5 docker 1mages

REPOSITORY  TAG TMAGE 1D CREATED SIZE
nginx latest 68c8a892f36f 6 months ago 192430
sysadmin@docker :~ =
Restore one Docker image
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With the same command, you can also restore more than one
image using the command below:

docker image load -i all images.tar

Then all Docker images will be restored on that server, like
in the image below:

sysadmin@docker:~5 docker 1mages
REPOSITORY  TAG IMAGE ID CREATED SI/E
sysadmin@docker :~
sysadmin@docker :~5 docker 1mage load -1 all_images.tar
B86866c18d16d: Loading layer 8.121ME/8.121ME
Loaded 1mage: alpine:latest
eab868fbffB95: Loading layer 77.9MB/77.9MB
1918dfbcb631: Loading layer 16.75kB/16.75kB
aaf281c773fb: Loading layer 18.75kB/18.75kB
08ad392b916a: Loading layer 4.144ME/4.144MB
6188f9%e7cB2c: Loading layer 8.12ME/38.12MB
319¢c2316f2be: Loading layer 1.536kB/1.536kB
: Loading layer 1.824kB/1.824kB
17: Loading layer 4.096kB/4.696kB
redis:latest
Loaded 1mage: nglnx:latest
sysadmin@docker :~
sysadmin@docker :~5 docker 1mages
REPOSITORY TAG IMAGE ID CREATED SIZE
alpilne latest adedlelabb37 / weeks ago 7.83MB
redis latest 65756dB44ach 5 months ago 11/MB
nginx latest 668cB8a892f36fT 6 months ago 192ME | @
sysadmin@docker :~
Restore more than one Docker image

Note

You can use the command below to back up the Docker image
using the format below:

docker save image name | gzip -c > image name.tgz

So if you want to back up the Nginx image, use the command
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below:

docker save nginx | gzip -c > nginx.tgz

The advantage of using this command is that the size of the
backup file is much smaller than using the previous command,
as shown in the image below:

-1h

sysadmin 318M Apr 9 14
sysadmin 22K Nov 24 18:83 get-docker.sh
sysadmin 187M Apr 9 89

s nginx | gzip -c¢ > nginx.tgz
sysadmi ar o~ ocker nginx redis alpine gzip -c¢ > all_images.tgz

sysadmi
-1h

sysadmin 3718M
sysadmin 1714M
sysadmin 22K ;24 18: get-docker.sh
sysadmin 187M
sysadmin 68M

Back up the Docker image using another command

To restore, use the format below:

gunzip -c filename.tgz | docker load

So if you want to restore more than one image, use the
command below:

gunzip -c all images.tgz | docker load

And the Docker image will be restored on the server.
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sysadmin@docker :~5 docker 1mages

REPOSITORY  TAG IMAGE ID CREATED SI/E
sysadmin@docker :~

sysadmin@docker:~5 gunzip -c¢ all_images.tgz | docker
Loaded 1mage: nginx:latest

Loaded 1mage: redis:latest

Loaded 1mage: alpine:latest

sysadmin@docker :~
sysadmin@docker:~5 docker 1mages
REPOSITORY TAG IMAGE ID CREATED SIZE

alpine latest adedlelabb3’/ / weeks ago 7.83MB
redis latest 657560dB44ac8 3 months ago 11/MB
nginx latest 608c8a892f36f 6 months ago 19206 =
sysadmin@docker :~

Restore the backup Docker image using another command
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How to Manage a Container in Docker?

written by sysadmin | 21 May 2025

The previous article explained how to install Docker on
Linux. This article will explain how to manage a container
in Docker.

Problem

How to manage a container in Docker?
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Solution

To manage a container in Docker, you have to remember basic
Docker commands. And here are the basic Docker commands:

1. Search for container images

To run containers in Docker, we need a Docker image. A
Docker image is an immutable (unchangeable) file that
contains the source code, libraries, dependencies, tools,
and other files needed for an application to run. The place
to store Docker images is known as the Docker registry,
which by default uses the Docker Hub located at
hub.docker.com. If you are looking for a container image in
Docker, use the format below:

docker search container name

For example, if you want to find an nginx image, then use
the command below:

docker search nginx

sysadmin@ubuntu2484:~5 docker search nginx

NAME DESCRIPTION ) OFFICIAL
nginx Official build of Nginx. 2865 [0K]
nginx/nginx-ingress NGINX and NGINX Plus Ingress Controllers fo. T
nginx/nginx-prometheus-exporter NGINX Prometheus Exporter for NGINX and NGIN..
nginx/unit This repository 1is retired, use the Docker o..
nginx/ngilnx-ingress-operator NGINX Ingress Operator for NGINX and NGINX P.
nginx/nginx-quic-gns NGINX QUIC interop

nginx/unit-preview Unit preview features
nginx/ngilnxaas-loadbalancer-kubernetes

bitnami/nginx Bitnami container image for NGINX

ubuntu/nginx Nginx, a high-performance reverse proxy & we..
bitnamicharts/nginx Bitnami Helm chart for NGINX Open Source
rancher/nginx

kasmweb/nginx An Nginx image based off nginx:alpine and in.
linuxserver/nginx An Nginx contalner, brought to you by LinuxS.
redash/nginx Pre-configured nginx to proxy linked contain..
dtagdevsec/nginx T-Pot Nginx

vmware/nginx

paketobuildpacks/nginx

chainguard/nginx Build, ship and run secure software with Cha-
gluufederation/nginx A customized NGINX image containing a consu..
intel/nginx

droildwiki/nginx

circleci/nginx This image is for internal use

corpusops/nginx ht github.com/corpt ker-images/
antrea/nginx Nginx server used for Antrea e2e testing
sysadmin@ubuntu2464 :~

Searching the nginx image



https://hub.docker.com
https://sysadminpedia.com/wp-content/uploads/2025/03/linux-docker-basic-commands-1.png

2. Download the Docker image

To download the Docker image, use the following format:

docker image pull image name:tag version

where the tag version is the version of the image, and if
you don’t write the tag, it is considered that you want to
install the latest version of the image. For example, if you
want to download the newest version of the nginx image, use
the command:

docker image pull nginx

sysadmin@ubuntu2484:~5 docker image pull nginx
Using default tag: latest

latest: Pulling from library/nginx
7cf63256a31a: Pull complete

bf9acace214a: Pull complete

513c3649bb14: Pull complete

dB141f92d532d: Pull complete

9dd21adbadab: Pull complete

943eabfBc2ed: Pull complete

1831568cb3e9f: Pull complete

Digest: sha256:9d6b58feebd2dbd3c56ab5853333d627¢cche2816811cfd6856TadbcT2672¢9496
Status: Downloaded newer image for nginx:latest

docker.io/library/nginx:latest

sysadmin@ubuntu2484 :~

Download the nginx image

But if you want to download nginx with a certain version,
for example, version 1.27.2, then use the command:

docker image pull nginx:1.27.2
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docker pull nginx:1.27
2: Pulllng from 11brarv!ng1nx
¢d429bﬂe?3aﬁ: Pull complete
Ob1839c¢85176: Pull complete
9ad567d3b8a2: Pull complete
773c63cdb2ed: Pull complete
1d2712918bdf: Pull complete

dbBadcd7c466: Pull complete
171eebbdf235: Pull complete

Digest: sha256: bcEeacEeafc581aeda3388b4b1fB?ebbaESBdeﬂfL?d4??6?190a63095034f4?8
Status: Downloaded newer image for nginx:1.2

docker.io/library/nginx:1.27.2
sysadmin@ubuntu2484 :~
Download the nginx with a certain version

3. List the Docker image(s)

To display the Docker image that you have downloaded, use
the command below:

docker image l1s

sysadmin@ubuntu2464 :~5 docker 1image 1s

REPOSITORY  TAG IMAGE ID CREATED SIZE
nginx latest b52eBbB94bcH 5 weeks ago 192MB
sysadmin@ubuntu2464 :~

List thé Bocker iﬁéées

Or you can use the command below:

docker images

sysadmin@ubuntu2464:~5 docker images
REPOSITORY  TAG IMAGE ID CREATED SIZE

nginx latest 60cB8a892f36T 6 months ago 192ME
sysadmin@ubuntu2464 :~
List the Docker images

4. Create a container

You can create the container using the format:

docker container create —name container name image name:tag
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For example, if you want to create a container with the name
webappl, which contains the nginx application, then use the
command below:

docker container create --name webappl nginx

When you use this command, Docker will first check whether
the nginx image 1is on the server. If the image is not on the
server, then Docker will download the nginx image, and after
that, it will create an nginx container, and the image will
remain on your server, as shown in the image below:

sysadmin@ubuntu2464:~5 docker container create --name webappl nginx
Unable to find image 'nginx:latest’ locally

latest: Pulling from library/nginx

7cftb3256a31a: Pull complete

bf9acace?14a: Pull complete

513c3649bb14: Pull complete

dB814192d532d: Pull complete

0dd21adbad4ab: Pull complete

043eaBfBc2ed: Pull complete

1863f58cbhb3e9f: Pull complete

Digest: sha256:9d6b58feebd2dbd3c56ab5853333d627cche281011cfd6B56Tadbect2072¢9496
Status: Downloaded newer image for nginx:latest
b6b73bdbb4e39e83bdd8096478868b41b895T847918d65d44b744955562¢cdcce
sysadmin@ubuntu2464 :~

Create the container

You can use an image to create multiple containers as long
as the container names are different, as in the image below:

sysadmin@ubuntu2464:~5 docker 1mage ls

REPOSITORY  TAG IMAGE ID CREATED SIZE

nginx latest b52eBb894bch 5 weeks ago 192MB
sysadmin@ubuntu2464:

sysadmin@ubuntu2484 :~5 docker contalner create --name webappl nginX

OfbcB44864d767f3fTc2d321654e3f66db8ea%9bebaldbB6T8623bT2eBffbffod2
sysadmin@ubuntu2 46/

syaadmlnyubuntu;4ﬁ4:x docker contalner create --name webapp2 nginx
21224371fcb9d149c542d74ffb6ddab4112e88479fecfb16171e819eeb9957006

sysadmin@ubuntu2464 :~
Create the containers with 1 image
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5. List the status of the container(s)

To display the container status, you can use the command:

docker ps

sysadmin@ubuntu2464 :~5 docker ps
CONTAINER ID IMAGE COMMAND  CREATED STATUS PORTS NAMES

sysadmin@ubuntu2464 :~
List the status of running Docker

Maybe you are confused about why there is no container
status displayed, even though you have made 2 containers
before. Remember that the docker ps command only displays
the ongoing container status. While the 2 containers you
made had not been running, you just made a container. If you
want to display all container statuses, use the command
below:

docker ps -a

sysadmin@ubuntu2464:~5 docker ps -a
CONTAINER ID TMAGE COMMAND CREATED STATUS PORTS NAMES
2122437fcbad nginx “fdocker-entrypoint..." 6 minutes ago Created webapp2

9fbcB44864d7 nginx */docker-entrypoint. .." 6 minutes ago Created webap St
sysadmin@ubuntu2464 :~
List all container statuses in Docker

6. Turn on the container

To turn on a container, you can use the format:

docker container start container id/container name

Usually, I use container name instead of container_ id
because it’s easier to memorize, so I run the following
command:

docker container start webappl
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sysadmin@ubuntu: e er container start webappl
ebapp1

er ps

CONTAINER ID  IMAGE COMMAND CREATED STATUS PORTS NAMES
b6b73bdbb4e3 nginx "/docker-entrypoint..." 31 minutes ago Up 5 seconds 'tep webapp®
sysadmin@ubuntu2484 :~

Turn on the container

7. Pause the container

You can pause a container with the following format:

docker container pause container_id/container name

So, you can use the command below to pause the container:

docker container pause webappl

sysadmin@ubuntu2464:~5 ¢ er contailner pause webappl

dmin@ubuntu

CONTAINER ID TMAGE CREATED STATUS PORTS NAMES
b6b73bdbb4e3 1nx "/docker-entrypoint..." 31 minutes ago Up 53 seconds (Paused) tep webappd
sysadmin@ubuntu

Pause the contalner

To resume the container, use the following format:

docker containers unpause container_id/container name

You can use the command below to resume the container:

docker container unpause webappl

sysadmin@ubuntu2464 :~ cer contalner unpause webappl

<er ps

CGNTAINER ID IMAGE COMMAND CREATED STATUS PORTS NAMES
b6b73bdbb4e3 nginx " /docker-entrypoint..." 32 minutes ago Up About a minute 88/tcp webappil
sysadmin@ubuntu 41

Resume the container

8. Run a container with a single command
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As explained above, if you want to run a container, you have
to download the image first, create a container, and turn on
the container (see numbers 2, 4, and 6). There is a command
that can summarize the three commands above, using the
format below:

docker run -d --name container_id/container _name image name:tag

where the -d option is to run the container in the
background. So if you want to run a container with the name
webapp2, which contains the nginx application, then use the
command below:

docker run -d --name webapp3 nginx

sysadmin@ubuntu2464:~5 docker run -d --name webapp3 nginx
12daf32676144237aef42dfb8168568cbf36dadcf838743%ad1c679b
@ubuntu B
sysadmin@ubuntu2464:~5 docker ps -a
CONTAINER ID IMAGE COMMAND CREATED STATUS PORTS NAMES

de3887e2d12d nginx " fdocker-entrypoint..." 6 seconds ago Up 5 seconds 88 /tcp webapp3
2122437fcb9d nginx "fdo -entrypoint..." minutes ago Created webapp?2
9fbch44864d7 nginx " fdocker-entrypoint.." 13 minutes ago Up 12 seconds 88/ tcp weba Wkt
sysadmin@ubuntu2464 :~
Run the container

9. Display the size of Docker

To display how large Docker is installed on your server, use
the command below:

docker system df

sysadmin@docker :~5 docker system df

TYPE TOTAL ACTIVE RECLAIMABLE
Images 2 1 1T1/MB (49%)
Containers 2 2 BB (

Local Volumes % B 6B
Build Cache % B 6B
sysadmin@docker :~

Display the size of Docker

To display a Docker size in detail, use the command below:
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docker system df -v

sysadmin@docker :~5 docker system df -v
Images space usage:

REPOSITORY TAG IMAGE ID CREATED SIZE SHARED SIZE  UNIQUE SIZE CONTAINERS
nginx latest 4cad75abc83d months ago 192MB 74 .83MB 117.2MB
redis latest 65750d644ac8 3 months ago 117MB 74 .83MB 42 .21MB %]

Contalners space usage:

CONTAINER ID  IMAGE COMMAND LOCAL VOLUMES  SIZE CREATED STATUS NAMES

d8982ecab848 nginx "/docker-entrypoint. .. 6 1.89kB 4 minutes ago Up 4 minutes webapp1
8d609d92bcc? nginx "/docker-entrypoint..." B 1.89kB 11 minutes ago Up 11 minutes nginx

Local Volumes space usage:
VOLUME NAME LINKS SIZE
Build cache usage: 8B

CACHE ID CACHE TYPE SIZE CREATED LAST USED USAGE SHARED
sysadmin@docker :~

Display the size of the Docker

10. Display logs

To display logs of the running container to check something,
follow the format below:

docker container logs container id/container name

So, run the command below to check the logs of your
container:

docker container logs webappl

sysadmin@ubuntu 4~ er container logs webapp1
/docker-entrypoint.sh: /docker-entrypoint.d/ 1is empty, will attempt to perform configuration
/docker-entrypoint.sh: Looking for shell scripts in /docker-entrypoint.d/
/docker-entrypoint.sh: Launching /docker-entrypoint.d/16@-1isten-on-ipv6-by-default.sh
18-1isten-on-ipv6-by-default.sh: info: Getting the checksum of /etc/nginx/conf.d/default.conf
18-1listen-on-ipvé-by-default.sh: info: Enabled listen on IPv6 in /etc/nginx/conf.d/default.conf
fdocker-entrypoint.sh: Sourcing /docker-entrypoint.d/15-local-resolvers.envsh
/docker-entrypoint.sh: Launching /docker-entrypoint.d/28-envsubst-on-templates.sh
fdocker-entrypoint.sh: Launching /docker-entrypoint.d/38-tune-worker-processes.sh
/docker-entrypoint.sh: Configuration complete; ready for start up

3/13 [notice] 1#1: using the "epoll" event method

[notice] 1#1: nginx/1.27.4

[notice] 1#1: built by gcc 1 B (Debian 12.2.8-14)
[notice] 1#1: 0S: Linux 6.8.8-55-generic
[notice] 1#1: getrlimit(RLIMIT_NOFILE): 1048
[notice] 1#1: start worker processes
[
[

notice] 1#1: start worker process
notice] 1#71: start worker process :

LI LY LY LY LY LY LD
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Display logs in the container

If you want to display real-time logs of the container, give
an option -f like in the below command:

docker container logs -f webappl

Press Ctrl-C to exit the log.

sysadmin@ubuntu2484:~5 d er container logs -T webappl

/docker-entrypoint.sh: /docker-entrypolint.d/ 1s empty, will attempt to perform configuration
/docker-entrypoint.sh: Looking for shell scripts in /docker-entrypoint.d/
/docker-entrypoint.sh: Launching /docker-entrypoint.d/18-listen-on-ipv6-by-default.sh
18-1listen-on-ipv6-by-default.sh: i Getting the checksum of /etc/nginx/conf.d/default.conf
18-listen-on-ipvé6-by-default.sh: in Enabled listen on IPv6 in /etc/nginx/conf.d/default.conf
/docker-entrypoint.sh: Sourcing /docker-entrypoint.d/15-1local-resolvers.envsh
/docker-entrypoint.sh: Launching /docker-entrypoint.d/28-envsubst-on-templates.sh
/docker-entrypoint.sh: Launching /docker-entrypolnt.d/308-tune-worker-processes.sh
/docker-entrypoint.sh: Configuration complete; ready for start up

[notice] 1#1: using the "epoll" event method

[notice] 1#1: nginx/1. 1

[notice] 1#1: built by gcc (Debian 12.2.8-14)

[notice] 1#1: 0S: Linux 6.8.8-55-generic

[notice] 1#1: getrlimit(RLIMIT_NOFILE): 1848

[

[

[

(&3]

notice] 1#1: start worker processes
notice] 1#1: start worker process 29
notice] 1#1: start worker proces
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2
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ACcontext canceled
sysadmin@ubuntu2 i~
Display real-time logs in the container

11. Inspect the container

To display detailed information about a container, use the
following format:

docker inspect container name/container id

So, if you want to see the detailed information about the
container that you created before, use the command below:

docker inspect webappl
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sysadmin@ubuntu2404:~ ker inspect webappl

b41b895T847910d65d44b744955562¢c4cce-json. log",

Inspéct the container

If you only want to display specific items when running the
inspect command, use the following format:

docker container inspect container name/container id -f '{{json .the
item you want to display<.sub item> }}' | python -m json.tool

So if you want to display only the network section when
using the Docker inspect command, use the command below:

docker container inspect webappl -f '{{json .NetworkSettings.Networks }}' |
python3 -m json.tool

sysadmin@ubunt i~ er container inspect webappl -f '{{json .NetworkSettings.Networks }}' | pytho -m json.tool
{

"bridge": {
"TPAMConfig": null,
"Links":
"Alia
"MacAddr : "B2:42:ac:11:86:02",
"DriverOpts"”: null,
"NetworkID 7 . 3 8f29ceba744fcdbd3%9adccca37dad3 45d928bab
"Endpo : "9ceb24aBdB8acd63bcB1229dd68263 91¢c1149afae602fe2372118969b8f3b"
"Gateway": "172.17.8.1",

: *172.17.8.2"

"

"GlobalIPvb6Address"
"GlobalIPv6Prefixle
"DNSNames™ : null

admin@ubunt

Ihspect the network of the container only

12. Stop the container(s)

To stop the container, use the format below:
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docker container stop container_id/container name

For example, if I want to stop my container, then use the

command below:

docker container stop webappl

@ubuntu?2

- contailner stop webappT

buntu2

M er
IMAGE COMMAND
nginx
nginx
ngjnx

NAMES
webapp3

webapp?

webdpBIm_

CONTAINER ID
de3e87e2d12d
2122437fcb9d
9fbca44864d7
sy sadmin@ubuntu

Stop the contalner

CREATED

4 minutes ago
minutes ago
minutes ago

STATUS
Up 4 minutes
Created

rypoint...
_ntr“pulnt.m

ntrypoint. . 3 seconds ago

You can stop all the containers running with the below

command:

docker stop webappl webapp2

- container stop webappl webapp3
webapp1
webapp3
dmi buntu +
sysadmin@ubuntu LAY ocker ps -a

CONTAINER ID
de3887e2d12d
2122437fcbad
9fbcB44864d7

IMAGE
nginx
nginx
nginx

COMMAND

"/docker-entrypoint. ..
entrypoint. ..
entrypoint. .

CREATED
6 minutes ago
B minutes ago
minutes ago

STATUS

Created

3 seconds ago

seconds ago

NAMES

webapp3
webapp2
webappnt

sysadmil buntu

Stop more than one container

Or use the below command to stop all the running containers:

docker kill $(docker ps -q)

sysadmin@ubuntu2464 :~
CONTAINER ID  TMAGE
dB83887e2d12d nginx
2122437fcb9d nginx
9fbcB44864d7 nginx

i buntu =

docker ps -a
COMMAND STATUS

Up 4 seconds

Created

Up 4 seconds

NAMES

webapp3
webapp?2
webapp1

ntrypoint.
ntrypoint. ..
ntrypoint. ..

minutes ago
minutes ago
minutes ago

r kill $(docker ps
d83687e2d12d
9fbc044864d7

ysadmin@ubuntu2484 :~
CONTAINER 1D TMAGE
dB83887e2d12d nginx
2122437fcb9d nginx
9fbcB44864d7 nginx

sadmin@ubuntu2484:~

Stop all running containers

docker ps -a
COMMAND NAMES

' webapp3

webapp2

webappl

CREATED
minutes ago
minutes ago
minutes ago

STATUS

-entrypoint. .
trypoint. ..
ntrypoint. ..

3 seconds ago

3 seconds ago
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13. Remove the container(s)

Before you remove the container, you have to stop the
container first. To delete a container that’s already turned
off, use the format below:

docker container rm container_id/container_ name

Run the command below to remove the container:

docker container rm webappl

sysadmin@ubuntu2464:~5 docker ps -a

CONTAINER ID IMAGE COMMAND CREATED STATUS NAMES
dB3e87e2d12d nginx " — 11 minutes ago Exited 37) 2 minutes ago webapp3
2f22437fcb9d nginx " cer 8% . 5 minutes ago F webapp2
9fbch44864d7 nginx "/doc . 25 mlinutes ago xlted (137) 2 minutes ago UELET
sysadmin@ubuntu T

sysadmin@ubuntu :~5 docker container rm webappl

webapp1

sysadmin@ubuntu

sysadmin@ubuntu :~5 docker ps -a

CONTAINER ID TIMAGE COMMAND CREATED STATUS NAMES
de3e87e2d12d nginx "/d -entrypoint..." 12 minutes ago Exited (137) 2 minutes ago webapp3
222437fcb9d nginx " /doc -entrypoint..." 25 minutes ago Created webappX
sysadmin@ubuntu2464 -~

Delete the container

By default, you can’t remove a container if the container is
still running. You can use the command below to delete the
container even if the container is still running, but it is
not recommended:

docker container rm -f webapp2

sysadmin@ubuntu2484 :~5 docker container start webapp2

docker contailner rm webapp2
container "/webapp2": container 1s running: stop the container before removing or force remove

cker container rm -t webapp?

Force delete the running container

If you have a lot of containers that are no longer used and
you don’'t want to delete them one by one, you can use the
command below to delete all the unused containers:
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docker rm $(docker ps -a -q)

dmin@ubuntu?
CONTAINER ID
ba79cff3ebbf

IMAGE COMMAND

er ps -a
CREATED STATUS

NAMES

webapp?
webapp1

econds ago Exited
seconds ago Exited

econds ago
seconds ago

nginx
nginx

"fdo entrypoint..."
"/docker-entrypoint..."

rm $(docker ps -a -q)

5 ubuntu?2 B
CONTAINER TID TMAGE
dmin@ubuntu? 5=

Delete all the stop containers

er ps -a

COMMAND  CREATED  STATUS PORTS

You can also use the command below to delete all the
contailners:

stop

docker container prune

sysadmin@docker :~5 dt I ps -a
CONTAINER ID IMAGE COMMAND
2fdB39886269 mysql "do
2adeadafffcd nginx
eb6db1413d2af  nginx
sysadm docker :~
sysadmir cker:~5 docker contailner prune

I This will remove all contalners.
Are you sure you want to continue? [y/N] y
Deleted Contalners:
2fd83988626915380213083435bf9a197fdlaefed5h96c5dfBfe2a8e291266ch3
2adeadafffcd4899dce3201f8e110489e77d5cHf6d4a9bacBat91f48aB6adf3s
ebd61413d2afa8/2ee797369775bBbbaf39d433b29¢c13c08353838313bc228888

STATUS NAMES
db-mysqgl
webapp1

nginx

CREATED
hours ago
hours ago
hours ago

hours ago
hours ago
) 2 hours ago

entrypoint.s.."
2 point.."
entrypoint. ..

Total reclaimed space: 22.47MB

- ps -a

COMMAND  CREATED  STATUS PORTS NAMES

Delete the stop containers using the prune command

14. Delete the image(s)

To delete the Docker image that you have already downloaded,
use the format below:

docker image rm image name

Run the image below if you want to delete the nginx image:

docker image rm nginx
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sysadmin@ubuntu2484:~5 docker image 1s

REPOSITORY  TAG IMAGE ID CREATED STZE

nginx latest b52eBbB94bch 5 weeks ago 192MB

sysadmin@ubuntu:

sysadmin@ubuntu2484:~5 docker rmli nginx

Untagged: nginx:latest

Untagged: nginx@sha256:9d6b58feebd2dbd3c¢56ab5853333d627ccbe281011cfd68508Tadbecf2072c9496
Deleted: sha256:b52eBbB94bcBe26c9eddc9edab7ab64ceBB33¢3368d8b7ad4ff4132¢c4eB3e8f7b
Deleted: sha256:3c8b88c16794e30882397557e5482f5aB4a6c295¢cec37919¢c65¢234e1a3645e80
Deleted: sha256:d5c83383666c732Tcb30d7e25c74¢c2e0884¢26212e497cc912844870986311d8
Deleted: sha256:d62b6381e68ba7cdc3bb3b1588a959e4718a787ea?2f6887848c19a%ad74acba?
Deleted: sha256:d443654bdadaB4f31babbd39bed82a0853a17f2974b4681fef552e4e88d6546db8
Deleted: sha256:129489d5d363e5d5af273fBb2a902371788ed9972f8d58a4dbed17f1abbabe21
Deleted: sha256:a3a2912e392a24d8c7ddeB76a3778cbeded8839660963ac2084eB851eb6931¢c13
Deleted: sha256:5f1ee22ffb5e68686db3dch6584eb1c73b5578615b8T14Tabbf78b96117e351d
sysadmin@ubuntu2464 :~

sysadmin@ubuntu2484:~5 docker 1mage 1ls

REPOSITORY  TAG IMAGE ID CREATED ST7E

sysadmin@ubuntu2404 :~

Delete the image

However, you must know that you can’t delete the Docker
image if the image is still running in the container. So you
must remove the container first before you delete the

image. If you want to delete multiple Docker images, use the
following format:

docker image rm image namel image name2

So if you want to delete the nginx image and nginx:1.27.2 at
once, then use the command below:

docker image rm nginx nginx:1.27.2
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sysadmin@ubuntu2484:~5 docker image 1s

REPOSITORY TAG IMAGE ID CREATED SIZE

nginx latest b52eBbB94bcH 5 weeks ago 192MB

nginx 1. 2 60cB8a892f36f 5 months ago  192MB

sysadmin@ubuntu

sysadmin@ubuntu2464:~5 docker rmi nginx nginx:1.27.2

Untagged: nginx: latest

Untagged: nginx@sha256:9d6b58feebd2dbd3c56ab5853333d627cc6e281811cfdoB508fadbet2072¢c9496
Deleted: sha256:b52eBbB94bcBe2bc9eddc9edab/abdcedd33¢c3360d8b7ad4ff4132c4eB3e8f7b
Deleted: sha256:3c8b88c16794e3082397557e54821hab4abc295cec37919¢chH5c234eT1a3645e80
Deleted: sha256:d5c83383666c732fcb30d7e25¢c74c2eP884c26212e497cc912844878980311d8
Deleted: sha256:d62b6381eb8ba7cdc3bb3b1568a959%e4/18a/87ea2f6881848c19a%ad/4acba’
Deleted: sha256:d443654bda4aB4f31babbd39bed82abB53a17/12974b481fef552e4e88d6546dbs
Deleted: sha256:129489d5d363e5dbaf273fBb2a90237f768ed9972f8d58a4dbcd17f1abbabe21
Deleted: sha256:a3a2912e392a24d8c/ddeb/6a37//8cbeded8839666963ac2684e851eb6931¢13
Deleted: sha256:5f1ee22ffbbe68686db3dch6584ebl1c/3b5578615bB8f14fabbB/0b96117e351d
Untagged: nginx:1 2

Untagged: nglnstha256 bchbeachbeafchb8laeda3888b4b1f087ebba230de2127d47767129a6a985c841478
Deleted: sha256:68c8a892f36fafbc9215464885ee6fb8cfBb85f78b113cBbB3A8TO6Ch497a41876
Deleted: sha256:47984082982b32672d3bBccbebc1816e76916a8347¢c79765dc2bab%ed9afc97¢c
Deleted: sha256:f8fffef24ebb396c3e17211689236651594d6bBec12707881642155fb51179¢ch
Deleted: sha256:ceff183e9dab2c76af52712096cbe7e26e019897827118141058afhf4f7e32db
Deleted: sha256:81c22c5216c9%4aed4ab285e21bBeccbbbb/86d437aal/eb/d3e2de8ad454115d17a8
Deleted: sha256:9a9808991eceb116dad76508dbaf48faa2f69319277bfd99f4fb3c8c2cebbde27d
Deleted: sha256:d775439dbfh884d168b7ab8581c32613896d48d66b14944d2429778d995¢c7fed
Deleted: sha256:c3548211b8264f8bTa47a6727043a6471791b82ac965a284a7eal87971a95e2
sysadmi

sysadmin®@ 4 e~ ocker image 1ls

REPOSITORY IMAGE ID CREATED SIZE

sysadmin@ubuntu 42~

Delete more than one image

And if you want to delete all the images, you can use the
command below:

docker rmi $(docker images -a -q)
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sysadmin@ubuntu2464:~5 docker 1mage 1ls
REPOSITORY TAG IMAGE ID CREATED SIZE
nginx h52ebbB94bcA 5 weeks ago 192MB
nginx 1.2 668c8a892f36f 5 months ago  192MB
sysadmin@ubunt
sysadmin@ubuntu2464:~5 docker rmi $(docker images -a -q)
Untagged: nginx:latest
Untagged: nginx@sha256:9d6b58feebd2dbd3c56ab5853333d627ccbe281011cfd6B5BTadbet2072c9496
Deleted: sha256:b52eBbB94bcBe26c9eddc9edab/abdceBB33c3360d8b7ad4ff4132c4eB3e817b
Deleted: sha256:3c8b88c16794e3082397557e5482F5ab4abc295¢cec37919ch5c234e1a3645e80
Deleted: sha256:d5¢c83383666c¢732fch30d7e25¢74¢2e0884¢26212e497¢cc912844870980311d8
Deleted: sha256:d62b6381e685a7cdc3bb3b1508a959%9e4710a7/67ca2f6861848¢c19a%ad74acha7’
Deleted: sha256:d443654bdad4aB4f31babbd39bed82abb3al7f2974b461fefb52e4e88d6546db8
Deleted: sha256:129489d5d363e5d5af273T0b2a%902371708ed997218d58a4dbcd17f1abbabe21
Deleted: sha256:a3a2912e392a24d8c/ddeB/6a37/78cbeded8839660963ac26884eB51eb6931¢13
Deleted: sha256:5f1ee22ffb5e68686db3dch6584eb1c73b55708615b08f14fabbB76b96117e351d
Untagged: nginx: 2
Untagged: nginx@sha256:bcSeacSeafc581aeda3f08b4db1fB87ebba230de227d47767129a6a905c841470
Deleted: sha256:68c8a892f36Taft6c9215464005ee6Th8cfB585T768b113cBbB3B8TOCh497a41876
Deleted: sha256:47984982982b32672d3bbBccbebc10816e70916a8347¢79765dc2bab%ed%afc9ic
Deleted: sha256:f8fffef24ebb396c3e17211689236657594db6bBec12767601642155fb51179ch
Deleted: sha256:ceff183e9dab2c7/6af52712096che7e26e019691827118141858afbf4f7e32db
Deleted: sha256:081c22¢c5216c94aeda6285e21bBcecbbbb786d437aa/eb7d3e2de8ad54115d17a8
Deleted: sha256:9a988991ecef116dad7650d5at48Taa2f69319277bfd99f4fb3c8c2cebbde27d
Deleted: sha256:d775439dbfb864d168b7ab85081¢32613896d46d66b14944d2429778d995¢c7fed
Deleted: sha256:c3548211b8264f8bfad7a6727043a64f1791b82ac965a284a7eal187e971a95e2
i 1buntu?2
docker image 1s
IMAGE ID CREATED SIZE

Deiete all the images

Or, you can use the command below to remove the unused
images:

docker image prune -a
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dmin@docker:~5 docker images
REPOSITORY G IMAGE ID CREATED SIZE
nginx st 4cad7babc83 2 months ago  192MB
567187cb6971 2 months ago  797MB

i e ocker image prune -a

I This w111 remove all images without at least one contailner associated to them.
Are you sure you want to continue? [y/N] vy
Deleted Images:
untagged: nginx:latest
untagged: nginx@sha256:8936%9dabb18306312cd9086613206886bT87fbas1bbbBc4%alfoBbab31fef2eab
deleted: sha256:4cad75%abcB83d5cabee? 85858676cacf657ee9d723d7befh117 0H1c19495
deleted: sha256:12dcB894b9dB83988¢128df9d1edahd43198458dTbbbBBd3T489571a6B8dc83ba22
deleted: sha256:cf328fc/66bchaBbdch2d4dlabbabfdedad12bb9cdedfBB7337668b5 B”dgdu:¢5
deleted: sha?bb:482ab624dec9eebbdddbbb21ef9454467/8936e50847ceb5742aedehb3BbB82508e45
deleted: sha256:2cabaf44aB4cbBbbab9df1acsfadod7bb983767T19579e2fcc1c3Bee7bdeacce
deleted: sha256:dfb7bB4fedcBaZbl11f1e627e3a98987Ta238799735531a83194dat1a555e618
deleted: sha2bb:252d6TB879cc/befb21ffbecddaZodB62e6db196869: cc218847eBabldeea
deleted: sha?bb:eab8BfbfTB95473bbBabc867938d6d85Tel1efBc177Tce983cccB834468172bd72
untagged: mysgl:latest
untagged: mysql@sha256:8596fa224cdf3b3355ce3ddbfd/cei7he27ec9e51841dfes e104b919e369d2
deleted: sha2bb:567187cb6971c25TA921ff3c2fabbdbbBef636doBeal365d987 ceebbdeceldfdb:
deleted: shaESﬁ:438141B455ﬁ9ﬂ?09rebb1a4deQ1Qﬂﬂ4bdpbqq“b?ﬁﬂ61b4baaf44H2961E?1abb6
deleted: sha256:8421156a8612 ”SSHeEBQITfL:ecca45]fc85:bffe 0931391e2d4e24c8994748e
deleted: sha256:d1df9893c1dB8755Fc63T271%aefaldc1576640e1897a14facT966b22922d824F
deleted: sha2b6:7bB9313 aaaa]eSGfﬂcch?84d 263ed516eb948eefa24chb37d5085448cF7d25
deleted: sha?bb:1af/7699748%cc2f%efBB6c965TabdT6B37315cB7T3e9542934184¢c1e/3bchd43
deleted: sha256:39511577b58eeBaftBcce eleld18eB88319fc264T41bbb6d84981df43a3d3 17
deleted: sha256:8e268b5837 1581 7cBca%9eBT30687c2637792b8236T8d7b5e198a5a137b57
deleted: sha2b6:3589674566312c878c2aZebc1493beffc8cal73bb 737d95188551T6128b4
deleted: sha256:5719898b2782394bBT3486750e118a58bd3d1Ta359748c162ebd918e96c19b12
deleted: sha256:561b565cf5eba84f1729d1d897d529566c11992937a14ac7ec12e76a4a5693d2

Total reclalmed space: 939MBE
sysadmi C cer 1mages
IMAGE ID CREATED  SIZE

Delete all the unused images using the prune command

Note

If you forget or don’t know what command to use in Docker,
use the following command:

docker --help
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sysadmin@ubuntu24684:~5 docker --help
Usage: docker [OPTIONS] COMMAND
A self-sufficient runtime for containers

Common Commands :
run Create and run a new contalner from an image
exec Execute a command 1n a running contalner
ps List containers
build Build an image from a Dockerfile
pull Download an image from a registry
push Upload an 1mage to a registry
images List 1mages
login Authenticate to a registry
logout Log out from a registry
search Search Docker Hub for images
version Show the Docker version information
info Display system-wide information

Management Commands:
builder Manage builds
bulldx#* Docker Buildx
composex Docker Compose
contailner Manage contailners
context Manage contexts
image Manage 1mages
manifest Manage Docker image manifests and manifest lists
network Manage networks
Using the docker help command

After that, if you want to know the options in the Docker
command, then use the following format:

docker command --help

For example, if you want to know the options of the run
command in Docker, then type the command below:

docker run --help
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sysadmin@ubuntu

Usage: docker run [OPTIONS] IMAGE [COMMAND]

er run --help

Create and run a new container from an image

Aliases:
docker contalner run,

Options:
-h list
nnotation map
h list
Tt ui

nt s
ring

docker run

nt16

tring

Add a

[ARG...]

custom host-to-TIP mapping (host:ip)

Add an annotation to the container ( through to the OCI runtime) (default map[])
Attach to STDIN, STDOUT or STDERR

Block
Block

10 (relative weight), between 16 and or 6 to disable (default 8)
10 weight (relative device weight) (default [])

Add Linux capabilities

Drop Linux capabllities

Optional parent cgroup for the container
Cgroup namespace to use (host|private)

"host’

: Run the container in the Docker host's cgroup namespace

‘private’: Run the contalner 1n 1ts own private cgroup namespace
e

Write
Limit
Limit
Limit
Limit

Use the cgroup namespace as configured by the
default-cgroupns-mode option on the daemon (default)
the container ID to the file
CPU CFS (Completely Fair Scheduler) period
CPU CFS (Completely Fair Scheduler) quota
CPU real-time period in microseconds
CPU real-time runtime in microseconds

Using ihe docker run help command

You can shorten all the Docker container commands to just
the docker command to shorten the typing time. For example,
if you want to create a container, you can use the command:

docker create --name webapp6 nginx

sysadmin@ubunt

L.

d¢ er

create --name webappb nginx

Unable to find image 'nginx:latest' locally
latest: Pulling from library/nginx

7cf63256a31a:
bf9acace?14a:
513c3649bb14:
de14192d532d:
9dd21ad5adab:
943eabfBc2ed:
183f58cb3e9f:

Pull
Pull
Pull
Pull
Pull
Pull
Pull

complete
complete
complete
complete
complete
complete
complete

Digest: sha256:9d6b58Teebd2dbd3c56ab5853333d627cc6e281611cTdoB56Tadbect2672c9496
Status: Downloaded newer image for nginx:latest
1dd2861cebce8d7b899ad65a99d7¢c25T5b5181183ba9t7b13f3d6988cc4bed13
sysadmin@ubuntu24B4 :~
Using the docker create command
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How to Install Docker on the Linux
Server?

written by sysadmin | 21 May 2025

A Docker is a platform for developing, shipping, and running
container applications. Docker is like installing a virtual
machine application on your laptop or server, whether it’s
VirtualBox, VMwWare, or Xen, so you can test various
operating systems or applications on it without putting your
laptop or server in danger.

Problem

How to install Docker on the Linux server?

Solution
A. Docker summary

The key differentiator between containers and virtual
machines is that virtual machines virtualize an entire
machine down to the hardware layers, and containers only
virtualize software layers above the operating system level.
Take a look at the image below to make the difference
between virtual machines and Docker clearer:
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Virtual machines Containers
VIRTUAL MACHINE VIRTUAL MACHINE VIRTUAL MACHINE CONTAINER CONTAINER CONTAINER
AppA AppB AppC App A AppB AppC
Bins/Libs Bins/Libs Bins/Libs Bins/Libs Bins/Libs Bins/Libs
Guest OS Guest OS Guest OS
Container Engine
Hypervisor Host Operating System
1
Infrastructure Infrastructure

Comparison of Docker and Virtual Machine Architecture (image credit from

atlassian.com)

The table below shows the comparison between virtual
machines and Docker:

Isolation level
Time required for startup

Image size

Running performance
(compared with bare
metal servers)

Image portability
Density

Security

Low
Seconds

Several megabytes

Performance loss: < 2%

Mot related to the platform
100 to 1000 on a single machine

1. When the privilege of a user in a
container is escalated from a common
user to the root user, the user gains
root permissions of the host machine.

2. Hardware isolation is not
implemented, so containers are
vulnerable to attacks.

High
Minutes

Hundreds of megabytes to several
gigabytes

Performance loss: about 15%

Related to the platform
10 to 100 on a single machine

1. The root permissions of a VM
tenant are isolated from those of
the host machine.

2. Hardware isolation is implemented
to prevent VM escape and data
exchange.

Comparison between Docker and virtual machine (Image credit from huawei.com)

Below is a brief explanation of the terms in Docker:

- J00000 000O: Downloads images from Docker Hub if not
locally available
- 00000 00000 Creates a local image using a Dockerfile,
enabling custom images
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- 00000 0O00:Uploads images to Docker Hub, allowing
sharing

- 00000 OOO: Takes an image to run a container, useful
for starting web servers or other applications

- 00000 OO0O0O: Read-only templates forming the base of
containers, including all application dependencies

- J00000 0O0O0O: Interacts with Docker, sending
instructions to the Docker daemon to execute tasks

- J00000 Daemon: Handles all requests, including building,
running, and distributing containers

- 00000 0000000000 Include everything needed to run an
application, such as code, libraries, and configurations

- 000000 DO0O0O0O: Stores Docker images, with Docker Hub
as a public registry and the option to create private
ones

The image below is a picture of how the Docker works:

P et S .. . 051 . T

Docker build o L Docker Daemon

Ubuntu
Docke I
ocker pu / A ﬁ > Openstack
d L1 Ubuntu

Docker run / NGINX

- =y Openstack
ﬂl ) ’
—————————— Build
\ 2 e Pull

How Docker works (Image credit from geeksforgeeks.org)

B. Install Docker

In general, use the command below to install Docker on
Linux:

curl -fsSL https://get.docker.com -0 get-docker.sh
sh get-docker.sh

But after you execute the commands above, there is an error
like this when you install it in RockyLinux:
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ERROR: Unsupported distribution ‘rocky’

You have to install Docker manually using these commands:
sudo dnf config-manager --add-repo
https://download.docker.com/linux/rhel/docker-ce.repo

sudo dnf -y install docker-ce docker-ce-cli containerd.io docker-buildx-
plugin docker-compose-plugin

Or when you install Docker in OpenSUSE, you get an error
like this:

ERROR: Unsupported distribution ‘opensuse-leap’

Use the commands below to install Docker in OpenSUSE:

sudo zypper install -y docker docker-compose docker-compose-switch

C. After installing Docker

Use the following command to run Docker:

sudo systemctl restart docker
sudo systemctl enable docker

To see the version of Docker you installed, use the command
below:

docker info



Client:
Version: 2.
Context: default
Debug Mode:
Plugins:
buildx: Docker Buildx (Docker Inc.)
Version: vB8.20.86

Path: fusr/libexec/docker/cli-plugins/docker-buildx

compose: Docker Compose (Docker Inc.)
Version: v2.32.4
Path: fusr/libexec/docker/cli-plugins/docker-compose

Server:
: permission while trying to connect to the Docker daemon socket at u
nix: ;ffvarfrunfdockel sock: Get "http:/ var%2Frun%2Fdocker.sock/v1.47/info": d
ial unix /var/run/docker.sock: connect: N
pretty printing infc
sysadmin@ubuntu2464 :~
Running the docker info command

D. Test the application in Docker

After that, to see whether Docker is running well on the
server, use the command below to run the hello-world
container on your server:

docker run hello-world

If you have got the error like the image below:

sysadmin@ubuntu2464 :- docker run hello-world
docker: permission while trying to connect to the Docker daemon socket at
unix://f/var/run/docker.sock: Head "http varsz2Fru docker.sock/_pilng": dial

unix /var/run/docker.sock: connect:

See 'docker run --help'.
sysadmin@ubuntu2464 :~
Error when running the docker run command

ERROR: permission denied while trying to connect to the Docker daemon socket
at unix:///var/run/docker.sock: Get
“http://%2Fvar%s2Frun%s2Fdocker.sock/v1.47/info”: dial unix
/var/run/docker.sock: connect: permission denied

Then you have to run the following command:
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sudo usermod -aG docker $USER

Log out of your server and log in again. After that, you
should be able to run the Docker commands like in the image
below:

sysadmin@ubuntu2484:~5 docker run hello-world

Unable to find image 'hello-world:latest' locally

latest: Pulling from library/hello-world

26598344bTa5: Pull complete

Digest: sha256:d715f14f%eca81473d9112df508457893aa4d09%9adeb4729f6790086bTheal12407
Status: Downloaded newer image for hello-world:latest

Hello from Docker!
This message shows that your installation appears to be working

To generate this message, Docker took the following steps:
1. The Docker client contacted the Docker daemon.
?. The Docker daemon pulled the "hello-world" image from the Docker Hub.
(amd64)
3. The Docker daemon created a new container from that image which runs the
executable that produces the output you are currently reading.
4. The Docker daemon streamed that output to the Docker client, which sent 1t
to your terminal.

0 try something more ambitious, you an Ubuntu container with:
docker run -1t ubuntu bash

Share images, automate workflows, and more with a free Docker ID:
https://hub.docker.com/

For more examples and ideas, wvisit:
https://docs.docker.com/get-started/

sysadmin@ubuntu2484 :~
Test the Docker run command

That way, your Docker application is ready to use.

Note

You don’t have to use Docker to create and run containers,
but you can use other applications such as podman, buildah,
cri-o, etc. However, Docker is the most popular at the
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moment. Also, the terms and workings of various container
applications are almost the same, so if you understand the
terms and workings of Docker, then you will also understand
the terms and workings of other container applications. To
learn about basic commands in Docker, go to this page.
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