How to Monitor Containers in Docker?
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After you run containers in Docker on your server or your
Docker Host, you should monitor all existing containers to
find out the performance of each container.

Problem

How to monitor containers in Docker?

Solution

There are 2 methods for container monitors in Docker:
A. Via CLI

In CLI, to monitor all containers in Docker, you can use the
command:

docker stats

You will see the display as below:

CONTAINER ID  NAME CPU % MEM USAGE / LIMIT b NET I/0 BLOCK I/0
94dd458f891c redis L 16.67M1B / 961.7MiB 796B / 6B 27.4MB / 6B

2a976b2306645 nginx 6 11MiB / 961.7MiB 1.89kB / 6B  19.1MB / 28.5kB

Using the docker stats command

From the image above, you can see that the command displays
the results in streaming, and to exit from the command
above, press Ctrl+Z or Ctrl-C. If you don’t want to display
the results in streaming mode, then use the command below:

docker stats --no-stream
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sysadmin@docker :~5 docker stats --no-stream
CONTAINER ID  NAME CP MEM USAGE / LIMIT b NET I/0 BLOCK I/0
94dd458f891c redis 16.07M1B / 961.7MiB 8666 / 6B 27.4MB /[ 6B

2a976b230645 nginx 11MiB / 961.7MiB b 1.16kB / BB  19.1MB / 28.5kB
sysadmin@docker :~

Display monitor containers in Docker without stream

B. Via Website

If you want to monitor Docker via a website, you can use the
Portainer tool. Portainer is a tool for managing containers
through a browser that can support Docker host, Docker
Swarm, Nomad, and Kubernetes. It has 2 components, namely
Portainer Server, which is used to manage containers,
networks, and environments, and Portainer Agent 1s the
component installed on another Docker system to enable
communication with the server. Portainer has 2 editions,
namely Portainer Business Edition or PBE and Portainer
Community Edition or PCE, where both editions at the time of
this writing (April 2025) have version 2.27.3. This article
will discuss how to install Portainer Community Edition.
Here are the steps:

1. Create Docker Volume

Type the command below to create a new volume in Docker:

docker volume create portainer data

2. Install Portainer

Type the command below to install the latest version of
Portainer:

docker run -d \

-p 8000:8000 \

-p 9443:9443 \

--name portainer \

--restart=always \

-v /var/run/docker.sock:/var/run/docker.sock \
-v portainer data:/data portainer/portainer-ce
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docker run -d \

--name portainer \
--restart=always \

-v fvar/run/docker.sock:/var/run/docker.sock \

-v portailner_data:/data portainer/portainer-ce

Unable to find image 'portainer/portainer-ce:latest' locally
latest: Pulling from portainer/portainer-ce

e?2eBbb27b87e: Pull complete

1fed1531b45b: Pull complete

B4deB93adbed: Pull complete

8ba/cce/2d42: Pull complete

e09df2601146: Pull complete

eae3debf29ea8: Pull complete

c12aa3fbd31a: Pull complete

f111bda3f9a6: Pull complete

81821118edB1: Pull complete

4fAfb768ef54: Pull complete

Digest: sha256:7f1Ba26bfdda3fc58295ea89b866117ecdB86ab42d66Tb94cel1f27a4c221d4649
Status: Downloaded newer image for portainer/portainer-ce:latest
12496e61ee8addcffi1a3al8ff95ade6802c951622febedabe?2b23a630d6bbBS2
sysadmin@docker :~

Install portainer

3. Check the Portainer

The following command can be used to determine whether
Portainer is operating or not:

docker ps

sysadmin@docker :~ er
CONTAINER ID  IMAGE COMMAND CREATED STATUS PORTS
NAMES
12496e61 "fportainer” 4 minutes ago Up 4 minutes 0.6.6.6:86006->8
) B 3 tcp  portalner

94dd458f891c 2dis . minutes ago Up 29 minutes
redis

2a976b236645 nginx " fdocker-entrypoint.." 31 minutes ago Up 31 minutes 8a/tcp
nginx

sysadmin@docker i~

Check the container

4. Access the Portainer

After that, open your browser and type:

https://your IP server:9443
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There will be an image like below:

Your connection isn't private

Attackers might be trying to steal your information from 192.168.56.100 (for example,

passwords, messages, or credit cards). Learn more about this warning

NET:=ERR_CERT_AUTHORITY_INVALID

Click Advanced

A picture similar to the one below will appear when you
click the Advanced button:
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Your connection isn't private

Attackers might be trying to steal your information from 192.168.56.100 (for example,

passwords, messages, or credit cards). Learn more about this warning

NET:ERR_CERT_AUTHORITY_INVALID

Hide advanced m

This server couldn't prove that it's 192.168.56.100; its security certificate is not trusted by
your computer's operating system. This may be caused by a misconfiguration or an

attacker intercepting your connection.

[Continue to 192.168.56.100 (unsafe)|
L |

Q

Click the unsafe link

Click the unsafe link in your browser, and then there will
be an image like below:

< . :
Erpor’romer.lo

New Portainer installation

I Your Portainer instance timed out for security purposes. To re-enable your Portainer instance, you will need to restart Portainer. ]

For further information, view our documentation.

&

Restart Portainer
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If you have an error like the picture above, then restart
Portainer by running the command below:

docker restart portainer

Enter the desired name and password, then click the Create
user button, and you will see an image below:

3 porrainer.io

)]

New Portainer installation
Please create the initial administrator user.

Username admin

Password

Confirm password X

& The password must be at least 12 characters long.

[ Allow collection of anonymous statistics. You can find more information about this in our privacy policy.

? Restore Portainer from backup

Write the username and password

The Portainer dashboard will appear. Click the Get Started
box like in the above image, and there will be an image
below:
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@ Upgrade to Business Edition Environment Wizard

portainer.io Quick Setup & 0 ® & admin v

MMUNITY EDITION
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Click the Get Started box

There will be an image below:

@ Upgrade to Business Edition Enviropments
Home & 4 ® & admin v
& Environments Q Search by name, group, tag, status, URL... 2 Refresh

Click on an environment to manage

Platform Conne... Status Tags Groups Agent ... Clear all | Sort ...

Administration
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User-related =1 t 4
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Settings

portainer.io Community Editio S n
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The Portainer dashboard

Click on the red box, and there will be an image below:
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Upgrade to Business Edition Environment summary
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The information about the container(s) in Docker

I have 4 containers in my server, but I want to detail each
container, so I click in the red box, and there will be an
image below:

Container list & O ® & admin v

@ Containers Q Search.. + Add container [liyy]

4 [ d
Namel State  Filter ¥  Quick Actions Stack Image Created IP Address Published Ports
alpine exited - code 0 NG - alpine 2025-04-09 22:33:27
nginx [ running | BO.W>~& - nginx 2025-04-09 22:31:40  172.17.0.2
portainer m BQ@u>e - portainer/portainer-ce  2025-04-09 22:57:56 172.17.0.4 &'8000:8000 F9443:¢
redis [ running | B ®m>- ¢ - redis 2025-04-09 22:33:08 17217.0.3

4 >

ltems per page 10 v

The detailed information of each container

If I want to display the resource of the Redis instance,
click the icon in the red box, and there will be a display
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below:

Containers > redis > Stats

Container statistics

() About statistics

This view displays real-time statistics about the container redis as well as a list of the running processes inside this container.
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The resource is displayed in a container

IT I want to access a container,
the red box:

Container list &

© Containers
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Q Search...
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I click the icon like 1in

2 admin v

+ Add container m

Published Ports
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Items per page 10 .n

There will be a display like in the image below:

=
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Container console O @ & admin v

>~ Execute

Command 4 /bin/bash v

Use custom
command

User @

Click the Connect button after you choose the options

Select the command used in the container and select the
desired user. After that, click the Connect button, and
there will image like in the image below:

Container console 4 ® & admin v

>~  Execute

Exec into container as default user usingcommand bash (@ m

Access to the container

You can access the inside of the container and give the
Linux command from your browser to the container. From this
tool, you can see the images in your Docker when you click
Images, like in the image below:
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Display the Images

You can display the Volume in Docker after you click the
Volumes, like in the image below:

© Upgrade to Business Edition Networks

portainer.io AL I 8 ® & admin v

COMMUNITY EDITION

. + Add network 2
Home & Networks Q Search. :

local Name | Stack Driver Attachable IPAM Driver IPV4 IPAM Subnet IPV4 IPAM Gateway IPV6 IPAM Subnet IPV6 IPAM Gateway

bridge| System - bridge false default 17217.0.0/16 17217.01
Dashboard

Templates host [system - host false default

2 Stacks

Containers none | System - null false default

= Images

Networks Items per page | 10 v
Volumes

Events

Host ™

Display the Volumes

Note

If you want to monitor Docker on another server using
Portainer, you have to install the agent using the command
below:

curl -L https://downloads.portainer.io/agent-stack.yml -o agent-stack.yml &&
docker stack deploy --compose-file=agent-stack.yml portainer-agent
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