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The previous article explained the basic commands in the
PostgreSQL database. This article will explain how to set up
a user in PostgreSqQL.

Problem

How to manage a user in PostgreSQL?

Solution

By default, PostgreSQL runs MD5 encryption to save
PostgreSQL user passwords in the pg authid table. However,
since PostgreSQL version 10 and later, PostgreSQL has added
scram-sha-256 encryption, which is more secure compared to
MD5 encryption. To use this encryption, you have to go to
the /etc/postgresql/18/main/postgresql.conf file if you use
PostgreSQL 18 and look for the word scram-sha-256 in the
file, and open the fence located to the left of the word so
it looks like the one below:

password encryption = scram-sha-256

Then restart PostgresQL using the command:

sudo systemctl restart postgresql

A. List all users

To see all users in PostgreSQL, type the following command:

\du
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List of roles

postgres= I
List all users in PostgreSQL

By default, PostgreSQL uses the postgres user to access all
databases in PostgreSQL.

B. Create a new user

To create a new user in PostgreSQL, use the format below on
the PostgreSQL server:

create user username with encrypted password 'your-password';

For example, if you want to create a mydb user user with the
password gwerty, then use the command below:

create user mydb user with encrypted password 'qwerty’;

postgres=# create user mydb_user with encrypted password 'gwerty’ ;
CREATE ROLE
postgres=# \du
List of roles
Attributes

., Replication, Bypass RLS

Create a user in PostgreSQL

C. Change user password

To change the password in PostgreSQL, use the format below:

ALTER USER username WITH PASSWORD 'your password';
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For example, if you want to change the password for the
mydb user to glw2e3, then use the command below:

ALTER USER mydb user WITH PASSWORD 'qlw2e3';

ALTER USER mydb_user WITH PASSWORD 'glw2e3’
ROLE

Change the password in PostgreSQL

D. Create a user privilege

To give the user privileges for a database in PostgreSQL
using the format below:

GRANT permission type ON db name TO username;

For example, in the previous article, you created a mydb
database, so use the command below to grant all permission
types:

grant all privileges on database mydb to mydb user;

postgres=: grant all privileges on database mydb to mydb_usei:l

GRANT
Grant all to the user in PostgreSQL

If you want a user to only be able to view the mydb database
for the sysadmin user, use the command below:

CREATE user john with encrypted password '123456';
GRANT CONNECT ON DATABASE mydb TO john;

\c mydb

GRANT USAGE ON SCHEMA public TO john;

GRANT SELECT ON ALL TABLES IN SCHEMA public TO john;
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mydb=# CREATE user john with encrypted password '123456";
CREATE ROLE

mydb=+ GRANT CONNECT ON DATABASE mydb TO john;

GRANT

mydb=+ \c mydb

You are now connected to database "mydb" as user "postgres”.

mydb=+ GRANT USAGE ON SCHEMA public TO john;

GRANT

mydb=+ GRANT SELECT ON ALL TABLES IN SCHEMA public TO john;
GRANT

mydb= I

Grant viewer only in PostgreSQL

To see the grants you have made in PostgreSQL, use the
command:

UTF8

|
| UTF8 ibc kB | pg_default | default administrative tion database

| UTF8 c UTF-€ kB | pg_default | unmodifiable empty database

! | ostgres | |

| UTF8 c kB | pg_default | default template for new databases
| | C gres | |

mydb=+ [

List all grants in PostgreSQL

E. Remove a user privilege

If you want to remove a privilege from a user, you can use
the format below:

REVOKE permission type ON table name FROM user name;

For example, if you want to remove a privilege for
mydb user, use the command below:

REVOKE all privileges on database mydb FROM mydb user;
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List of databa
Encoding | Locale Provider | Collate ype Locale | ICU Tablespat

UTF8 en_L 7 k fault | default administrative tion database
UTF8 en_US.UTF-8 | . 7 g_default | unmodifiable empty database

I postg |
UTF8 en_US.UTF-8 | . =c/postgre 7742 k default | default template for new databases

| postg ostgr

(4 rows)

mydb=+ REVOKE all privileges on database mydb FROM mydb_user
REVOKE

List of datab
Local i | Locale | ICU Ru

en_US.UTF-8
|
|
postq | postg UTF8 en_US.UTF-8 default administrative database
template® | postgr UTF8 en_US.UTF-8 . =c/postg 1 unmodifiable empty database

templatel s UTF8 en_US.UTF-8 . g a2 default template for new databa

Revoke all grants from a user

Or, use the below command if you want to revoke from user
john:

REVOKE CONNECT on database mydb FROM john;

List of databases
e Provide Collate C Locale | ICU Rules e S ription
3.UTF-8 | S. ostgr pg_default
| |
|
JTF-8 | Pg default administrative ection database

| UTF8 5.UTF-8 | S. kB | pg_default | unmodifiable empty databa

| |
| UTF8 5.UTF-8 | S. K pg_default default template for new datab

FROM john;

5.UTF-8 | S. gr B | pg_default
|
STF-8 | 5 B | pg_default | default admin:
UTF8 TR~ pg_default | unmodifiable empty database

uTF8 STF-8 | stg pg_default | default template for new databases
|

Revoke connect only from a user

F. Delete a user

Use the format below to delete a user in PostgreSQL:

DROP USER username;

If you want to delete mydb user, use the command below:

DROP user mydb user;
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mydb=# DROP user mydb_user;
role "mydb_user” dropped because some objects depend op it

DETAIL: privileges for database mydb
mydb= I
Error when dropping a user in PostgreSQL

You can see from the image above, there is an error when you
want to delete a user. So, you have to remove some objects
that depend on it. Use the command below:

REVOKE all privileges on database mydb FROM mydb user;

and then delete the user using the below command:

DROP user mydb user;

mydb=# REVOKE all privileges on database mydb FROM mydb_user;
REVOKE
mydb=+ DROP user mydb_user;

DROP ROLE
mydb= I

Drop a user in PostgreSQL

Note

If you want a user to only be able to access the PostgreSQL
database for a certain time, for example, until January 31,
2030, use the command below:

ALTER USER mydb user VALID UNTIL 'Jan 31 2030';

ALTER USER mydb_user VALID UNTIL 'Jan 31 2838

ROLE

Provides time constraints for users in PostgreSQL

References

medium.com
datacamp.com



https://sysadminpedia.com/wp-content/uploads/2025/11/db-postgresql-user-11.png
https://sysadminpedia.com/wp-content/uploads/2025/11/db-postgresql-user-12.png
https://sysadminpedia.com/wp-content/uploads/2025/11/db-postgresql-user-13.png
https://medium.com/coding-blocks/creating-user-database-and-adding-access-on-postgresql-8bfcd2f4a91e
https://www.datacamp.com/doc/postgresql/grant

digitalocean.com
sentry.io



https://www.digitalocean.com/community/tutorials/how-to-use-roles-and-manage-grant-permissions-in-postgresql-on-a-vps-2
https://sentry.io/answers/how-to-change-user-password-in-postgresql/

