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By default, if you want to access the MariaDB database, then
you have to access it using the CLI. However, this method 1is
a bit difficult, especially for those who are not used to
the CLI. So you need an application that can display the
database in the GUI, and you can interact with the database
using the application. One application that is often used is
the PHPMyAdmin application.

Problem

How to install PHPMyAdmin on Linux?

Solution

phpMyAdmin is an open-source, free MySQL and MariaDB
administration tool, and as of this writing (November 2025),
this application has version 5.2.3. This application is a
web application and is written using PHP. Before installing
the PHPMyAdmin application, you must have installed the
database on your Linux server, and you must have provided a
password for the database. Here is how to install the
PHPMyAdmin application on Linux, based on the distro:

Ubuntu/Debian

sudo apt update
sudo apt install phpmyadmin php-mbstring php-zip php-gd php-json php-curl

RockyLinux/AlmaLinux/Cent0S

yum install httpd
yum install php-phpmysql

OpenSUSE
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sudo zypper install apache2

sudo zypper install php7 php7-mysql apache2-mod php7 phpMyAdmin

This article will install PHPMyAdmin on Ubuntu 24.04 and run

the command below:

sudo apt update

sudo apt install phpmyadmin php-mbstring php-zip php-gd php-json php-curl

During installation, a pop-up will appear as below:

Web server to reconfigure automatically:

[*] apache2
[ 1 lighttpd

| Configuring phpmyadmin |
Please choose the web server that should be automatically configured to run phpMyAdmin.

¢y

-

Select the web server

Select the web server used, and I

use the Apache web server,

and click OK. Then there will be another pop-up like below:

} Configuring phpr
The phpmyadmin package must have a database installed and configured before it can be used. This can be

If you are an advanced database administrator and know that you want to perform this configuration man
option. Details on what needs to be done should most likely be provided in /usr/share/doc/phpmyadmin.
Otherwise, you should probably choose this option.

Configure database for phpmyadmin with dbconfig-common?

in |
optionally handled with dbconfig-common.

ually,

or if your database has already been installed and configured, you should refuse this

Configuring phpmyadmin

Choose Yes, and the installation will continue,

that, you must enter the password
image below:

&3

but after
for phpadmin as in the
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I Configuring phpmyadmin

Please provide a password for phpmyadmin to register with the database server. If left blank, a random password will be generated.

MySQL application password for phpmyadmin:

<0k> <Cancel>

Enter the password

Enter your password, click Ok, and then there will be an
email confirmation as in the image below:

—| Configuring phpmyadmin I—

Password confirmation:

<0k= =Cancel=>

Password confirmation

Enter your password again, click Ok, and the installation
process will continue. And you have to wait until the
installation process is complete. After that, open your
browser and type the URL below:

http;//your ip server/phpmyadmin

There should be a display like the image below:
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Welcome to phpMyAdmin

Language

English A

Login &
Username:;

Password:

Log in

Enter username and password

If there is no display like the one above, it looks like you
have to open port 80 on your server. Enter your username and
password in your MySQL/MariaDB Database, and if there are no
errors, then there will be a display like in the image
below:
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£ se localhost:3306

phpMyAdmin
f-¥ T Iaf- 1)

Recent Favorites
® General settings Database server

(J Databases | [] sQL (g Status 13- Useraccounts Export [ Import 4* Settings Il Replication ] Variables = Charsets (g Engines 3 Plugins

& New
) db_office @ Change password « Server: Localhost via UNIX socket
8 Infoonationieciey = Server cannection collation: @  utf8mb4_unicode_ci v O S D
mysql « Server connection: SSL is not being used &
#° More settings N
« Server version: 10.11.13-MariaDB-0ubuntu0.24.04.1 - Ubuntu 24.04

) performance_schema

« Protocol version: 10

: sys - * User: root@localhost
2abbix Appearance settings + Server charset: UTF-8 Unicode (utf8mba)
&’ language @ English v

@Theme | pmahomme ~ | Viewall ) Web server

+ Apache/2.4.58 (Ubuntu)

« Database client version: limysql - mysqind 8.3.6
« PHP extension: mysqli @ curl @ mbstring @ sodium @
* PHP version: 8.3.6

phpMyAdmin

« Version information: 5.2.1deb3

* Documentation
+ Official Homepage
» Contribute

« Get support
« List of changes
« License
[}
'ml Console b

Access to PHPMyAdmin

To see all the databases in your database, click Database as
shown in the image below:

) |Databases| [ sQL (G, Status =- Useraccounts =} Export [« Import

Databases

| Create database & |

‘ Database name utfémb4_general_ci w Create

™
Check all |= Drop |
-

Database = Collation Action

[] db_office utfBmb4 general ci a:z Check privileges
|| information_schema utf8mb3_general_ci =: Check privileges
L | mysqgl utf8mb4 general ci =s Check privileges
| | performance_schema utf8mb32 general_ci =: Check privileges
| | phpmyadmin utf8mb4 general_ci =s Check privileges
| sys utf8mb3_general_ci == Check privileges
[] zabbix utf8mb4 _bin &z Check privileges n
Total: 7 -
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List all databases

You can also perform queries in the SQL section, as in the
image below:

i Datahases !;r s Status a7 Useraccounts = Export [i Import 47 Settings Il Replication = | Variables = Charsets i Er

Run SQL query/queries on server “localhost™ &

1 SHOW DATABASES;

Clear | Format Get auto-saved query
Bind parameters &

Bookmark this SQL guery:

Delimiter |; Show this query here again Retain query box Rollback when finished B Enable foreign key checks S
Execute query in PHPMyAdmin

And you can see the history of queries that you have done in
PHPMyAdmin in the console section, as in the image below:

Show query box

+ MySQL returned an empty result set (i.e. zero rows). (Query took 0.0000 seconds.)
use db_office;

[Editinline]{ Edit] [ Create PHP code ]

[ ., Error: #1046 No database selected ]

[ i, Current selection does not contain a unique column. Grid edit, checkbox, Edit, Copy and Delete features are not available. & ]

Your SQL query has been executed successfully.

SHOW TABLES;

[ Profiling [ Edit inline ] [ Edit11 Create PHP code ][ Refresh ]
Extra options

Tables_in_db_office
employee

Query results operations

& Print 3¢ Copy to clipboard % Create view

[ Bookmark this SQL query

[[] Let every user access this bookmark
Label:

e | ey, e ey GET

Press Ctrl+Enter to execute query
=SHOW DATABASES;

>show tables;

>SHOW TABLES;

>
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Show the history of the query in PHPMyAdmin

And in the console section, you can also perform queries by
pressing Ctrl+Enter after you write the query. In fact, this
application also provides an advisor feature to provide
recommendations for your MariaDB database, as shown in the
image below:

Databases | [] saL |

Status| = Useraccounts &) Export [zl Import ° Settings || Replication §»| Variables | = Charsets (4 Engines 3 Plugins
Server Processes Query statistics All status variables Monitor
Advisor system

© Instructions

Possible performance issues

Uptime is less than 1 day, performance tuning may not be accurate ~

than 1 day, performance tuning may not be accurate.

ceurate averages it is recommended to let the server run for longer than a day before running this analyzer

Justification:
The uptime is only O days, 2 hours, 15 minutes and 40 seconds

Used varlable / formula:
Uptime

Test:

ong_query_time is set to 10 seconds or more, thus only slow queries that take above 10 seconds are logged.

R GRGRGRERY

om a fixed position is high o«

Recommendation for your database in phpMyAdmin

Note

It is highly recommended to restrict access to the
PHPMyAdmin application. Therefore, this application should
only be allowed on certain IPs, for example, office IPs. And
you can make these restrictions in the /etc/apache2/conf-
available/phpmyadmin.conf file in the /usr/share/phpmyadmin
section. For example, if you want only IP 192.168.56.1 to be
able to access this application, then add the script below:

# Limit IP
Order Deny,Allow
Deny from All
Allow from sysadminpedia.com
Allow from 192.168.56.1
Allow from 127.0.0.1
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# limit 1il

ib/phpmyadmin/tmp
e open_basedir /usr/ re/phpmyadmin/ : /usr/share/doc/phpmyadmin/ : /etc/phpmyadmin/:/var/lib/phpmyadmin/:/usr/share/php/:/usr/share/javascript/

e upload_tmp_dir /va ib/phpmyadmin/tmp

e open_basedir /usr/ re/phpmyadmin/ : /usr/share/doc/phpmyadmin/: /etc/phpmyadmin/:/var/lib/phpmyadmin/:/usr/share/php/:/usr/share/javascript/

IP limitation in PHPMyAdmin

After that, restart your web server. Now you can’t open the
phpMyAdmin application except at the IP you have specified
in the phpmyadmin.conf file
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