How to Configure UFW to be Port
Forwarding?
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The previous article explained how to configure the
firewalld to become a port forwarding. This article will
explain how to configure ufw applications in Ubuntu to
become a port forwarding.

Problem

How to configure ufw to be port forwarding?

Solution

There are 2 methods of port forwarding: forward the
connection of a port to one IP/device and forward the
connection of a port to a different IP/device.

A. Forward to the same IP/device

Suppose you have an Ubuntu server with IP address
192.168.56.102 and want to close port 22 but open port 43210
if someone wants to access the server via SSH. Change the
SSH port like in this article, and you have to enable ufw in
the server using the command below:

sudo ufw enable

Answer the question by pushing the y button. Now type the
below commands to open port 22 and port 43210:

sudo ufw allow 43210/tcp

Check the SSH port using the below command and make sure the
SSH port is pointed to the new port (port 43210) like in the
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below image:

dmin@Ubuntu2484:~5 sudo s tulnp gre
LISTEN © 128 18.8.8.8:43216 |  0.8.8.8:

LISTEN @

dmin@Ubuntu2484 :

éheck the port

If the port is still connected to port 22, you can go to
this article to change the SSH port. Now, try to access the
server using the command below:

ssh sysadmin@l192.168.56.102 -p 43210

* Documentation: https://help.
* Management :
* Support:

This system has been minimized by removing packages and content that are
on a system that users into.

To restore this content, you the 'unminimize' command.
Last login: Wed May 14 16:39:89 28625 from 192.168.56.1
sysadmin@Ubuntu2464 :~

Access to the server via SSH using the port

You should access the server like in the image above. Now,
you want to implement the port forwarding in the ufw so the
sysadmin doesn’t need to write -p 43210 anymore. So, you
have to configure the before.rules file in the /etc/ufw
folder. In short, before.rules typically contains rules that
handle essential network traffic before ufw’s User-Defined
Rules are applied. I think you have to backup the file
before you configure the file using the below command:

sudo cp /etc/ufw/before.rules /etc/ufw/before.rules.ori
sudo vi /etc/ufw/before.rules

After that, copy the script below to the file before the
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*filter section:

# Port forwarding from port 22 to port 43210

*nat

:PREROUTING ACCEPT [0:0]

-A PREROUTING -p tcp --dport 22 -j REDIRECT --to-port 43210
COMMIT

fw command line added rules. Custom

PREROUTING -p tcp REDIREGT
COMMIT

# Don't delete these required lines, otherwise there will be errors
*filter

:ufw-before-input - [©8:8]

:ufw-before-output - [8:8]

:ufw-before-forward - [8:8]

:ufw- -local - [8:8]

# End required lines

Configure the before.rules file

Restart ufw using the command below:

sudo ufw reload

Now, try to access using the command below:

ssh sysadmin@192.168.56.102

You should access to the server without writing the port
anymore like in the image below:


https://sysadminpedia.com/wp-content/uploads/2025/05/linux_port_forwarding_ubuntu_2.png

ysadmin@lubuntu: 5)
sysadmin@192.168.56.182"s
Welcome to Hhuntu 24.84.2 LTS IGNUILIHU1 6.8.8 ric x86_64)

* Documentation: https://help
* Management :
* Support:

This system has been minimized by removing packages and content that are
on a system that users into.

To restore this content, you the 'unminimize' command.
58 3 125 from 192.168.56.1

sysadmin@Ubuntu2404 :~
Access to the server without writing the port

B. Forward to the different IP/device

Suppose you have a Ubuntu server with IP address
192.168.56.102 and port 22 is available. You would like
users who access the server using SSH to forward to port 22
with IP address 192.168.56.2 using RockyLinux. So, these are
the steps:

1. Configure ufw

Check your Ubuntu server to see whether UFW is running on
the server using the command below:

sudo ufw status

IT it still doesn’t run, use the command below to have ufw
run on that server:

sudo ufw enable

Answer the question by pushing the y button. Then, open port
22 by using the command below:

sudo ufw allow 22/tcp
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To run the forwarding port on UFW, you must configure the
before.rules file in the /etc/ufw folder. In short,
before.rules typically contains rules that handle essential
network traffic before ufw’s User-Defined Rules are applied.
I think you have to backup the file before you configure the
file using the below command:

sudo cp /etc/ufw/before.rules /etc/ufw/before.rules.ori
sudo vi /etc/ufw/before.rules

After that, copy the script below to the file before the
*filter section:

*nat
:PREROUTING ACCEPT [0:0]
:POSTROUTING ACCEPT [0:0]

# Forward traffic from 192.168.56.102:22 - 192.168.56.2:22
-A PREROUTING -d 192.168.56.102 -p tcp --dport 22 -j DNAT --to-destination
192.168.56.2:22

# Masquerade outgoing traffic (adjust eth® to your outgoing interface)
-A POSTROUTING -s 192.168.56.0/24 -o ethO -j MASQUERADE

COMMIT



PREROUTING

POSTROUTING
COMMIT

# Don't delete these req

*filter

Configure the before.rules file

2. Enable IP Forwarding
Go to the /etc/default/ufw file and change the file from:

DEFAULT FORWARD POLICY="DROP"

to

DEFAULT FORWARD POLICY="ACCEPT"

After that, go to the /etc/sysctl.conf file and uncomment or
add in the file:

net.ipv4.ip forward=1

And run the below commands:
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sudo sysctl -p
sudo ufw reload

3. Test the result

Now, try to access the Ubuntu server which has an IP
192.168.56.102 and you should be forwarded to the Rockylinux
server that uses IP 192.168.56.2 like the below image:

ssh sysadmin@l92.168.56.102

group default qlen 1

mtu 15688 gdisc fg_codel state UP group default qlen 1888
brd ff ff ff:ff:ff:ff
scope global dynamic noprefixroute enp8s3

3. enp@sS:
link/ether
inet
valid_1ft f
inet6 f :
valid_1ft forever preferred_1ft forever
[sysadmin@RockylLinux9 ~] I

Test access

If you have a display like the image above, you have
succeeded in making ufw as a forwarding port to a different
IP/device.

Note

If you get an error like this:

WARNING: REMOTE HOST IDENTIFICATION HAS CHANGED!
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IT POSSIBLE THAT SO (0 (0

Someone could be eavesdropping on you right now (man-in-the-middle attack)!

It is also possible that a host key has just been changed.

The fingerprint for the ED25519 key sent by the remote host is

SHA256 :ndxaZMWD21t916QY56d5xRzEEBpnd3rRBCdMBxIbZX1g.

Please contact your system administrator.

Add host key in /home/sysadmin/.ssh/known_hosts to get rid of this message
Offending ED25519 key in /home/s) n/ /known_hosts

Host key for 192.168.56.182 strict checking.
Host key verification

sysadmin@lubuntu:~

Error when connecting the server via SSH

When you get this error, the system gives the clue to solve
this error. Based on the picture above, you can go to the
/home/sysadmin/.ssh/known_hosts file and delete line 6 or
you run the command below:

ssh-keygen -f '/home/sysadmin/.ssh/known hosts' -R '192.168.56.102'

References

baeldung.com
gist.github.com
tecadmin.net
bobcares.com



https://sysadminpedia.com/wp-content/uploads/2025/06/linux_port_forwarding_ubuntu_8.png
https://www.baeldung.com/linux/ufw-port-forward
https://gist.github.com/kimus/9315140
https://tecadmin.net/setup-port-forwarding-using-ufw/
https://bobcares.com/blog/ufw-port-forwarding/

