How to Allow Access to the Linux
Server Only Using SSH Key
Authentication?
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By default, the Linux server will ask to enter a username
and a password if someone accesses the server via SSH.
However, the previous article explained that you can access
the Linux server using the passwordless SSH login method.
Now I want my Linux servers to only allow access via SSH key
authentication or SSH passwordless login.

Problem

How to allow access to the Linux server only using SSH key
authentication?

Solution

You can make the security of your Linux server stronger by
restricting access to the Linux server using SSH key
authentication. It means the remote server can only being
able to accessed the server for those who already use SSH
passwordless login, so that if another user wants to access
the server, it will be rejected. To allow access to the
Linux server only using SSH key authentication, change the
configuration in the /etc/ssh/sshd_config file by looking
for the line containing PasswordAuthentication and setting
it to no, as in the script below:

PasswordAuthentication no

After that, restart the SSH service using the command below:

Ubuntu/Debian

systemctl restart ssh
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RockyLinux/AlmaLinux/Cent0QS

systemctl restart sshd

You should not be able to access the server when you try to
connect to it using SSH. This means your SSH configuration
is correct. Below is an example of an error that occurs when
accessing via Putty:

PuTTY Fatal Error

Mo supported authentication methods available (server sent:
publickey,gssapi-keyex.gssapi-with-mic)

Can not access the server from Putty

For example, in the previous article, the sysadmin user on
the Ubuntu server could access the RockyLinux server because
he had used SSH Passwordless Login as in the image below:

¥

sysadmin@ubuntu2464 :~5 ssh sysadmin@192.168.56.2
| ast login: Mon Dec 36 87:30:12 2024 from 192.168.56.1

[sysadmin@RockyLinux9 ~]
Can access the server from the Ubuntu server

I can not access the RockyLinux server if I access it via
the OpenSUSE server, as in the image:

sysadmin@opensusel5:~> ssh sysadmin@®192.168.56.2
sysadmin®192.168.56.2: Permission (publickey, gssapi-keyex, gssapi-with-mi
sysadmin@opensuselb:~>
Can not access the server from the OpenSUSE server
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If you want to add another user to be able to access the
server, you have to copy the .ssh/id _rsa.pub file and put it
into the remote server in the .ssh/authorized keys file. You
can use the help of a user who can access the server to put
the file. Look at the image below, where I have included the
id rsa.pub file for the sysadmin user on the OpenSUSE server
on the RockyLinux server:

from 192.168

/authorized_key
S sa AAAAB3NzaC1yc2EAA AABgQDRkJje]jQovq| 37Cx5gBCSTTYNkfmzecn11mCg7P2DvFri+2uH+1PJpTHNTQFCIVy2HebLMxn1KAGZBYbhk74eulpSHWD14DBIgWYCZEYDr605FgfwheXtpBXeVKcGMqVCK7LkedqGw1UQx48RU
ALZAWIAXc5m7Zq3ghv7BsIX3fjZG3117GSQhEKC1/n15T/eEMHS HGZz9M/Yq2JK3qivl15tRMUotDe5zRt1jyHLD s /yET+UwhbxLLRANF7m9yyg5M2scmadMs4ROBBQ8AthKe5agyINNBSEZST1xBLP5qVHSPGMQXKWJI7XXT46GeAFhjFO6e94D
YdvzNJFfh+scXePQFG43CKn+d8vemQYDJKCALF4r3d7TK42q9z1EIdhyujYZ8VZ53B/pQJFCOpOB 1w/ UsKTmLOMONS 541y 8IZ9KJLLpIRXdIMEqi20E3UHXUNjbdepvASIPChvFCKG14VUKrdZdMVoTr7bqZeAELPeDTyAs= sysadmin@ubuntu2484
ckyLinux9 ~]

ckyLinux9 ~]$ vi .ssh/authorized_keys
ckylinux9 ~]
ckyLinux9 ~]$ cat .ssh/authorized_keys

ATz4WIAxc5m72q3ghv7BsIX3fjZ631156SQhEkCq1/n15T/eEMH8zXQqtv4ADhHGZOM/Yq2JK3qivl5tRMUotDc52zRtijyHLD]s/yET+UwhbxLLRANF7m9yyg5M2scmadMs4ROBBQ8AthKe5agyINNBSEzS1xBLP5qVHsPGHQOXKWJ7XXT466eAFhjF06e94D
YdvzNJFfh+scXePQFG43CKn+d8vemQYDJKCALF4r3d7TK42q9z1EIdhyujYZ8VZ53B/pQJFCBpOBTw/UsKTmLBMONS541y 8179k JLLpIRXdImEqi20E3UHXUN]jbdcpvAS9PChvFCkG14VUkrdZdMVoTr7bgZeAELPeDTy; sysadmin@ubuntu2484
ssh-rsa AAAAB3NzaC1yc2EAAAADAQABAAABgQCKE)46Jh08+XF8001coemWTvvbMeF fHalBKA] vbAL SURTUXgQMIIL rAmMJKh69DFxONG038Qch3cJ90BxbwnfTSOCCGSEIBY4AGHrY /X611 TRWJmMMAZYyYq4dPzL /eKY1XgGuczpQjgacISDzEybV2si
myDO1t5WXy5vQic+e2BJ+beZsn7V/ReGMZadplvS5h7KvONTUDOWX8BGCX7gHv31Z21gb287 Vyrpiy+3YQx165aEZh1QJSBA+KrmFBmAsvar+EsVEB86gP36RmMUCcGAY faJPeX1KS4N/3UiIHXCXMXZQXEuSceK/vYGs/dD55nwliwp 5YVbK5RP4h92 jHLBL

Km1uA71YKTKNJAXP1+FEbZR1WsxhKVRD7 I3C0uzIEanoJmidHVHO1c7qoPv32Iim/gT6CaDizjcURAC3NFpSTJ1XBT21082CRZ3FK8COSY /CILduzXJyluN2gzUxwF sa+TILTQLOB1Trnf5PtUogmx58BSwqUmO8= sysadmin@opensuseld
[sysadmin@RockylLinux9 ~]

Put the id rsa.pub into the remote server

I tried to connect again to the RockyLinux server using the
sysadmin user on the OpenSUSE server. I can access the
server as shown in the image below:

sysadmin@opensuselb:~> ssh sysadmin@192.168. 5¢
sysadmin@192.168.56.2: Per Of (publickey, gssapi-keyex, gssapi-with-mic).
sysadmin@opensusels:~

sysadmin@opensusel5 :~:

sysadmin@opensusels ssh sysadmin®192.168. 5¢

Last login: Tue De B85:38:37 from 192.168.56.166
[sysadmin€RockyLinux9 ~]

Can access the server from the OpenSUSE server

Note

Make sure the remote server already contains authorized keys
files from other servers so that it doesn’t make things
difficult for you in the future.
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