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Windows Host and a Linux Guest in
VirtualBox?

written by sysadmin | 2 July 2025

The previous article explained how a folder is shared
between a Windows host and a Windows guest in VirtualBox.
This article will explain how to share a folder between a
Windows host and a Linux guest in VirtualBox.

Problem

How to share a folder between a Windows host and a Linux
guest in VirtualBox?

Solution

I use VirtualBox version 7.1.4 in this article and below are
the steps so that you can share a folder between a Windows
host and a Windows guest in VirtualBox:

A. In the Host

Create a folder on your host and I create a VirtualBox
folder on drive D like in the image below:
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B. In the Guest

You don’'t need to install a driver if you use Linux as a
guest. You need to configure the shared folder in
VirtualBox. Go to Settings — Shared Folders and click the
icon like in the image below:
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Click the icon in the Shared Folders section

Fill the columns like in the image below:
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Folder Path: D:\VirtualBox
Folder Name: VirtualBox
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ra
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Settings the shared folders

Click the OK button and the shared folder will appear like
in the image below:
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The shared folder appears

Click the OK button. After that, turn on your virtual
machine by clicking the Start button like in the image

below:
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Make a folder in Linux and I created a folder /mnt/shared
using the command below:
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sudo mkdir /mnt/shared

Execute the below command to mount the shared folder with
your folder:

sudo mount -t vboxsf VirtualBox /mnt/shared

And you should be able to access the shared folder as shown
in the image below:
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Accessing the shared folder

You can add or remove the file in the shared folder like in
the image below:
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Create a new file in the shared folder
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Note

If you restart the Linux on your virtual machine, you will
lose your shared folder and you have to be recreated. To
avoid that, then use the command below to configure the
/etc/fstab file so that the shared folder is not lost when
this virtual machine is restarted:

echo 'VirtualBox /mnt/shared vboxsf rw 0@ 0' | sudo tee -a
/etc/fstab

Any guest using any Linux distribution should be able to
follow the above instructions.
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How to Share a Folder Between a
Windows Host and a Windows Guest in
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VirtualBox has a feature where you can access the files on a
folder in your host from your virtual machine. For example,
your host is Windows and you want to send some files to your
Windows virtual machine.

Problem

How to share a folder between a Windows host and a Windows
guest in VirtualBox?
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Solution

You can view or change the files from your host system from
within the guest system using Oracle VM VirtualBox's shared
folders capability. Shared folders physically reside on the
host and are then shared with the guest, which uses a
special file system driver in the Guest Additions to talk to
the host. For Windows guests, shared folders are implemented
as a pseudo-network redirector and the Guest Additions
provide a virtual file system For Linux and Oracle Solaris
guests. I use VirtualBox version 7.1.4 in this article and
below are the steps so that you can share a folder between a
Windows host and a Windows guest in VirtualBox:

A. In the Host

Create a folder on your host and I create a VirtualBox
folder on drive D like in the image below:
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B. In the Guest (VirtualBox)

To connect the folder, you need the driver to connect them
and the driver has been provided by VirtualBox that is
available in an ISO file. Go to this page to install the
driver. After you install the driver, configure the shared
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folder in VirtualBox. Go to Settings — Shared Folders and
click the icon like in the image below:
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Click the icon in the Shared Folders section

Fill the columns like in the image below:
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Settings the shared folders

Click the OK button and the shared folder will appear like
in the image below:
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The shared folder appears

Click the OK button. After that, turn on your virtual
machine by clicking the Start button like in the image
below:
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Turn on the VM

Go to This PC page and you will see the view in the image
below:
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Double-click the VirtualBox (Z:) and you should be able to
access the folder like in the image below:
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Now, you can access the shared folder

shared folder

file like in the image below:
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and you should add the
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You can configure the shared folder or mount the iso after
you turn on the virtual machine like in the image below:
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Configure the shared folder after turning on the VM
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How to Install the VirtualBox Guest
Additions?
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The Guest Additions in VirtualBox is used to optimize the
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guest operating system for better performance and usability.

Problem

How to install the VirtualBox Guest Additions?

Solution

The Oracle VM VirtualBox Guest Additions for all supported
guest operating systems are provided as a single CD-ROM
image file which is called VBoxGuestAdditions.iso. This
image file is located in the installation directory of
Oracle VM VirtualBox. These are the steps to install the ISO
in the Windows and Linux guests.

A. In the Windows guest

Open your VirtualBox, click your guest or your virtual
machine, click Settings — Storage, and then click the icon
like in the below image:
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Choose the VBoxGuestAdditions.iso like in the below image:


https://sysadminpedia.com/wp-content/uploads/2025/06/windows-shared-folder-virtualbox-1.png

m Windows 10 - Optical Disk Selector

Medium Selector

¢6 O
Add

Create Refresh

MName “ Virtual Size Actual Size
+* Attached

A Windows10 pro.lSO --
* Not Attached

VBoxGuestAdditions.iso 56,93 MB 56,93 MB

Search By Name =~

.

.
Choose Leave Empty Ca nch

Choose the iso

Click the Choose button and the iso will appear like in the
image below:
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The iso appear

After that, turn on your virtual machine by clicking the
Start button like in the image below:
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Turn on the VM

Go to This PC page and you will see the view in the image
below:
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Right-click the CD

Right-click the CD Drive and click Open, so there is a
display like in the image below:
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Choose the installer

Double-click on the installer in the red box if your guest
is 64-bit, and display it like in the image below:
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Choose the Reboot now and click the Finish button.

B. In the Linux guest

Open your VirtualBox, click your guest or your virtual
machine, click Settings — Storage, and then click the icon
like in the below image:
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Click the icon in the Storage section

Choose the VBoxGuestAdditions.iso like in the below image:


https://sysadminpedia.com/wp-content/uploads/2025/06/windows-shared-folder-virtualbox-ubuntu-1.png

m Ubuntu2404 - Optical Disk Selector

Medium Selector

GG O
Add

Create Refresh

MName “ Virtual Size Actual Size
* Attached
VBoxGuestAdditions.iso 56,93 MB 56,93 MB
A Windows10 pro.ISO -- —-

Search By Name ~ aﬁ 3

| 0
Choose Leave Empty Ca ncﬁ!ﬂ

Choose the ISO

Click the Choose button and the iso will appear like in the
image below:
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The IS0 appear

After that, turn on your virtual machine by clicking the
Start button like in the image below:
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Make a folder in Linux and I created a folder /mnt/cdrom
using the command below:

sudo mkdir /mnt/cdrom

Execute the below command to mount the shared folder with
your folder:

sudo mount /dev/sr® /mnt/cdrom/

Install some packages by running the command below:
Ubuntu

sudo apt update
sudo apt install -y bzip2 tar gcc make perl

RockyLinux/AlmaLinux/Cent0S

sudo dnf install -y bzip2 tar gcc make perl
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OpenSUSE

sudo zypper install -y bzip2 tar gcc make perl

After installation, go to the folder cdrom:

cd /mnt/cdrom

Execute the command below and wait until finish:

sudo sh VBoxLinuxAdditions.run

After that, reboot your virtual machine.

Note

Guest Addition will be very useful if your guest uses
graphics such as Windows 0S or Linux that have graphics
because it will improve performance and usability such as
Mouse pointer integration, better video support, shared
clipboard, and so on. But if you use the Linux CLI in the
guest, this guest addition will not be useful.
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The previous article explained how to shut down Windows 0S
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in one click. This article will explain how to reboot
Windows 0S in one click.

Problem

How to reboot Windows 0S in one click?

Solution
The following steps to reboot the Windows 0S in one click:
1. Create a shortcut

Go to the desktop, then right click and select New —
Shortcut as shown below:



View
Sort by

) Refresh

Undo Delete Ctrl+Z
New > Folder

Display settings Shortcut

e e i Microsoft Access Database

Bitmap image
Open in Terminal
Microsoft Word Document

2 IS 2 LTS Microsoft Access Database
Microsoft PowerPoint Presentation
Microsoft Publisher Document
WinRAR archive

Text Document

Microsoft Excel Worksheet

WiInRAR ZIP archive

Click New — Shortcut

2. Write a script

Write the script below:

shutdown.exe /r /t 0

In the section as shown below:


https://sysadminpedia.com/wp-content/uploads/2025/03/windows-turnoff-click-1.png

= Create Shortcut

What item would you like to create a shortcut for?

This wizard helps you to create shortcuts to local or network programs, files, folders,
computers, or Internet addresses.

Iype the location of the item:

shutdown.exe /r /t 0 Browse...

Click Next to continue.

Write the script

Then press the Next button, and then there will be a display
as below:
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€ , Create Shortcut

What would you like to name the shortcut?

Type a name for this shortcut:

Click Finish to create the shortcut.

Create a name for the shortcut

You can change the name for the shortcut, and after that,
press the Finish button, then there will be a display as
below:

B

Feboot

S

Display of the shortcut
icon
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3. Change the icon

Right-click on the icon, select Properties as shown below:

© ® ]

Copy Rename Share Delete

Open Enter
Share

Run as administrator

Open file location

Pin to Start

Add to Favorites

Compress to...

Copy as path Ctrl+Shift+C

/2 Properties Alt+Enter

Edit in Notepad
Edit with Notepad++

WinRAR

Show more options

Click the Properties

Then click the Change Icon button, and there will be a
display as below:
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‘4| Reboot Properties

Terminal Digital Signatures Security Details

X

Previous Versions

General Shortcut Options Font Layout Colors

;‘E Reboot

Targettype: Application

Targetlocation: System32

Target: C:AWindows\System32\shutdown.exe /r ft0

Startin: CAWINDOW S\system32

Shortcut key: Mone

Run: Mormal window

Comment:

Open File Location Change lcon... Advanced...

Click the Change Icon button

There will be a display as below:

=

Change lcon

X

| x The file C\Windows\System32\shutdown.exe contains no icons.

Choose an icon from the list or specify a different file.

==

Click the OK button
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Click the OK button, and after that, you can choose the icon
you like, but I chose the icon like in the red box, press
OK, then there will be a display as below:

Change lcon X

Look for icons in this file:

BaSystemRoot%\System32\SHELL32 Browse. ..

Select an icon from the list below:

(_

L

&

K E

BB &

DO B

& & ip -~

=40
/- ® %I

K Canc-:l n

]

Choose the icon

The shortcut icon will change to what you chose in the
previous section. After that, press 0K, the shortcut icon
will change the image according to what you choose.
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F

‘4| Reboot Properties p 4

Terminal Digital Signatures Security Details Previous Versions
General Shortcut Options Font Layout Colors

[T
Reboot

Targettype: Application

Targetlocation: System32

Target C\Windows\System32\shutdown.exe [rft 0

Startin: CAWINDOWS\system32

Shortcut key: Mone

Run: Mormal window hd

Comment

Open File Location Change lcon... Advanced...

Cancel Appl:«bl

The icon is changed

4. Move the 1icon

Move the icon to the taskbar by dragging it as shown below:

Drag the icon to the
Taskbar
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After the icon has been moved to the taskbar, you can delete
the icon from the desktop.

5. Test the result

After that, try clicking the icon in the taskbar, and your
Windows 0S should do the shutdown process.

Note

In this article, the time used is 0, so there is no time lag
after you click the icon with the shutdown process. You can
change it to the time you want, for example, to 5 seconds,
so that the script becomes like below:

shutdown.exe /r /t 5

Then there will be a break of 5 seconds after you finish
clicking the icon and the shutdown process.
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How to Turn Off Windows 0S in One
Click?

written by sysadmin | 2 July 2025

By default, if you want to turn off the Windows 0S on a PC,
laptop, or server, there are usually three stages to do
that. You will press the Start button first, then press the
Power button, and after that select the Shut down option.
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But you can turn off the Windows 0S just by pressing one
click.

Problem

How to turn off windows 0S in one click?

Solution
The following steps to turn off the Windows 0S in one click:
1. Create a shortcut

Go to the desktop, then right click and select New —
Shortcut as shown below:



View
Sort by

) Refresh

Undo Delete Ctrl+Z

New

Display settings

¢ Personalize

Open in Terminal

Show more options

Click New — Shortcut in the desktop

2. Write a script

Write the script below:

shutdown.exe -s -t 00 -f

In the section as shown below:

Folder

Shortcut

Microsoft Access Database
Bitmap image

Microsoft Word Document
Microsoft Access Database
Microsoft PowerPoint Presentation
Microsoft Publisher Document
WinRAR archive

Text Document

Microsoft Excel Worksheet

WiInRAR ZIP archive
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o Create Shortcut

What item would you like to create a shortcut for?

This wizard helps you to create shortcuts to local or network programs, files, folders,
computers, or Internet addresses.

Type the location of the item:

shutdown.exe -5 -t 00 -f Browse... |

Click Mext to continue,

Mext Cancell [

Write the script

Then press the Next button, and then there will be a display
as below:
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< . Create Shortcut

What would you like to name the shortcut?

Type a name for this shortcut:

fsiow]

Click Finish to create the shortcut,

Finish Canc_el. [

treate a name for the shortcut

You can change the name for the shortcut, and after that,
press the Finish button, then there will be a display as
below:
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shutdown

3. Change the icon

Right-click on the icon, select Properties as shown below:
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© ED = 0}

Copy Rename Share Delete

Open Enter
Share
Run as administrator
Open file location
Pin to Start
7 Add to Favorites
Compress to...
Copy as path Ctrl+Shift+C

' Properties Alt+Enter

Edit in Notepad

Edit with Notepad++
Share with Skype

WinRAR

Show more options
Click the Properties of the icon

Then click Change Icon, there will be a display as below:


https://sysadminpedia.com/wp-content/uploads/2025/03/windows-turnoff-click-5.png

‘A shutdown Properties p4

Terminal Digital Signatures Security Details Previous Versions
General Shortcut Options Font Layout Colors
,:?I'_ shutdown

Targettype: Application

Targetlocation: System32

Target CAWindows\System32\shutdown.exe -s -t 00 £

Startin: CAWINDOWS\system32

Shortcut key: MNone

Bun: Mormal window ~

Comment

Open File Location Change lcon... Advanced...

Click the change Icon

There will be a display as below:

Change lcon *

| a The file C\Windows\System32\shutdown.exe contains no icons.

Choose an icon from the list or specify a different file.

=S

Click the OK button
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Click the OK button and after that,, you can choose the icon
you like, but I chose the icon in the red box, press 0K,
then there will be a display as below:

Change lcon X

Look for icons in this file:
BaSystemRoot% System32\SHELL32 Browse. .

Select an icon from the list below:

[ Dy .
o lI' -

Choose the icon

The shortcut icon will change to what you chose in the
previous section. After that, press 0K, the shortcut icon
will change the image according to what you choose.

shutdowm

The icon is
changed

4. Move the 1icon

Move the icon to the taskbar by dragging it as shown below:
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(0)

shutdown

Drag the icon

After the icon has been moved to the taskbar, you can delete
the icon from the desktop.

5. Test the result

After that, try clicking the icon in the taskbar, and your
Windows 0S should do the shutdown process.
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Note

In the second part of the script writing, the time used 1is
0, so there is no time lag after you click the icon with the
shutdown process. You can change it to the time you want,
for example, to 5 seconds, so that the script becomes like
below:

shutdown.exe -s -t 5 -f

Then there will be a break of 5 seconds after you finish
clicking the icon and the shutdown process.

References

wikihow.com
cnet.com
facebook.com

How to Make a Virtual Machine’s IP
Address on Hyper-V Static?

written by sysadmin | 2 July 2025

Throughout my experience using Hyper-V on Windows, if my
virtual machine is using a static IP, then if my virtual
machine or my laptop is restarted, my virtual machine’s IP
will change automatically, even though I have created a
static IP on my virtual machine. So I had to change the
settings in a few places to keep up with the IP changes on
my virtual machine, and it’s very tiring. However, I plan to
make the virtual machine’'s IP address on Hyper-V static.
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Problem

How to make a virtual machine’s IP address on Hyper-V

static?

Solution

When you create a virtual machine in Hyper-V,

it will use

the Default-Switch connection by default. This connection
usually has a class B IP, like in the image below on my

laptop:

$ ipconfig

Windows IP Configuration

Wireless LAN adapter Local

Media State
Connection-specific Duﬁ

Wireless LAN adapter Local

Media State
Connection-specific Duﬁ

Wireless LAN adapter Wi-Fi:

Media State
Connection-specific Duﬁ

Ethernet adapter vEthernet

Connection-specific DNS
Link-local IPv6e Address
IPv4A Address.

Subnet Mask

Default Gateway

The IP of the Default Switch in my laptop

Area Connection® 1:

. . Media disconnected
Ssuffix
Area Connection® 1@:

. . Media disconnected
Ssuffix

. . Media disconnected
Ssuffix
(Default Switch):
suffix
feg8p: :d345:a721:784:6fe8%21

172.26.32.1
255.255.246.0

[d=
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If I create a virtual machine in Hyper-V, it will usually
get an IP in class B as well, and it will change if there 1is
a restart on my virtual machine or my Windows laptop.
Therefore, I want to create a static IP in class C on my
virtual machine in Hyper-V.

A. On Windows

First, I have to create a new Virtual Switch, which I call
StaticIP, and I write the following command in PowerShell:

New-VMSwitch -SwitchName "StaticIP" -SwitchType Internal

On the new Virtual Switch, I have to enter the IP address
192.168.100.0/24, so I type in PowerShell like the command
below:

New-NetIPAddress -IPAddress 192.168.100.1 -PrefixLength 24 -InterfaceAlias
"vEthernet (StaticIP)"

After that, I created an IP NAT for the new Virtual Switch
by typing in PowerShell:

New-NetNAT -Name NATStaticIP -InternalIPInterfaceAddressPrefix
192.168.100.0/24

Then there should be a display as in the image below:



PS C:\Users\sysadminz>

Name SwitchType NetAdapterInterfaceDescription

StaticIP Internal

PS C:\Users\sysadmin:

IPAddress : 192.168.188.1

InterfaceIndex : 37

InterfaceAlias : vEthernet (StaticIP)

AddressFamily : IPvd

Type : Unicast
PrefixLength 1 24
PrefixOrigin : Manual
SuffixOrigin : Manual
Addressstate : Tentative
ValidlLifetime :
PreferredLifetime :
SkipAsSource : False
PolicyStore : ActiveStore

IPAddress : 192.168.188.1

InterfaceIndex : 37

InterfaceAlias : vEthernet (StaticIP)

AddressFamily : IPva
Type : Unicast
PrefixLength 1 24
PrefixOrigin : Manual
SuffixOrigin : Manual
AddressState : Inwvalid
ValidlLifetime :
PreferredLifetime
SkipAsSource : False

PolicyStore : PersistentStore

PS C:\Users\sysadmin>
Name

IcmpQueryTimeout
TcpEstablishedConnectionTimeout
TcpTransientConnectionTimeout
TcpFilteringBehavior
UdpFilteringBehavior
UdpIdleSessionTimeout
UdpInboundRefresh

Store

Active

PS C:\Users\sysadmin:

Execute the commands

Mame MNATStaticIP -Inte

: MATStaticIP
ExternalIPInterfaceAddressPrefix :
InternalIPInterfaceAddressPrefix :
: 38

: 1888

: 128

: AddressDependentFiltering
: AddressDependentFiltering
: 128

: False

192.163.1086.8/24

Local

: True

Fix 192.168.100.8/24

B. Check the Connections

On Hyper-V Manager, there will be a new Virtual Switch
Manager named StaticIP as shown below:
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ng Virtual Switch Manager for DESKTOP-SYSADMI

# Virtual Switches

= New virtual network switch

wies Virtual Switch Properties

H ofs Default Switch

Internal only

2 Global Network Settings

E MAC Address Range
00-15-5D-46-97-00 to 00

New Virtual Switch

In the Network Connections
adapter as shown below:

-1 55"
la=aL

Name:
StaticIP

MNotes:

Connection type

What do you want to connect this virtual switch to?
() External network:

Intel{R) Wireless-AC 9461

© Internal network
() Private network

VLAN ID

[ Enable virtual LAM identification for management operating system

Remove

Cancel

section, there will be a new
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‘& Network Connections

=3 e A ‘L » Control Panel * Network and Internet » MNetwork Connections
Organize ~
!"- Wi-Fi ."" " vEthernet (StaticlP)
. jﬂ Mot connected '1-..,"‘_'_' Unidentified network
4 Intel{R) Wireless-AC 9461 @ Hyper-V Virtual Ethernet Adapter ...

New adapter in the Network Connection

And the IP of the new adapter is 192.168.100.1 as shown
below:

MNetwork Connection Details x

Metwork Connection Details:

FProperty WValue

Connection-specific DNS 5.

Description Hyper-\V Virual Ethernet Adapter #2
Physical Address 00-15-50-46-97-29

DHCP Enabled

IPv4 Address 168.100.

IPv4 Subnet Mask 255255 255 0

IPv4 Default Gateway

IPv4 DMNS Server
IPvd WINS Server
MetBIOS over Tepip Enabl.. Yes

Link-local IPv6 Address fedl:d615:25cd49ba:67e1%37

IPvE Default Gateway

IPvE DMS Servers fec(:0:0Aff:1%1
fecO:0:0Aff:2%1

fecl:0:0fff:3%1

The IP of the new adapter
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Or if you want a more complete IP for all adapters can be
seen in the image below:

% ipconfig

Windows IP Configuration

Ethernet adapter vEthernet (StaticIP):

Connection-specific DNS Suffix

Link-local IPv6 Address . . . . . : fed8::d615:25%cd:4%ba:67=1%37
IPvd Address. . . . . . . . . . . : 192.168.188.1

Subnet Mask . . . . . . . . . . . : 255.255.255.8

Default Gateway . :

Wireless LAN adapter Local Area Connection* 1:

Media State . . . . . . . . . . . ! Media disconnected
Connection-specific DNS Suffix

Wireless LAN adapter Local Area Connection* 18:

Media State . . . . . . . . . . . ! Media disconnected
Connection-specific DNS Suffix

Wireless LAMN adapter Wi-Fi:

Connection-specific DNS

Link-local IPv6 Address . . . . . : fed@::734b:25%a33:755:7651%8
IPvd Address. . . . . . . . . . . : 192.168.23.151

Subnet Mask . . . . . . . . . . . : 255.255.255.8

Default Gateway . . . . . . . . . : 192.168.23.19

Ethernet adapter vEthernet (Default Switch):
Connection-specific DNS Suffix
Link-local IPvE Address . . . . . : fedB::d345:a72f:784:6fedk21
IPv4d Address. . . . . . . . . . . 0 172.26.32.1

Subnet Mask . . . . . . . . . . . @ 255./255./240.8
Default Gateway . :

Display all IPs of adapters

B. On a Virtual Machine

If you have previously created a virtual machine, change the
virtual machine settings in the Virtual Switch section,
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select StaticIP as shown below, and then click the 0K
button:

Eﬂ Settings for Ubuntu MySQL3 on DESKTOP-5YSADMI — X
Ubuntu MySQL3 4 » D
2 Hardware 4 Network Adapter
r Add Hardware
[ g10S Specify the configuration of the network adapter or remove the network adapter.
Boat from CD Virtual switch:
W Security StaticIP -]
Key Storage Drive disabled
W Memory

1024 ME
# [} Processor
4 Virtual processors
= | IDE Controller 0
[*# o Hard Drive

UbuntuServer2204_9CE07...

Not connected
witch

= I IDE Controller 1 Bandwiith M
../ DVD Drive (] Enable
None

&l scsl Controller
[+ .H. Network Adapter

StaticIP 0
W CcoM1 5
MNone
# com2 O -

[ Diskette Drive

None

To remove the netwark ad from this virtual machine, dick Remove.

£ Management

i-I:J Nam?_ e o Use a legacy network adap®r instead of this network adapter to perform a
. Lountu MySL3 network-based installation of\the guest operating system or when integration
U Integration Services services are not installed in guest operating system,

Some services offered
1k Checkpoints

& Smart Paging File Location

C:\ProgramData \Microsoft\Win. ..

o] o o

Select the new Virtual Switch

After that, log in to the virtual machine and change the IP.
Because I am using Ubuntu, I changed it in the netplan
section as shown below:
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192.168. 100.11/24

detault
¢via: 192.168.100.1

Change IP in Ubuntu

After that, I restarted the network and saw the changed IP
as in the picture below:

08 time=41.6 ms
08 time=50.8 ms

Restart the network in the VM

Based on the picture above, my virtual machine can connect
to the internet, making it easier for me to install
something from the internet on my virtual machine. After
that, I tried to reboot the virtual machine, and the IP of
the virtual machine is still the same.
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Note

You don’'t need the above steps if your virtual machine uses
DHCP.
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How to Set Up Passwordless SSH in
Putty?

written by sysadmin | 2 July 2025

The previous article explained how to create a passwordless
SSH login. However, the article is useful if a sysadmin
accesses a Linux server through another Linux server. In
general, many sysadmins use PuTTY to access their Linux
servers.

Problem

How to set up passwordless SSH in Putty?

Solution

Putty is a tool created by Simon Tatham to access a device
using SSH, Telnet, rlogin, and serial protocols. As of
January 2025, the stable version of PuTTY is 0.82. You can
visit this page to see the latest version and download
PuTTY. Just like accessing a Linux server via SSH from
another server, if you access a Linux server using PuTTY,
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you will be asked to enter a username and password, as in
the image below:

@ sysadmin@ubuntu2404: ~ — O

¢ 6.8.0-41-generic x86 ©4)

Access to the Linux server using PuTTY

To set up passwordless SSH in Putty, download the Puttygen
application here to create your private/public keypair.
After that, run the Puttygen application and you can choose
the key according to your wishes, but in this article, we
use an RSA key with 2048 bits.

B® PUTTY Key Generator ? X

File Key Conversions Help

Key
Mo key.

Actions

Generate a public/private key pair Generate

Load an existing private key file Load

Save the generated key Save public key Save private key

Parameters
Type ofkey to generate: ) i .

| © RSA | () DsA () ECDSA (C)EdDSA (C)SSH-1(RSA)
Mumber of bits in a generated key: 2048

Choose the RSA key and click the Generate button

Press the Generate button and move your mouse randomly in
the blank area of [JJthis application until the key is
generated. Please see the image below for more details:
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BE® PuTTY Key Generator ? X
Eile Key Conversions Help
Key

Please generate some randomness by moving the mouse over the blank area.

Actions
Generate a public/private key pair Generate
Load an existing private key file Load
Save the generated key Save public key Save private key
Parameters

Type of key to generate:
RSA DSA ECDSA EdDSA SSH-1(RSA)

Mumber of bits in a generated key: 2048

Move your mouse randomly on the blank area

After that, press the save public key and save private key
buttons to save the two keys on your computer. Press the Yes
button if you are asked a question when you click the Save
Private Key button. On your computer, there should be 2 keys
as in the image below:

~ Today
D private-key.ppk 03/01/2025 17:29 PPK File 2 KB n
D public-key 03/01/2025 17:29 File 1KE =

Two key files from puttygen

Then copy the public key by opening the public key file or
copying it directly from Puttygen, as in the image below:
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Q PuTTY Key Generator ?

File Key Conyersions Help
Key

Public key for pasting into Open3SH authorized_keys file:
ssh-rsa

65jQ70ZzXGFkOrlpSoyk7FqSPL1QhviASIDREWnVuTEZXIIPAdIbuPtVIWh
+HXaVdevZ yUVYcZSs4MDOJCplJhHEQOvIfvE4 Y4aCrT poEl3/G4BSmwxéH/aJ
+pENUtmvB 7BV vwnHE9aVGE JMVE1 GMNx

Key fingerprint ssh-rsa 2048 SHA256:UiQ3d5V2MRKH3IXXBhb0LKooQjn3tFHEe+V/Q8MsS3ud

Key comment rsa-key-20250103

Key passphrase:

Confirm passphrase:

Actions

Generate a public/private key pair Generate
Load an existing private key file Load
Save the generated key Save public key Save private key
Parameters

Type ofkey to generate: ) ) )

ORsA () DSA (C)ECDSA (_)EdDSA (C)SSH-1(RSA)
MNumber of bits in a generated key: 2048

Copy the public key

After that, go to the remote server, open the

.ssh/authorized keys file, and enter the public key from
Puttygen into that file:

Put the public key into the remote server

After that, try the remote server to test the SSH
Passwordless login. Open Putty, then go to the Session and
enter the IP of the remote server in the HostName section.
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After that, go to the Connection > Auth > Credentials >
Browse section in the Private key file for the
authentication section as in the image below:
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Configure PuUTTY to access the Linux server without a password

Press the Enter or Open button, and you should be able to
access the server without having to enter a password as in
the image below:

Category:

Basic options for your PuTTY session

o | B)-Session

| i.Logging

=) Terminal
[ Keyboard HostName (or IP address) Port

*- Features

= Window

- Appearance ©ssH  (OSerial ()Other  Telnet

- Behaviour
Translation Load. save or delete a stored session

i Selection Saved Sessions

- Colours

=-Connection

-~ Data Default Setings
Proxy

H-SSH
Serial
Telnet

- Rlogin
SUPDUP

Specify the destination you want to connectto

Connection type

Close window on exit:
(O Aways () Never © Only on clean exit

QOpen Cancel

Steps to access the Linux server without a paséhord using PUTTY

Note

To speed up access to the Linux server, you can also not
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write your username to Putty by configuring it in Connection
> Data > Enter your username in the Auto-login username
column, as in the image below:
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Steps to not write your username in Putty

Press the Enter or Open button, and you should be able to
access the server without having to enter the username and
password, as in the image below:
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Steps to access the Linux server without a username and passwoFa using Putty
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