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The previous article explained how to install phpMyAdmin
with the nginx web server. This article will explain how to
protect phpMyAdmin from unauthorized users using nginx.

Problem

How to protect phpMyAdmin using nginx?

Solution

There are several methods to protect phpMyAdmin using nginx:
1. Allowing certain IPs

The phpMyAdmin application can only be accessed by users who
have certain IP addresses. For example, you want the IP
localhost, and only 192.168.56.1 to be able to access
phpMyAdmin. Then add the script below to the
/etc/nginx/sites-available/default file in the location
/phpmyadmin section:

allow 127.0.0.1;

allow 192.168.56.1;
deny all;

For more details, take a look at the image below:
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/phpmyadmin {
root fusr/share/;
index index.php;

allow 127.8.8.1;
allow 192.768.56.1;
deny all;

~ A fphpmyadmin/(.+\.php)S {
try_files Suri =484;
root /fusr/share/;
fastcgi_pass unix:/run/php/php8.3-fpm.sock;
i i_1 x index.php;
gi_param SCRIPT_FILENAME Sdocument_rootSfastcgi_script_name;
include fastcgi_params;

~* Afphpmyadmin/(.+\.(css|js|jpg|jpeg|gif|png|ico|html|xml|txt))$ {
root fusr/share/;

Allowing certain IPS

After that, use the command below to reload nginx:

sudo nginx -t
sudo systemctl reload nginx

If any user who uses an IP other than the localhost and
192.168.56.1 wants to access phpMyAdmin, then that user will
not be able to access phpMyAdmin, as shown in the image
below:

& 192.168.56.2

403 Forbidden

nginx/1.24.0 (Ubuntu)
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Forbidden access

2. Add a password

To make it safer, phpMyAdmin should be given additional HTTP
Auth so that users who want to access the application must
enter a password. Use the command below to install HTTP
auth:

sudo apt install apache2-utils
sudo htpasswd -c /etc/nginx/.phpmyadmin admin

Enter the password that you want, and then in the
/etc/nginx/sites-available/default file, add the script
below:

auth basic 'Restricted’;
auth basic user file /etc/nginx/.phpmyadmin;

So the default file will look like the image below:



/phpmyadmin {
root fusr/share/;
index index.php;

allow 127.6.6.1;
allow 192.168.56.1;
deny all;

.j.:'__'g__l__'__ -'i

auth_basic ctec
auth_basic_user_file /etc/nginx/.phpmyadmin;

~ A fphpmyadmin/(.+\.php)S {
try_files Suri =484;
root /fusr/share/;
:/run/php/php8.3-fpm. sock;
7 index.php;
stcgi_param SCRIPT_FILENAME Sdocument_rootSfastcgi_script_name;
include fastcgi_params;

~* A /phpmyadmin/(.+\.(css|js|jpg|jpeg|gif|png|ico|html|xml|txt))$ {
root /usr/share/;

Adding HTTP Auth in Nginx

After that, use the command below to reload nginx:

sudo nginx -t
sudo systemctl reload nginx

Open the browser, and when you access phpMyAdmin, it should
be there should be a display like below:
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192.168.56.104/phpmyadmin

Sign in
http://192.168.56.104

Your connection to this site is not private

Username [

Password

Enter username and password when accessing phpMyAdmin

Enter the username: admin and the password you created
previously. If there are no errors, you can access
phpMyAdmin.

3. Change the URL

By default, if you want to access phpMyAdmin, then you type
the command below:

http://ip server/phpmyadmin

However, for security reasons, it is best to replace the
word phpMyAdmin with another word, for example, pma, so that
the site address changes to:

http://ip_server/pma

Therefore, in the default file, change the file by deleting
the /phpmyadmin section with the script below:
location /pma {

alias /usr/share/phpmyadmin/;

index index.php;

allow 127.0.0.1;
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allow 192.168.56.1;
deny all;

auth basic "Restricted";
auth basic user file /etc/nginx/.phpmyadmin;

location ~ \.php$ {

include snippets/fastcgi-php.conf;

fastcgi pass unix:/run/php/php8.3-fpm.sock;
fastcgi param SCRIPT FILENAME $request filename;
}

location ~* \.(css|js|jpg|jpeg|gif|png|ico|html|xml|txt)$ {
expires 30d;
access log off;

}

so that the default file changes to look like the image
below:



{
listen 86;
server_name _;
root /var/www/html;
index index.php index.html;

/4
try_files Suri Suri/ =484;

/pma {
alias /fusr/share/phpmyadmin/;
index index.php;

allow 127.6.6.1;
allow 192.168.56.1;
deny all;

auth_basic "Restricted"”;
auth_basic_user_file /etc/nginx/.phpmyadmin;

~ \.php$S {
include snippets/fastcgi-php.conf;
fastcgi_pass unix:/run/php/php8.3-fpm.sock;
fastcgi_param SCRIPT_FILENAME Srequest_filename;
}

~* \ . (css|js|jipg|ipeg|gif|png|ico|html|xml|txt)$S {

expires 36d;
access_log off;

Change the URL in Nginx

Use the command below to reload nginx:

sudo nginx -t
sudo systemctl reload nginx

Open http://ip_server/pma in your browser, then you should
be able to access phpMyAdmin as in the image below:
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192.168.56.104/pma/

php
Welcome to phpMyAdmin
Language
English v
Login &
Username:
Password

Log in

Change the URL

Note

There is one more method so that your phpMyAdmin application
can be secure, namely, using SSL. You can use a Let’s
Encrypt SSL certificate for your phpMyAdmin site because the
certificate is free. However, if you want the phpmyadmin
application not to be accessed by the public, I think, then
there 1s no need to use SSL.
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How to Encrypt a File Using the Vim
Application?

written by sysadmin | 31 December 2025

If you have important source code and are worried that
someone is changing or duplicating it, you can protect it by
encrypting the file so that other people cannot read the
source code unless they can enter the appropriate password.
There are several ways to encrypt a file, but in this
article will use the vim application.

Problem

How to encrypt a file using the Vim application?

Solution
A. The Vim application

Vim or vi improved is an enhanced, improved, and extended
version of the Vi text editor. To see if the application is
already installed or not, use the command below:

vim --version

If your Linux device does not have a Vim application, you
can install it using the following commands:

RockyLinux/AlmaLinux/Cent0QS

yum install vim

Ubuntu/Debian

sudo apt update
sudo apt install vim
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OpenSUSE

sudo zypper install vim

The Vim application has a feature to encrypt a file so that
users who want to access the file must enter a password, and
the algorithm used by the Vim application to encrypt a file
is Blowfish. Suppose you have a file called test.txt, the
contents of which are as below:

No Name Address

1 Richard Apt. 344 86094 Swaniawski Drive, East Suzetteshire, MT
51323-2013

2 Alex 4522 Rosenbaum Island, Lake Suzan, IL 68193

3 Bryan Apt. 907 703 Douglas Run, West Brainburgh, MT 70080-8990

B. Encrypt the file

There are 2 methods for encrypting files using the Vim
application:

1. Before accessing the file

If you want to encrypt a file, then use the format below
before you access the file:

vim -x filename

For example, if your file name is test.txt, then use the
command below before you access the file:

vim -x test.txt

There will be writing as below:

Enter encryption key: I

Enter the password
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Enter the password you want, press the Enter button, then
there will be writing as below:

Enter same key again: I

Enter the password again

You will be able to access the test.txt file. After that,
save and exit the file, and thus you have successfully
encrypted the file. Now, try to display the file, and the
file should be encrypted as shown below:

cat test.txt

ve, East Suzetteshire, MT 51323-2813
Lake Suzan, IL 68193
un, West Brainburgh, MT 788886-8990

-x test.txt

t test.txt
GWEOOOESS | m[Hi 900000 OeHY | M, %000+ 9z-e0WQP{NQRGOIOOL GR  ~ed00554LL 00000 "00VVEo0eNe . 509BSO6>Y400Tovve
QSPJ, xQyy@Fi  geegouwe ¢ 906

es n@LinuxMint :~/Documents/scripts

Encrypt the file using the first method

If you or other users want to access the file, you must
enter the password as shown below:

Need encryption key for °

Enter encryption key: I

When accessing the encrypted file using the Vim
application

If your password is suitable, the file can be displayed, but
if the password is not appropriate, the file remains in its
the condition in the encrypt.

2. When accessing files

When you are accessing the file and want the file to be
encrypted, then in the command mode (mode in Vim after you
press the Esc button), Type :X, press the Enter button, it
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will be written as below:

Name

Richard . 344 B6094 Swaniawski Drive, East Suzetteshire, MT 51323-2813
Alex 4522 Rosenbaum Island, Lake Suzan, IL 68193

Bryan Apt. 96 83 Douglas Run, West Brainburgh, MT 78888-8998@

Enter encryption key: I

Create the encrypt using the second method

Press the Enter key after entering the desired password, and
the following text will appear:

Richard Apt. 344 86094 Swaniawski Drive, East Suzetteshire, MT 51323-2813
2 Alex 4522 Rosenbaum Island, Lake Suzan, IL 68193
Bryan Apt. 987 783 Douglas Run, West Brainburgh, MT 766880-8998

Enter encryption key: #*#*%#%%
Enter same key again: I

Enter the password again

After that, save and exit the file, and thus you have
successfully encrypted the file.

C. Decrypt the file

If you want the file to be decrypted or no longer need to
use a password to access it, then open the file by entering
the password and then write :X in the command mode, and
press the Enter button 2x when you are asked to enter the
password. After that, save and exit the file, and the file
should be directly opened without having to enter the
password again, as shown below:
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Decrypt the file

Note

You must always remember the password that you use to
encrypt in Vim because if you forget then as far as I know,
you will not be able to decrypt the file.
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How to Change SSH Port?
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If you access a device such as a server using an SSH
connection, you are using port 22 by default. However, port
22 is often the target of security attacks, so it 1is
recommended that you change the SSH port.
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Problem

How to change SSH Port?

Solution

To change the SSH port on a Linux server, go to the
/etc/ssh/sshd.config file, look for the line containing Port
22 and set it to the number you want to change. For

example, you want to change the SSH port to port 43210, so
change the line as in the script below from:

#Port 22
to

Port 43210

After that, restart the SSH service using the command below:

Ubuntu/Debian

systemctl restart ssh

RockyLinux/AlmaLinux/Cent0S & OpenSUSE

systemctl restart sshd

After that, test by accessing SSH using port 43210. If you
use Putty, then change port 22 to 43210 as in the image
below:



Category:

ﬁ PuTTY Configuration

|_T_|--S=ession Basic options for your PuTTY session
- Logging . .
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- Behaviour
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- Data Default Settings Load
. Proxy
- SSH Save
Serial
- Telnet Delete
- Rlogin
- SUPDUP
Close window on exit:
(O Always () Never © Only on clean exit

Open Cancel

- A

Change the port in Putty

If you can’t access the Linux server, make sure you have
opened the firewall on the server (you can open this page if
you use RockyLinux and OpenSUSE, but if you use Ubuntu, you
can read it on this page). If you want to access it via a
Linux server, then use the format below:

ssh username@your server ip -p port number

Then the format above can be the command below:

ssh sysadmin@l192.168.56.12 -p 43210


https://sysadminpedia.com/wp-content/uploads/2025/01/security-ssh-change-port-1.gif
https://sysadminpedia.com/security/how-to-open-and-close-a-port-on-rockylinux-server/
https://sysadminpedia.com/security/how-to-open-and-close-a-port-in-ubuntu/

sysadmin@ubuntu2464: D

Access via SSH using a new SSH port

WARNING

If you run a firewall on your remote server, you must open the port first. If
you want to get an explanation of how to open the port, go to this page if
you use firewalld or go to this page if you use ufw.

Note

Please note that the port number is from 0-65536, however,
these ports are divided into 3 classifications:

« Port 0-1023 => Well-Known ports, you can not use these
ports.

« Port 1024-49151 => Registered ports, these is a
registered ports assigned by IANA (Internet Assigned
Numbers Authority), you can or can not use these ports.

« Port 49152-65535 => Dynamic or Private ports, you can
use these ports.
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How to Open and Close a Port in
Ubuntu?

written by sysadmin | 31 December 2025

The previous article explained how to open and close ports
in RockyLinux/AlmaLinux/Cent0S. This article will explain
how to open and close a port in Ubuntu.

Problem

How to open and close a port in Ubuntu?

Solution
A. Check the firewall

By default, Ubuntu and Debian use the UFW or Uncomplicated
Firewall application as the default firewall, and it is
installed automatically when you install Ubuntu/Debian. If
the firewall is not installed on your Ubuntu/Debian distro,
use the command below:

sudo apt install ufw

To see whether ufw is running or not, use the command below:

sudo ufw status

sysadmin@ubuntu2464:~5 sudo ufw staty:

Status: 1nactive
sysadmin@ubuntu2464 :~
Check status ufw
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From the image above, you can see that the application is
not yet active. To enable it, type the command below:

sudo ufw enable

sysadmin@ubuntu2484:~5 sudo ufw enable

Command may disrupt existing ssh connections. Proceed with operation
Firewall is active and enabled on system startup

sysadmin@ubuntu2484 :~

sysadmin@ubuntu2484:~5 sudo ufw status
Status: active

sysadmin@ubuntu2484 :~

Enable ufw

If you want to see the complete current status of the
firewall, use the command below:

sudo ufw status verbose

sysadmin@ubuntu2464:~5 sudo ufw status verbose

Status: active

Logging: on (low)

Default: deny (incoming), allow (outgoing), deny (routed)
New profiles: skip

sysadmin@ubuntu2484 :~

Display the complete current status of the firewall

By default, the firewall only opens the OpenSSH service,
which you can view by using the command below:

sudo ufw app list

sysadmin@ubuntu2464:~5 sudo ufw app list
Avallable applications:

OpenSSH
sysadmin@ubuntu2464 :~
Display the service that is open in the firewall

B. Open the port

To open a port, for example, port 43210, use the command
below:
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sudo ufw allow 43210

sysadmin@ubuntu2484:~5 sudo ufw allow 43

Rule added

Rule added (v6)

sysadmin@ubuntu2464 :~

sysadmin@ubuntu2484:~5 sudo ufw status verbose

Status: active

Logging: on (low)

Default: deny (incoming), allow (outgoing), (routed)
New profiles: skip

Action From

ALLOW IN Anywhere
ALLOW IN Anywhere (v6)

sysadmin@ubuntu2464 :~
Open the port

WARNING
If you open the port using the command above, it means you will open the port
for both TCP and UDP.

To open a port range, for example, from port numbers 45000
to 45010 with the TCP protocol, use the command below:

sudo ufw allow 45000:45010/tcp
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sysadmin@ubuntu2484:~5 sudo ufw allow 45680:45618/tcp
Rule added

Rule added (v6)

sysadmin@ubuntu2464 ;~

sysadmin@ubuntu2464:~5 sudo ufw status

Status: active

Action From

Anywhere
Anywhere
192.168.56.1
Anywhere
Anywhere (v6)
Anywhere (vb6)
Anywhere (v6)

sysadmin@ubuntu2484 :~
Open the range ports

C. Open the service

You can see from the image above that port 43210 has been
opened on your Ubuntu server. You can also use the service
name when opening a port. For example, if you want to open
the SMTP service on your Ubuntu server, then use the command
below:

sudo ufw allow smtp

sysadmin@ubuntu2464:~5 sudo ufw allow smtp
Rule added

Rule added (v6)

sysadmin@ubuntu2464 ;-
sysadmin@ubuntu2464:~5 sudo ufw status
Status: active

From
Anywhere
Anywhere
B Anywhere (v6)
25/tcp (v6) Anywhere (v6)

sysadmin@ubuntu2464 :~


https://sysadminpedia.com/wp-content/uploads/2025/01/security-firewall-ubuntu-ufw-7.png
https://sysadminpedia.com/wp-content/uploads/2025/01/security-firewall-ubuntu-ufw-5.png

Open the SMTP service

D. Open the port from a certain IP

If you want to open a port from a certain IP, for example,
you only allow IP 192.168.56.1 to access port 22 on this
server, then use the command below:

sudo ufw allow from 192.168.56.1 to any port 22

sysadmin@ubuntu2484:~5 sudo ufw allow from 192.168.56.1 to any port 22
Rule added

sysadmin@ubuntu2484 ;~

sysadmin@ubuntu2484:~5 sudo ufw status verbose

Status: active

Logging: on (low)

Default: deny (incoming), allow (outgoing), (routed)

New profiles: skip

Action From

ALLOW IN Anywhere
ALLOW IN Anywhere
ALLOW IN 102.168.56.1
- : ALLOW IN Anywhere (v6)
25/tcp (v6) ALLOW IN Anywhere (v6)

sysadmin@ubuntu2484 ;~
Allow the IP to a certain port

To allow the 192.168.56.0 subnet to the SMTP service, use
the command below:

sudo ufw allow from 192.168.56.0/24 to any port 25
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sysadmin@ubuntu2464:~5 sudo ufw allow from 192.168.56.6/24 to any port 25
Rule added

sysadmin@ubuntu?

sysadmin@ubuntu2464:~5 sudo ufw status

Status: active

Action From
Anywhere
Anywhere
192.168.56.1

Anvwhe
192.168.56.8/24
Anywhere (v6)
Anywhere (v6)

) ftcp (v6) Anywhere (v6)

sysadmin@ubuntu2484 ;~
Allow the subnet to a certain port

E. Close the port

To close port 25, use the command below:

sudo ufw deny 25
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sysadmin@ubuntu2484:~5 sudo ufw deny 25
Rule added

Rule added (v6)

sysadmin@ubuntu24864 :
sysadmin@ubuntu2484:~5 sudo ufw status
Status: active

Action From
Anywhere
Anywhere
192 .168.56.1
Anywhere
192.168.56.6/24
Anywhere
Anywhere (vb6)
Anywhere (v6)
Anywhere (v6)
Anywhere (v6)

sysadmin@ubuntu2484 :~
Close the port

F. Delete the port

You can also close a port and delete the port that has been
opened, for example, port 43210, using the syntax below:

sudo ufw delete number
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sysadmin@ubuntu2484:~5 sudo ufw status numbered
Status: active

Action From

ALLOW IN Anywhere

ALLOW IN Anywhere

ALLOW IN 192 .168.56.1
ALLOW IN Anywhere

ALLOW IN 192 .168.56.68/24
DENY IN Anywhere

8 (vb) ALLOW IN Anywhere (v6)
p (vb) ALLOW IN Anywhere (v6)
0:4508180 (V6 ) ALLOW IN Anywhere (vb6)
' DENY IN Anywhere (v6)

sysadmin@ubuntu2484:~5 sudo ufw delete 1
Deleting:

allow 43216

Proceed with operation (y|n)? y

Rule deleted

sysadmin@ubuntu2484 :~
Close and delete the port

WARNING

You don’t need to run sudo ufw reload after each rule change using ufw
commands (such as ufw allow or ufw deny). However, you will need to run sudo
ufw reload if you are editing the ufw configuration file manually (such as
/etc/ufw/before.rules or /etc/ufw/after.rules), or if you want to make sure
all the latest rules and settings are loaded.

Note

You can remove all the rules in ufw by using the command below:

sudo ufw reset

After that, enable the ufw by using the command below:

sudo ufw enable
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sysadmin@Ubuntu2484 :~5 sudo ufw reset
Resetting all rules to installed defaults. This may disrupt existing ssh
connections. Proceed with operation (y|n)? vy
up 'user.rules' to '/etc/ufw/user.rules.282568515_881862"
up 'before.rules’' to '/etc/ufw/before.rules.28258515_6881862"
up 'after.rules' to '/etc/ufw/after.rules.2B8258515_8818082"
up 'userb6.rules' to '/etc/ufw/userb6.rules.2B8258515_881882"
up 'before6.rules’ to '/etc/ufw/before6.rules.28258515_681882"
up 'after6.rules’' to '/etc/ufw/after6.rules.28258515_881862"

sysadmin@Ubuntu2404 :~5 sudo ufw status

Status: inactive

sysadmin@Ubuntu2484 :~5 [sudo ufw enable

Command may disrupt existing ssh connections. Proceed with operation (y|n)? w
Firewall is active and enabled on system startup -
sysadmin@Ubuntu2484 :~

Reset ufw

By default, if you open a port, it will automatically open
in IPv4 and IPv6, and likewise, if you close the port. To
see the UFW settings, open the /etc/default/ufw file.

sysadmin@ubuntu2484:~5 cat /etc/default/ufw
# fetc/default/ufw
#

# Set to to apply rules to support IPv6 ( only IPv6 on loopback
# accepted). You will need to 'disable’' and then 'enable' the firewall for
# the changes to take affect.

IPV6=

# Set the default input policy to ACCEPT, DROP, or REJECT. Please note that if
# you change this you will most likely want to adjust your rules.
DEFAULT_INPUT_POLICY="DROP"

# Set the default output policy to ACCEPT, DROP, or REJECT. Please note that if
# you change this you will most likely want to adjust your rules.
DEFAULT_OUTPUT_POLICY="ACCEPT"

# Set the default forward policy to ACCEPT, DROP or REJECT. Please note that
# if you change this you will most likely want to adjust your rules
DEFAULT_FORWARD_POLICY="DROP"

# Set the default application policy to ACCEPT, DROP, REJECT or SKIP. Please
# note that setting this to ACCEPT may be a security risk. See 'man ufw' for
# details

DEFAULT_APPLICATION_POLICY="SKIP"

Configuration of ufw
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How to Open And Close a Port on
RockyLinux Server?

written by sysadmin | 31 December 2025

By default, the RockyLinux/AlmaLinux/CentQOS distro provides
two firewalls, iptables and firewalld. This article will
explain how to open and close a port using Firewalld on the
distro. If you have opened and closed a port using
Firewalld, you don’t need to open and close a port in
iptables.

Problem

How to open and close a port on the RockyLinux server?

Solution
A. Check the Firewalld status

By default, the Firewalld package is installed automatically
using the command:

systemctl status firewalld
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[root@RockylLinux9 ~]# systemctl status firewalld
e firewalld.service - firewalld - dynamic firewall daemon
Loaded: loaded (/usr/lib/systemd/system/firewalld.service; enabled; preset: enabled)
Active: active (running) since Fri 2625-81-18 82:17:26 EST; 52min ago
Docs firewalld(1)
Main PID (firewalld)
Tasks (limit: 46
Memory: 42 .4M
CPU: 3.498s
CGroup: /system.slice/firewalld.service
-

Jan 18 82:17:19 RockyLinux9 systemd[1]: Starting firewalld - dynamic firewall daemon...
Jan 18 82:17:26 RockyLinux9 systemd[1]: Started firewalld - dynamic firewall daemon.
[root@RockylLinux9 ~]
Check the status of Firewalld

From the picture above, you can see that the firewall on the
server is already running. If the Firewalld is not already
running, use the command below:

systemctl enable --now firewalld

But if on your server there is no firewall package, you can
install it using the command below:

yum install -y firewalld

B. Check the zones

Firewalld uses zones and services, compared to iptables,
which use chains and rules. Zones are a collection of rules
that have been set for what network connections should be
permitted based on the level of confidence in the network
connected to the system. We can determine the name of the
network interface and the network source into zones. To see
the zones in firewalld and which zone is the default, use
the command below:

firewall-cmd --get-zones
firewall-cmd --get-default-zone
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[root@RockyLinux9 ~]# firewall-cmd 70
block dmz drop external home internal nm-shared public trusted work
[ root@RockylLinux9 ~]

[root@RockylLinux9 ~]# firewall-cmd --get-default-zone
public

[ root@RockyLinux9 ~]
Show all zones in Firewalld

From the picture above, there are 9 zones, and the
explanation can be seen in the picture below, which is
sorted from the most trusted

Zone Name Description

This zone accepts all the incoming traffic. You can use this zone to manage the traffic on a trusted network because it will not
Trusted filter anything.

Home This zone is designed for only the home network. It permits only selected incoming traffic and reject all.
Work This zone designed for only the work {corporate) networking. It permits only selected incoming traffic and reject all.
Internal This zone intended to design for the internal network. It permits only what is allowed and rejects all.

This zone rejects all the incoming traffic, except what is granted. Using with the default zone, we can add any newly network
Public interfaces on it. ltis designed to use only the public places.

External This zone designed for outgoing traffic forwarded with masquerading is enabled. Also, we can use this for NAT

This zone designed to use the demilitarized zone with limited public access. It permits only selected incoming traffic and
Dmz reject all.

This zone designed to reject all incoming traffic with an ICMP-host-prohibited message is returned. It permits only outgoing
Block traffic.

Drop This zone designed to drop all incoming traffic with no notification like ICMP errors. Itis purely used in high secure places.

The zones in Firewalld (Image credit for linuxteck.com)

To view all settings for all zones, use the following
command:

firewall-cmd --list-all-zones
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[root@RockyLinux9 ~]# firewall-cmd --1list-all-zones
block
target: %%REJECT%%
icmp-block-inversion:
interfaces:
sources:
services:
ports:
protocols:
forward:
masquerade:
forward-ports:
source-ports:
1icmp-blocks:
rich rules:

dmz
target: default
1icmp-block-1nversion:
interfaces:
sources:
services: ssh
ports:
protocols:
forward:
masqguerade:
forward-ports:
source-ports:
icmp-blocks:
rich rules:

View all the settings in Firewalld

But, if you want to view all settings in a specific zone,
for example, a public zone, use the following command:

firewall-cmd --zone=public --list-ports

C. Open the Port

Now, if you want to open port 43210 with TCP protocol, use
the command below:
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firewall-cmd --add-port=43210/tcp --permanent
firewall-cmd --reload

[ root@RockyLinux9 ~]# firewall-cmd --add-port /tecp --permanent

[ root@RockyLinux9 ~]

[root@RockylLinux9 ~]# firewall-cmd --reload

[ root@RockyLinux9 ~]
Open the port

Use the command below to see the ports that have been
opened:

firewall-cmd --list-ports

[root@RockyLinux9 ~]# firewall-cmd --list-ports

43218/tcp
[root@RockyLinux9 ~]
List all opened ports

D. Open the port from a certain IP

If you want to open a port from a certain IP, for example,
you only allow IP 192.168.56.100 to access port 22 on this
server, then use the command below:

firewall-cmd --zone=public --add-rich-rule 'rule family=ipv4 source
address=192.168.56.100 port port=22 protocol=tcp accept'
firewall-cmd --reload

firewall-cmd --list-rich-rules

[root@RockyLinux9 ~ sudo firewall-cmd --permanent --add-rich-rule="rule family="1ipv4" source address="192.168.56.108" port port="22" protocol="tcp" accept

[ root@Rockylinux9 ~

rt port="22" protocol="tcp" accept

If you want to reject a host with IP 192.168.56.100 to
access port 22, use the command below:

sudo firewall-cmd --permanent --add-rich-rule='rule family="ipv4" source
address="192.168.56.100" port port="22" protocol="tcp" reject’
firewall-cmd --reload
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firewall-cmd --1list-rich-rules

[ root@RockyLinux9 ~]# s nent --add-rich-rule="rule family="1ipv4" source ad 2.168.56.108" port port="22" protocol="tcp" reject

[ root@RockylLinux9 ~]# f

rt port="22" protocol="tcp" reject
[ root@Ro

Block the IP to a certain port

E. Close the port from a certain IP

If you want to close a port from a certain IP, for example,
you block a host with IP 192.168.56.100 from accessing
port 22 on this server, then use the command below:

sudo firewall-cmd --permanent --remove-rich-rule='rule family="ipv4" source
address="192.168.56.100" port port="22" protocol="tcp" accept'
firewall-cmd --reload
firewall-cmd --list-rich-rules
[ root@RockyLin
rule family=" " source a .56.180" po ort="22" protocol="tcp" accept
h-rule='rule family="ipv4" source address="192.168.56.108" port port="22" protocol="tcp" accept’

[ root@Rockylinux9 ~

[root@Rockylinux9 ~

[ root@RockylLinux9 ~
[ root@R Linux9 ~

[ root@RockylLinux9 ~

]
]
]
Remove the IP to a certain port

In short, if you want to delete the rich rule, then change the option —add-
rich-rule to —-remove-rich-rule.

F. Close the port

Use the command below to close the newly opened port 43210:

firewall-cmd --remove-port=43210/tcp --permanent
firewall-cmd --reload
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firewall-cmd --1ist-ports
43 v
[root@RockyLinux9 ~
[ root@RockyLinux9 ~ firewall-cmd --remove-port /tcp --permanent

[ root@RockylLinux9 ~

[ root@RockyLinux9 ~ firewall-cmd --reload

[root@RockyLinux9 ~
[root@RockyLinux9 ~]# firewall-cmd --list-ports

[ root@RockylLinux9 ~
Close the port in Firewalld

G. Open the service

Apart from using ports, Firewalld can also open and close
services on the server. To see the services that have been
opened, type the command below:

firewall-cmd --list-services

[root@RockyLinux9 ~]# firewall-cmd --list-services
cockpit dhcpv6-client ssh

[root@RockyLinux9 ~]

List all opened services

You can see in the picture above that the distro only opens
3 services. If you want to open the SMTP service, use the
command below:

firewall-cmd --add-service=smtp --permanent
firewall-cmd --reload

[root@RockyLinux9 ~ firewall-cmd --add-service --permanent

[root@RockyLinux9 ~
[root@RockyLinux9 ~ firewall-cmd --reload

[root@RockyLinux9 ~

[root@RockyLinux9 ~ firewall-cmd --list-services
cockpit dhcpvbé-client smtp ssh

[root@RockylLinux9 ~]

Add the service to the firewall
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H. Close the service

To delete the SMTP service in Firewalld, use the command
below:

firewall-cmd --remove-service=smtp --permanent
firewall-cmd --reload

[root@RockyLinux9 ~]# firewall-cmd --list-services

cockpit dhcpvb-client smtp ssh

[root@RockyLinux9 ~]

[root@RockylLinux9 ~ firewall-cmd --remove-service --permanent

[root@RockyLinux9 ~

[root@RockyLinux9 ~ firewall-cmd --reload

[root@RockyLinux9 ~

[root@RockylLinux9 ~ firewall-cmd --list-services
cockpit dhcpvb-client ssh

[root@RockyLinux9 ~]

Close the service in Firewalld

Note

If you use the OpenSUSE distro, you can use the above
commands to open and close a port, like in the image below:
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systemctl status firewalld
e firewalld.service - firewalld - dynamic firewall daemon
Loaded: loaded (/usr/lib/systemd/system/firewalld.service; enabled; preset: disabled)
Active: active (running) since Fri 2825-81-18 66:14:85 EST; Smin ago
Docs: man:firewalld(1)
Main PID
Tasks:
CPU:

CGroup: /system.slice/firewalld.service
-

7 opensusel5 systemd[1]: Starting firewalld - dynamic firewall daemon...
:B5 opensusel5 systemd[1]: Started firewalld - dynamic firewall daemon.

firewall-cmd --add-port /tcp --permanent

firewall-c

cmd

cmd re-port /tcp --permanent

firewall-cmd --reload

firewall-cmd --list-ports

The Firewalld commands in OpenSUSE
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How to Allow Access to the Linux
Server Only Using SSH Key
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Authentication?

written by sysadmin | 31 December 2025

By default, the Linux server will ask to enter a username
and a password if someone accesses the server via SSH.
However, the previous article explained that you can access
the Linux server using the passwordless SSH login method.
Now I want my Linux servers to only allow access via SSH key
authentication or SSH passwordless login.

Problem

How to allow access to the Linux server only using SSH key
authentication?

Solution

You can make the security of your Linux server stronger by
restricting access to the Linux server using SSH key
authentication. It means the remote server can only being
able to accessed the server for those who already use SSH
passwordless login, so that if another user wants to access
the server, it will be rejected. To allow access to the
Linux server only using SSH key authentication, change the
configuration in the /etc/ssh/sshd_config file by looking
for the line containing PasswordAuthentication and setting
it to no, as in the script below:

PasswordAuthentication no

After that, restart the SSH service using the command below:

Ubuntu/Debian

systemctl restart ssh

RockyLinux/AlmaLinux/Cent0S
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systemctl restart sshd

You should not be able to access the server when you try to
connect to it using SSH. This means your SSH configuration
is correct. Below is an example of an error that occurs when
accessing via Putty:

PuTTY Fatal Error

Mo supported authentication methods available (server sent:
publickey,gssapi-keyex gssapi-with-mic)

Can not access the server from Putty

For example, in the previous article, the sysadmin user on
the Ubuntu server could access the RockylLinux server because
he had used SSH Passwordless Login as in the image below:

sysadmin@ubuntu2464 ;~
| ast login: Mon Dec

[ sysadmin@RockylLinux9 ~]
Can access the server from the Ubuntu server

I can not access the RockyLinux server if I access it via
the OpenSUSE server, as in the image:

sysadmin@opensusel5:~> ssh sysadmin®192.168.56.2

sysadmin@192.168.56.2: Permi n (publickey, gssapli-keyex, gssapi-with-mi
sysadmin@opensusel5:~>
Can not access the server from the OpenSUSE server

If you want to add another user to be able to access the
server, you have to copy the .ssh/id rsa.pub file and put it


https://sysadminpedia.com/wp-content/uploads/2024/12/security-ssh-password-authentication-2.png
https://sysadminpedia.com/wp-content/uploads/2024/12/security-ssh-password-authentication-3.png
https://sysadminpedia.com/wp-content/uploads/2024/12/security-ssh-password-authentication-4.png

into the remote server in the .ssh/authorized keys file. You
can use the help of a user who can access the server to put
the file. Look at the image below, where I have included the
id rsa.pub file for the sysadmin user on the OpenSUSE server
on the RockyLinux server:

from 192.168.56.100
ockylLinux9
min@Rockylinux9 ~]$ cat .ssh/authorized_keys
a AAAAB3NzaClyc2EAAAADAQABAAABgQDRkJje]jQovaFYLcascZ x5qBCSTTYNkfmzen11mCg7P2DvFri+2uH+1PJpTHNTQFCIVy2HebLMxn1KAgZBYbhk74euIpSHWD14DBIgWYCzEYDr605FgfwheXtpBXeVKcGMqVCK7LkedqGw1UQx48RU
ALz4WIAxc5m7Zq3ghv7BsIX3fjZG311j6SQhEKCq1/n15T/eEMH8zXQqtv4ADhHGZIM/Yq2JK3qivl5tRMUotDe5zRt1ijyHLD]s/yET+UwhbxLLRANF7m9yyg5M2scmadMs4R8BBQBAthKe5agyINNBSEZS1xBLP5qVHsPGMAXKWJ7XXT46GeAFhjFO6e94D

ockyLinux9 ~]
ockyLinux9 ~]5 v

ockyLinux9 ~]
min@RockylLinux9 ~]¢ cat Jauthorized_keys
a AAAAB3NzaC1yc2EAAAADAQABAAABQQDRkJjejQovqFYLcascZiz37Cx5qBCSTTYNkfmzen11mCg7P2DVFri+2uH+1PJpTHNTQFCIVY2HebLMxn1KAGZBYbhk74euIpSHWD14DBIgWYCZEYDr605FgfwheXtpBXeVKcGMqVCK7LkedqGw1UQx48RU
ALzAWIAXc5m7Zq3ghv7BsIX3fjZG311j6SQhEKCGT/n15T /eEMH8zXQqtv4ADhHGZIM/Yq2JK3qivl5tRMUotDC5zRt1ijyHLD]s/yET+UwhbxLLRANF7m9yyg5M2scmadMs4ROBBQBAthKe5agyINNBSEZS1xBLP5qVHSPGMAXKWJ7XXT46GeAFhjFO6€94D
YdvzNJFfh+scXePQFG43CKn+d8vemQYDJKCALF4r3d7TK42q9z1ETIdhyujYZ8VZ 53B/pQJFCBpoB1w/UsKTmLOMONS 541y 8179k JLLpIRXdIMEqi20E3UHXUNjbdepvA59PChvFCkG14VUkrdZdMVoTr7bgZeAELPeDTyAs= sysadmin@ubuntu2484
ssh-rsa AAAAB3NzaC1lyc2EAAAADAQABAAABQQCKE]j4GJhe8+XF8001coemW1vvbM KAj vbALSURTUxgQMITLrAmMJKh69DFxONg0jBQch3cJ9oBxbwnfTSOCCGSEIBY4AGHy /x611TRWJMMAZYyYqddPzL /eKYiXgl QjgacISDzEybV:
N 8jVyrpiy+3YQx165aEZh1QJSBA+KrmFBmAsvar+EsVEB86gP36RmMUCGAY faJPeX1KS4N/3UiHXCxMXZQXEuSceK/vYGs/dD55nwliwp5YvbK5RP4h92 jHLBL!

Pﬁt the id rsa.pub into the remote server

I tried to connect again to the RockyLinux server using the
sysadmin user on the OpenSUSE server. I can access the
server as shown in the image below:

sysadmin@opensusel5:~> ssh sysadmin®@192.768.56.2
sysadmin@i 168.56.2: Per ]| (publickey, gssapi-keyex, gssapi-with-mic).
sysadmin@opensusel5:

sysadmin@opensusels

sysadmin@opensusels ssh sysadmin®192.168.56.2

Last login: Tue Det B85:38:37 4 from 192.168.56.188
[sysadmin€RockyLinux9 ~]

Can access the server from the OpenSUSE server

Note

Make sure the remote server already contains authorized keys
files from other servers so that it doesn’t make things
difficult for you in the future.
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