How to Automatically Copy a File
During Linux User Creation?

written by sysadmin | 28 February 2025

If you have been a sysadmin in a company for a long time,
then you will usually change the Linux server settings
according to what you want, for example, you create a
recycle bin in your Linux server. If there is a new
sysadmin, it will take a long time to explain what you are
changing. Therefore, you plan to create a readme.txt file on
the Linux server that contains the changes you made on the
Linux server and automatically copy a file during Linux user
creation.

Problem

How to automatically copy a file during Linux user creation?

Solution

Go to the /etc/skel folder, which contains files and
directories. If a new Linux user is created, all the files
and directories in this folder will be copied to the Linux
user’'s folder. Below is an image of the contents of the skel
folder in the RockyLinux distro, and the contents of the
skel folder can be different in each Linux distro:

[root@RockylLinux9 skell]# 1s -al

' root root
80 root root &

root root 3 36 .bas
root root 1471 3 .bash_profile

W . 1 root root 497 5
[root@RockylLinux9 skell” ||

The skel folder in the RockyLinux distro

h_logout
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If you want to copy a file to each new Linux user, create
the file in the /etc/skel folder. For example, you create a
readme.txt file like the following command:

echo 'This is a readme.txt file' > /etc/skel/readme.txt

[root@RockylLinux9 skel]# echo "This 1s a readme.txt file" > /etc/skel/readme.txt
[root@RockylLinux9 skell
[root@RockylLinux9 skell# 1s -al

2 root root 8 Feb 11 18:41 .

89 root root Feb 11 17 ..
1 root root Apr .bash_logout
1 root root Apr 36 .bash_profile
1 root root Apr 36 .bashrc
—TW-Ir--r—- 1 root root 26 Feb - 8:41 readme.txt
[root@RockylLinux9 skel]
Create a readme.txt file

After that, create a new Linux user, for example, bob. Use
the command below to create a user named bob on Linux:

useradd -m bob

The -m option tells useradd to create the user’s home
directory. Then, check the bob folder if the readme.txt file
is in the bob folder by using the command below:

1ls -1 /home/bob
cat /home/bob/readme. txt

[root@RockylLinux9 skell# useradd -m bob
[root@RockylLinux9 skel]
[root@RockylLinux9 skel] s -al /home/bob

2 bob bob 860 Feb 11
root root 47 Feb 11 i
bob bob 18 Apr 36 .bash_logout

bob bob 141 Apr .bash_profile
bob bob 492 Apr 36 IEE e

W-r—-t 1 bob bob 26 Feb 11 18:471 readme.txt
[root@RockyLinux9 skel]
[ root@RockylLinux9 skell# cat /home/bob/readme.txt
This 1is a readme.txt file
[root@RockylLinux9 skel]
Check in the user folder
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From the image above, you can see that the readme.txt file
is already in the bob folder automatically. To be more sure,
try creating a new Linux user, and the readme.txt file
should appear in your new user.

Note

Make sure to use the -m option when creating a new user in
Linux so that the file(s) or folder(s) can be automatically
copied from the skel folder.
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How to Create a Recycle Bin on Linux
CLI?
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By default, as of this writing (February 2025), there is no
recycle bin function like in Windows in the Linux CLI. This
is very dangerous if you accidentally delete an important
file or folder on your Linux CLI; the file or folder will
disappear forever. Therefore, you have to create a recycle
bin on the Linux CLI.

Problem

How to create a Recycle Bin on Linux CLI?
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Solution

You must first determine where the recycle bin is located,
and this article uses the .trash folder as a recycle bin on
the Linux server. Then type the command below to carry out
the folder function as a recycle bin (you can change the
.trash folder to the name of the folder you want):

echo "alias rm='mkdir -p "$HOME/.trash" && mv -b -t "$HOME/.trash"'" >>
~/ .bashrc

After that, run the command below:

source ~/.bashrc

sysadmin@0penSUSE15:~> echo "alias rm='mkdir -p "SHOME/.trash" &% mv -b -t "SHOME/.trash"'" => ~/.be

sysadmin@0penSUSE15:~> source ~/.bashrc

Run the commands

Info

You have to change the .bashrc file in each of your Linux users, so that if
there are 3 users on your Linux server, then you must change the three
.bashrc files so that you can run the Recycle Bin function in each user.

For example, you want to delete the Linux.gif file from the
folder /home/sysadmin, so I use the command below to delete
it:

rm /home/sysadmin/Linux.gif

Info
If you want to delete the folder, use the rm command only, not use rm -rf
command. .

After that, check the .trash folder and you will see that
the file you deleted is still in the folder.
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sysadmin@0penSUSE15:~> 1s

attachment.pdf bin jobdesk.xlsx 1linux.gif wa.]jpeg
sysadmin@0penSUSETS i~>

sysadmin@0penSUSE15:~> rm linux.gif
sysadmin@0penSUSETS5 1~

sysadmin@0penSUSET1S :~> 1s

attachment.pdf bin jobdesk.xlsx wa.]jpeg
sysadmin@0penSUSETS :~=>
sysadmin@0penSUSE15:~> 1s ~/.trash
linux.gif

sysadmin@0penSUSETS 1~

Delete the file after creating a recycle bin in Linux

So, now the Recycle Bin function in the Linux server runs
normally. If you want to return the file to the previous
folder, then type the command below:

mv ~/.trash/linux.gif /home/sysadmin

sysadmin@0penSUSE15:~> 1s

attachment.pdf bin jobdesk.xlsx wa.]jpeg
sysadmin@0penSUSETS :~=

sysadmin@0penSUSE15:~> 1s ~/.trash

linux.gif

sysadmin@0penSUSE15 :~:

sysadmin@0penSUSE15: trash/linux.gif /home/sysadmin
sysadmin@0penSUSET5 1~

sysadmin@0penSUSET5 :~:

attachment.pdf bin jobdesk.xlsx 1linux.gif wa.]jpeg
sysadmin@0penSUSE1S :~>

sysadmin@QpenSUSE15:~> 1s ~/.trash/

sysadmin@0penSUSE15 :~>
Move the file from the .trash folder

But if you want to delete the file, you must enter the
.trash folder, then type the commands below:

cd ~/.trash

alias rm='rm -i'
rm -rf Linux.gif
source ~/.bashrc
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sysadmin@0penSUSE15:~> c¢d ~/.trash/
sysadmin@0penSUSE15:~/.trash=
sysadmin@0penSUSE15:~/.trash> alias rm="rm -1°
sysadmin@0penSUSE15:~/ . trash=
sysadmin@0penSUSE15:~/.trash> rm linux.gif

rm: remove regular file 'linux.gif'? vy
sysadmin@0penSUSE15:~/ .trash=
sysadmin@0penSUSE15:~/.trash> source ~/.bashrc
sysadmin@0penSUSE15:~/ . trash=

Delete the file in the .trash command

If you want to delete all files or folders in the .trash
folder, then type the command below:

cd ~/.trash
alias rm='rm -1i'
rm -rf *

source ~/.bashrc

Remember that you must always run the source ~/.bashrc
command. After you delete the .trash folder, the file or
folder you delete will be in the .trash folder. If not, the
file or folder will disappear forever from your Linux
server.

Note

You must know that if you use sudo to delete a file or
folder, the file or folder will disappear forever and will
not be stored in the .trash folder as shown below:
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sysadmin@0penSUSE15:~= sudo 1s

attachment.pdf bin inst-sys
sysadmin@0penSUSETS i~>

sysadmin@Q0penSUSE15:~> sudo rm /root/attachment.pdf
sysadmin@0penSUSETS :~:

sysadmin@0penSUSE15:~> sudo 1s /root

bin 1nst-sys

sysadmin@0penSUSETS :~:
sysadmin@0penSUSE15:~> sudo 1ls /root/.trash
sysadmin@0penSUSETS :~:

Delete a file using sudo

So, be careful when you delete file(s) or folder(s) using
sudo.
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How to Change the Timezone on the
Linux Server?
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When you install Linux on a server for the first time, you
are asked to select the regional zone where the server is
located so that Linux will create the date and the time on
the server based on that zone. But sometimes you want to
change the timezone on your Linux server.

Problem

How to change the timezone on the Linux server?
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Solution

To see the timezone currently used on the server, you can
use the command:

timedatectl

[ root@RockyLinux9 ~]# timedatectl
Local time: Sat 2825-82-88 062:39:

Universal time: Sat : -B2-B8 B7:39:58
RTC time: Sat 2625-82-88 B67:39:58

Time zone: America/New_York (EST, -6586)
System clock synchronized:
NTP service: active
RTC in local TZ:
[ root@RockylLinux9 ~]
The timedatectl command

From the image above, the server’s time zone 1is in the
American region in the New York area. To see the timezone
provided by Linux, use the following command:

timedatectl list-timezones

[root@RockyLinux9 ~]# timedatectl list-timezones
Africa/Abidjan
Africa/Accra
Africa/Addis_Ababa
Africa/Algiers
Africa/Asmara
Africa/Asmera
Africa/Bamako
Africa/Bangui
Africa/Banjul
Africa/Bissau
Africa/Blantyre
Africa/Brazzaville
Africa/Bujumbura
Africa/Cairo
Africa/Casablanca
Africa/Ceuta
Africa/Conakry
List of timezones
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If you want to change the timezone to Singapore, then you
can type the command below:

timedatectl set-timezone Asia/Singapore

Then the time on the server will change to Singapore time,
as in the image below:

[ root@RockylLinux9 ~]# timedatectl set-timezone Asia/Singapore
[root@RockylLinux9 ~]
[ root@RockyLinux9 ~]# timedatectl
Local time: Sat 2625-62-88 15:42:83 +88
Universal time: Sat b-82-88 67:42:83 UTC

RTC time: Sat 2625-82-68 07:42:83
Time zone: Asla/Singapore (
System clock synchronized:
NTP service: active
RTC in local TZ:
[ root@RockylLinux9 ~]
After updating the timezone

Note

Apart from using the timedatectl command, you can also use
the command below:

tzselect

There is a list of the continents. Select the number that
corresponds to the zone you want. For example, I choose
Singapore as the timezone on my server, then I will choose
number 5 for Asia, and will choose Singapore in the country
selection, as in the image below:
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ckyLinuxd
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Bangladesh i ea (North) epa Singapore Yemen
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Syria
Indonesia sta Taiwan
Iran aos Philippines Tajikistan

Singapore
peninsular Malaysia

Universal Time 1s now:
Is the above information

permanent for yourself by appending the line
TZ="A n °; export TZ
to the file '.profile’ in your home directory; then log out and log in again

Here is that TZ value again, this time on standard output so that you
hell scripts:

Alternative to change the timezones

Once finished, the script in the red box must be inserted
into the .profile or .bashrc file (if there is no .bashrc
file on the server, then create the file manually). After
that, use the command:

source ~/.bashrc

Then the timezone on the server will change.
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Size in Linux?
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systemd-journald is a service that collects and stores
logging data, creating structured, indexed journals based on
the logging information it receives. But sometimes the logs
produced are so large that you have to remove and limit the
journal log.

Problem

How to remove and limit journal log size in Linux?

Solution

By default, the log journal is in the folder/var/log/journal
and will retain 4 GB of data. You can limit the log size by
using the format below:

journalctl --vacuum-size=BYTES

If you want to remove the journal log to 100 MB, you can use
the command below:

journalctl --vacuum-size=100M

The journal log size will reduce to around 100 MB, like in
the image below, after you execute the above command:
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-sh /var/log/* | grep journal

sudo journalctl --vacuum-size
ming done, freed 8B of archived jo als from /var/leg/journal.
Deleted archived journal /var/log/journe 1c641759879243181fbc47
Deleted archived journal /va ] 1c641759879243181fbc47

Deleted archived journal /va g/ ] 1c641759879243181fbc47
Deleted archived journal /va g/ ¢641759679243181fbc47
Deleted archived journal /va g/ 8 1c641759879243181fbc47
Deleted archived journal /va g/ jou 8 3 1c641759679243181fbc47

Deleted archived journal /va

Deleted archived journal /va

Deleted archived journal /va g/ jou 1¢641759879243181fbc47
Vacuuming done, freed 54.8M of archived om /var/log/journal/85
Vacuuming done, freed 8B of archived journals from /run/log/journal.

sadmin
M

You can also make the journal log remain 100 MB without
running the command above by configuring it in the
journald.conf file. But the file is in a different folder in
each Linux distro, so you have to search for the file using
the following command:

find / -name journald.conf

After you find the file, for example, you want to limit the
journal log to only 100 MB, then change the file so that it
looks like the following:

[Journal]
SystemMaxUse=100MB

After that, restart the journald service using the command
below:

systemctl restart systemd-journald.service

The journal log size should be produced in the folder /var
/log, only measuring about 100 MB.

Note

If you want to test to generate lots of logging quickly, you
can use the following command:
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while true; do dd if=/dev/urandom bs=3 count=10000 | base64 | logger; done

At the same time, you can execute the following command to
display the size of the journal log in another terminal:

while true; do du -s /var/log/journal/ ; sleep 5 ;done

What you should know is that the journal should not be
disabled, especially if you use rsyslogd, because rsyslogd
can get its information from journald, and they play very
well together this way.
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How to Install Nagios on RockylLinux?
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The previous article explained how to install the Nagios
application on Ubuntu. This article will explain how to
install the Nagios application on RockyLinux.

Problem

How to install Nagios on RockyLinux?

Solution

Below are the steps to install Nagios on RockylLinux and work
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on RockyLinux 9.5 and below. But I think these steps should
apply to installing Nagios on RHEL and its derivatives, such
as Cent0S, AlmalLinux, and so on.

1. Download the packages

Install the packages needed to install Nagios using the
command below:

yum install -y httpd php php-devel gcc glibc glibc-common gd gd-devel make
net-snmp-* wget zip unzip php-mysqlnd php-mysql*

2. Create a user and a group

Create a user and group for Nagios using the commands:

useradd nagios
groupadd nagcmd
usermod -G nagcmd nagios
usermod -G nagcmd apache

3. Download Nagios

Use the commands below to download Nagios, where at the time
of this writing (February 2025), the latest version of
Nagios is version 4.5.9:

cd /tmp

wget
https://github.com/NagiosEnterprises/nagioscore/archive/refs/heads/master.zip
-0 nagios.zip

unzip nagios.zip

cd nagioscore-master/

4. Install Nagios

By default, Linux will create a Nagios folder in the
/usr/local folder to save Nagios configuration files. So,
use the following commands to install Nagios:

./configure



If you want to save all Nagios files in a non-default folder, for example, in
the /data folder, then use the following command: ./configure
—prefix=/data/nagios

After that, run the following commands:

make all

make install

make install-init

make install-commandmode
make install-config

make install-webconf

5. Create the password

Create a password for the user to access the Nagios
application. Usually, nagiosadmin is a popular username for
Nagios, but you can create another username.

htpasswd -c /usr/local/nagios/etc/htpasswd.users nagiosadmin

swd -c¢ Jfusr/local/nagios/etc/htpasswd.users nagiosadmin

for user nagiosadmin
[root@RockylLinux9 nagioscore-master]
Create a password for the nagiosadmin user

If you installed Nagios in a non-default folder, for example, in the /data
folder, execute the below command: htpasswd -c
/data/nagios/etc/htpasswd.users nagiosadmin

6. Download Nagios Plugins

Plugins are compiled executables or scripts (Perl, shell,
Python, PHP, Ruby, etc.) that can be run from a command line
to check the status of a host or service. Nagios Core uses
the results from plugins to determine the current status of
hosts and services on your network. As of this writing
(February 2025), the latest version of Nagios plugins 1is
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version 2.4.12. You can check the latest version of Nagios
plugins on this site. Run the following commands to download
Nagios plugins:

cd /tmp

wget
https://github.com/nagios-plugins/nagios-plugins/archive/refs/heads/master.zi
p -0 nagios-plugins.zip

unzip nagios-plugins.zip

cd nagios-plugins-master/

7. Install Nagios Plugins

After that, install Nagios plugins using the following
commands:

./tools/setup

sudo ./configure --with-nagios-user=nagios --with-nagios-group=nagios
sudo make

sudo make install

8. Check the configuration

After installing Nagios and Nagios plugins, run the
following command to check the configuration of Nagios:

/usr/local/nagios/bin/nagios -v /usr/local/nagios/etc/nagios.cfg

If you installed Nagios in a non-default folder, for example, in the /data
folder, execute the below command: /data/nagios/bin/nagios -v
/data/nagios/etc/nagios.cfg

and make sure there is no error like in the image below:



[root@RockyLinux9 nagios-plugins-master]s s fusr/local/nagios/bin/nagios -v fusr/local/nagios/etc/nagios.cfg

Nagios Cor

Copyright (c) 2889-present Nagios Core Development Team and Community Contributors
Copyright (c) 1999-2089 Ethan Galstad

Last Modified: : 2-19

License: GPL

Website: htt

Reading configu
Read main config file okay..,
Read object config files okay...

Running pre-flight check on configuration data...

Checking objects...

T groups.
commands .
5 time ptllﬂd“.

ce Pn:alatlons.

Cheuklng for 01rcu1ar pathq

S dcppndenL1Eq
d 5 timeperiods
Chevklng glnbal

Total Warnings
Total

Things loock okay - problems were detected during the pre-flight check
[roc *kyLinux9 nagios-plugins-master]# [J

Check the Nagios configuration

9. Turn on the services

Turn on the services using the commands below:
cp /lib/systemd/system/nagios.service /etc/systemd/system/
systemctl start httpd
systemctl start nagios

systemctl enable httpd
systemctl enable nagios

10. Check the application

Open your browser, and type in your browser:

http://your ip address server/nagios
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And there should be a display like the image below:

(@ 192.168.56.2/nagios/ o B

Sign in to access this site

Authorization required by http://192.168.56.2
Your connection to this site is not secure

Username

Password

Open the Nagios application

If you don’t see the image like the above image in your
browser, maybe the Firewall/IPTables is still on in your
server. Run the following commands:

firewall-cmd --zone=public --add-port=80/tcp --permanent
firewall-cmd --reload

sed -i 's/SELINUX=.*/SELINUX=disabled/g' /etc/selinux/config
setenforce 0

Back to your browser again, and it should work now. Insert
the username (nagiosadmin) and the password for Nagios. If
the username and the password are right, the Nagios
application will appear like this:
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Open the Nagios application

If you want to know which hosts are being monitored by
Nagios, click Hosts. Nagios will display the hosts that are
being monitored:

- . Current Network Status Host Status Totals Service Status Totals
N a g . os Last Updated: Thu Feb & 09:42:31 EST 2025 Up Down Unreachable Pending Ok Warning Unknown Critical Pending
Negiocd Corom 459 vy ragios o W » Jfeo] @EC« e [ o
General Logged in as nagiosadmin All Problems All Types All Problems All Types

e

View Service Status Detail For All Host Groups
View Status Overview For All Host Groups
View Status Summary For All Host Groups

Home

Documentation

Current Status View Status Grid For All Host Groups

Host Status Details For All Host Groups

Tactical Overview

Map
Hosts Limit Results:

Services Host *# status *# Last Gheck *# Duration *# Status Information

Host Groups localhost g up 02-06-2025 09:41:57 0d Oh 2m 21s PING OK - Packet loss = 0%, RTA = 0.08 ms

Summary
Grid
Service Groups

Results 1- 1of 1 Matching Hosts

Summary

Hosts monitored by Nagios

From the picture above, it can be seen that currently,
Nagios is only monitoring the Nagios server or localhost. If
you want to know which services are being monitored by
Nagios, click Services. Nagios will display the services
that are being monitored:
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Host Groups Current Users OK 02-06-2025 09:41:20 0d Oh 6m 65+ /4 USERS OK - 1 users currently logged in

Summary HTTP WARNING 02-06-2025 09-44:57 Od Oh 1m 13s. a/a HTTP WARNING: HTTP/11403 Forbidden - 7897 bytes in 0.001 second respense time
Grid PING OK 02-06-2025 09:42:35 0d Oh 6m 65+  1/4 PING OK - Packet loss = 0%, RTA = 011 ms
Service Groups Root Partition OK 02-06-2025 09:43:12 0d Oh 6m 6s+  1/4 DISK OK - free space: / 15158 MIB (8715% inode=99%):
Summary 8SH OK 02-06-2025 09:43:50 0d Oh 6m 65+ /4 SSH OK - OpenSSH_87 (protocol 2.0)
Grid Swap Usage OK 02-06-2025 09:44:27 0d Oh 6m 6s+  1/4 SWAP OK - 100% free (2047 MB out of 2047 MB)
Problems Total Processes oK 02-06-202509:45:05  0d Ch 6m 65+  1/4 PROCS OK: 35 processes with STATE = RSZDT

Services (Unhandled)

Hosts (Unhandled) Results 1 - 8 of 8 Matching Services

Services monitored by Nagios

From the picture above, you can see that Nagios monitored 8
services for the Nagios server or localhost.

Note

If you have a domain/subdomain and want to use that
domain/subdomain for the Nagios application, create a
virtual host on your web server. For example, I have the
domain sysadminpedia.com and want to use the subdomain
nagios.sysadminpedia.com for the Nagios application. So, I
created the script below in the file
/etc/httpd/conf.d/nagios.sysadminpedia.com.conf:

<VirtualHost *:80>
ServerName nagios.sysadminpedia.com
ServerAdmin sysadmin@nagios.sysadminpedia.com
DocumentRoot /usr/local/nagios/share
<Directory /usr/local/nagios/share>
Options -Indexes +FollowSymLinks
AllowOverride All
</Directory>

ErrorLog /var/log/httpd/nagios.sysadminpedia.com-error.log
CustomLog /var/log/httpd/nagios.sysadminpedia.com-access.log combined
</VirtualHost>

Restart the web server, open your browser, and type your
domain/subdomain for Nagios, and it should be like the image
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below:

& C [ A\ Not secure | nagios.sysadminpedia.com oI & o} ] &2 ""\-

N a g i oS Version 459 December 19, 2024 ® Daemon running with PID 20960
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Home
Documentation

Current Status

Tactical Overview

Services

Host Groups
Summary
Grid

Service Groups
Summary
Grid

Problems
Services (Unhandled)
Hosts (Unhandled)
Network Outages

Quick Search:

Reports

Using a domain or a subdomain for the Nagios application

If you installed Nagios in a non-default folder, for example, in the /data
folder, you can copy the script above, but you must change the word
/usr/local to /data.
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How to Display a File Without the
Hashtag Sign on Linux?

written by sysadmin | 28 February 2025

If you open the configuration file on the Linux Server, you
will usually find many comments used in the file, which are
started by a hashtag sign (#). This aims to explain a
configuration that is under comment. But sometimes you want
to see the configuration without having to look at the
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explanation of the configuration.

Problem

How to display a file without the hashtag sign on Linux?

Solution

For example, I want to see the default configuration file
for the fstab file, which is located at /etc/fstab, and by
default, it will look like the image below:

[root@RockylLinux9 etcl# cat fstab
/etc/fstab
Created by anaconda on Thu Sep 19 67:29:32

Accessible filesystems, by reference, are maintained under '/dev/disk/'.
See man pages fstab(5), findfs(8), mount(8) and/or blkid(8) for more info.

After editing this file, run 'systemctl daemon-reload' to update systemd
units generated from this file.

#
#
#
#
#
#
#
#
#

=+

/dev/mapper/rl_rockylinux9-root / xfs defaults B B
UUID=866eb699-fd9c-45ae-bba8-6c2208e767ed7 /boot xfs defaults
/dev/mapper/rl_rockylinux9-swap swap defaults B8
[root@RockylLinux9 etc]

The fstab file

As far as I know, there are 3 methods to display the file
without the hash sign:

1. Using the grep command

To use the grep command, you can use the format below:

grep -v '#' filename

In this case, type the command below:

grep -v '#' /Jetc/fstab

And it will look like the image below:
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[root@RockylLinux9 etcl# grep -v '#' /etc/fstab

/dev/mapper/rl_rockylinux9-root / xts defaults B a

UUID=066eb699-fd9c-4bae-bba8-6c228e767ed7 /boot xfs defaults
/dev/mapper/rl_rockylinux9-swap defaults B o
[root@RockylLinux9 etc]

Using the grep command

2. Using the sed command

To use the sed command, you can use the format below:

sed '/#/d' filename

In this case, type the command below:

sed '/#/d' /etc/fstab

And it will look like the image below:

[root@RockylLinux9 etcl# sed '/#/d' /etc/fstab

/dev/mapper/rl_rockylinux9-root / xfs defaults

UUID=866eb699-fd9c-45ae-bba8-6c2208e767ed7 /boot xfs defau
/dev/mapper/rl_rockylinux9-swap swap defaults
[root@RockylLinux9 etc]

Using the sed command

3. Using the awk command

To use the awk command, you can use the format below:

awk '! /#/' filename

In this case, type the command below:

awk '! /#/' /etc/fstab

And it will look like the image below:

[root@RockylLinux9 etcl# awk '! /#/' /etc/fstab

/dev/mapper/rl_rockylinux9-root / xfs defaults B 6

UUID=866eb699-fd9c-45ae-bba8-6c2208e767ed7 /boot xfs defaults
[/dev/mapper/rl_rockylinux9-swap swap defaults (5%
[root@RockylLinux9 etc]
Using the awk command
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Note

Usually, when you use either of the three commands above to
display a sentence that does not start with a hash mark in a
Linux file, the result may be a lot of empty spaces, for
example, in the zabbix agentd.conf file, as shown in the
image below:

PidFile=/run/zabbix/zabbix_agentd.pid

LogFile=/var/log/zabbix-agent/zabbix_agentd. log

LogFileSize=6

The initial output

So if you want to only display the results without any blank
spaces, then use the command below:

grep -v '"“#' /etc/zabbix/zabbix agentd.conf | grep -v '"$'

and the result will be as shown in the image below:

PidFile=/run/zabbix/zabbix_agentd.pid

LogFile=/var/log/zabbix-agent/zabbix_agentd. log
LogFileSize=8
The expected result

If the file comments do not use a hashtag sign, for

example, use a semicolon (;), replace the hashtag sign with
a semicolon sign in one of the commands above, and it should
display a configuration that does not start with the
semicolon sign:
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</VirtualHost
rooctBubuntu24 0
rootBubuntu2d404:
rootBubuntu2d04:
VirtualHost

ErrorLog {
CustomLog S{&

</VirtualHost>
rootBubuntu2404:~#
Using the semicolon sign
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How to Install Nagios on Ubuntu?
written by sysadmin | 28 February 2025

Nagios is an event monitoring system created by Ethan
Galstad and first released in 2002, which offers monitoring
and alerting services for servers, switches, applications,
and services. It alerts users when things go wrong and
alerts them again when the problem has been resolved. There
are 2 types of Nagios: Nagios XI for the enterprise version
and Nagios Core for the free version. This article will
explain how to install Nagios Core on Ubuntu.

Problem

How to install Nagios on Ubuntu?

Solution

Here are the steps to install Nagios on Ubuntu, and these
steps work on Ubuntu 24.04 and below and I think it should
also work on Debian.

1. Download the packages

Install the packages needed to install Nagios using the
command below:

sudo apt-get install autoconf gcc libc6 make wget unzip apache2 php
libapache2-mod-php libgd-dev libssl-dev

2. Create a user and a group

After that, create a user and group for Nagios using the
commands:

sudo useradd nagios

sudo groupadd nagcmd

sudo usermod -a -G nagcmd nagios
sudo usermod -a -G nagcmd www-data


https://sysadminpedia.com/how-to-install-nagios-on-ubuntu/
https://www.nagios.com/article/nagios-core-vs-nagios-xi/

3. Download Nagios

Use the commands below to download Nagios, where at the time
of this writing (February 2025), the latest version of
Nagios is version 4.5.9:

cd /tmp

wget
https://github.com/NagiosEnterprises/nagioscore/archive/refs/heads/master.zip
-0 nagios.zip

unzip nagios.zip

cd nagioscore-master/

4. Install Nagios

By default, Linux will create a Nagios folder in the
/usr/local folder to save Nagios configuration files. So,
use the following commands to install Nagios:

sudo ./configure --with-command-group=nagcmd --with-httpd-
conf=/etc/apache2/sites-enabled

If you want to save all Nagios files in a non-default folder, for example, in
the /data folder, then use the following command: sudo ./configure
—prefix=/data/nagios —with-command-group=nagcmd —with-httpd-
conf=/etc/apache2/sites-enabled

After that, run the following commands:

sudo make all

sudo make install

sudo make install-init

sudo make install-daemoninit
sudo make install-config

sudo make install-commandmode
sudo make install-webconf
sudo a2enmod rewrite

sudo a2enmod cgi



5. Create the password

Create a password for the user Nagios to access the Nagios
application. Nagiosadmin is usually a popular username for
Nagios, but you can create another.

sudo htpasswd -c /usr/local/nagios/etc/htpasswd.users nagiosadmin

sudo htpasswd -c fusr/local/nagios/etc/htpasswd.users nagiosadmin

Adding
sysadm

Create the password

If you installed Nagios in a non-default folder, for example, in the /data
folder, execute the below command: sudo htpasswd -c
/data/nagios/etc/htpasswd.users nagiosadmin

6. Download Nagios Plugins

Plugins are compiled executables or scripts (Perl, shell,
Python, PHP, Ruby, etc.) that can be run from a command line
to check the status of a host or service. Nagios Core uses
the results from plugins to determine the current status of
hosts and services on your network. As of this writing
(February 2025), the latest version of Nagios plugins is
version 2.4.12. You can check the latest version of Nagios
plugins on this site. Run the following commands to download
Nagios plugins:

cd /tmp

wget
https://github.com/nagios-plugins/nagios-plugins/archive/refs/heads/master.zi
p -0 nagios-plugins.zip

unzip nagios-plugins.zip

cd nagios-plugins-master/

7. Install Nagios Plugins

After that, install Nagios plugins using the following
commands:
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./tools/setup

sudo ./configure --with-nagios-user=nagios --with-nagios-group=nagios
sudo make

sudo make install

8. Check the configuration

After installing Nagios and Nagios plugins, run the
following command to check the configuration of Nagios:

sudo /usr/local/nagios/bin/nagios -v /usr/local/nagios/etc/nagios.cfg

If you installed Nagios in a non-default folder, for example, in the /data
folder, execute the below command: sudo /data/nagios/bin/nagios -v
/data/nagios/etc/nagios.cfg

and make sure there is no error like in the image below:

sysadmin@ubuntu2484:/tmp/ ers su /usr/flocal/nagios/bin/nagios -v fusr/local/nagios/etc/nagios.cfg

Nagios Core

Copyright (

Copyright Ethan Galstad
Last Modified 19

License: GPL

Website: https

Reading configura a.
Read main config file okay...
Read object config files okay...

Running pre-flight check on configuration data...

Checking objects...
Checked 8 se
Checked 1 hosts.
Checked 1 host groups.

Checked B service groups.
Checked 1 contacts.
Checked 1 contact groups.
Checked 24 commands.
Checked 5 time periods.
Checked © host escalations.
Checked 8 service escalations.
Checking for circular paths...
Checked 1 hosts
Checked © service dependencies
Checked © host dependencles
Checked 5 timeperiods
Checking global event handlers...
ng obsessive compulsive processor commands...
Checking misc settings...

Total Warnings: @
Total : 8

Things look okay - blems were detected during the pre-flight check
sysadmin@ubuntu2484:/tmp/ er

Check the Nagios configuration
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9. Turn on the services

Turn on the services using the commands below:

sudo systemctl start nagios.service
sudo systemctl enable nagios
sudo systemctl restart apache2.service

10. Check the application

Open your browser, and type in your browser:

http://your ip address server/nagios

And there should be a display like the image below:

(D 1921685650/nagios  ¥¢ @& &3

Sign in to access this site

Authorization required by http://192.168.56.50
Your connection to this site Is not secure

Username

Password

E

Open Nagios in the browser

-

If you don’'t see the image like the above image in your
browser, maybe the Firewall/IPTables is still on your
server. Run the following commands:

sudo ufw allow Apache
sudo ufw reload
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Back to your browser again, and it should work now. Insert
the username (nagiosadmin) and the password for Nagios. If
the username and the password are right, the Nagios
application will appear like this:

N a g i o s Version 45.9 December 19,2024 @ Daemon running with PID 29145 Check for updates

General

Home
Documentation

Current Status

Tactical Overview
Map
Hosts R .
Services . H H
:: ‘ Meet Nagios Core Services
Summary = i
s Platform
Service Groups .
Summary o
Grid The next generation of Open Source powered monitoring with
Problems advanced dashboards, monitoring wizards, and much more!
Services (Unhandled)
Hosts (Unhandled)

Network Outages X
Quick Search Newsletter Sign-Up

Reports

Availability
Trends
Alerts
History
Summary
Histogram
Notifications
Event Log

System

Comments

Négios application

If you want to know which hosts are being monitored by
Nagios, click Hosts, and Nagios will display the hosts that
are being monitored:

- Current Network Status Host Status Totals Service Status Totals
N a g l o S Last Updated: Tue Feb 4 16:34:36 UTC 2025 Up Down Unreachable Pending Ok Warning Unknown Critical Pending

:Zg%::gi?wgf;? /w.nagios.org |1” o ” o ” o ‘ ‘1H o H o H 7 H o |

General Logged in as nagiosadmin All Problems All Types All Problems All Types

Detail For All Host Groups

Home
Documentation

Current Status atus Grid For All Host Groups

Host Status Details For All Host Groups

Tactical Overview

Map

Hosts Limit Results
Services Host * ¥ status * ¥ Last Check *# Duration *# Status Information

Host Groups localhost g up 02-04-2025 16:34:16 0d Oh Om 20s PING OK - Packet loss = 0%, RTA = 007 ms

Summary

Grid Results 1-1o0f 1 Matching Hosts

Service Groups

Summary
Grid

Problems
Services (Unhandled)
Hosts (Unhandled)
Network Outages

Quick Search:

Reports

Availability
Trends
Alerts
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Hosts monitored by Nagios

You can see from the picture above, Nagios only monitors the
Nagios server or localhost. If you want to know which
services are being monitored by Nagios, click Services then
Nagios will display the services that are being monitored:

- . Current Network Status Host Status Totals Service Status Totals
N a 9 10S Last Updated: Tue Feb 4 16:38:40 UTC 2025 Up Down Unreachable Pending Ok Warning Unknown Critical Pending
—_— ated svery 00 soconds flo [ o | o | 8 o | o [ o | o]
nagi
General All Problems All Types All Problems All Types

Home
Documentation

Current Status Service Status Details For All Hosts

Tactical Overview

Map Limit Results.

Hosts Host *# service *4 status *¥ Last Check *# Duration * # Attempt *# Status Information

Services localhost Current Load oK 02-04-2025 16:37:19 0d Oh Im 21s a4 OK - load average: 0.00, 0.06, 0.36
Host Groups Current Users oK 02-04-2025 16:37:57 0d Oh Om 435 14 USERS OK - 2 users currently logged in
Summary HTTP oK 02-04-2025 16:38:34 0d Oh Om 6s. 4 HTTP OK: HTTP/11 200 OK - 10945 bytes in 0.013 second response time:
Grid PING oK 02-04-2025 16:34:12 0d Oh 4m 28s 1z PING OK - Packet loss = 0%, RTA = 010 ms
Service Groups Root Partition oK 02-04-2025 16:34:49 0d Oh 3m 51s 4 DISK OK - free space: / 3195 MiB (33.80% inode=T7%)
Summary SSH oK 02-04-2025 16:35:27 0d Oh 3m 13s 14 SSH OK - OpenSSH_9.6p1 Ubuntu-3ubuntul3.5 (protocol 2.0)
Grid Swap Usage oK 02-04-2025 16:36:04 0d Oh 2m 365 14 SWAP OK - 100% free (1861 MB out of 1967 MB)
Problems Total Processes oK 02-04-2025 16:36:42 0d Oh m 585 4 PROCS OK: 40 processes with STATE = RSZDT

Services (Unhandled)

Hosts (Unhandled) Results 1 -8 of § Matching Services
Network Outages

Quick Search

Reports

Services monitored by Nagios

From the picture above, Nagios monitors 8 services for the
Nagios server or localhost.

Note

If you have a domain/subdomain and want to use that
domain/subdomain for the Nagios application, create a
virtual host on your web server. For example, I have the
domain sysadminpedia.com and want to use the subdomain
nagios.sysadminpedia.com for the Nagios application. So, I
created the script below in the file /etc/apache2/sites-
enabled/nagios.sysadminpedia.com.conf:

<VirtualHost *:80>
ServerName nagios.sysadminpedia.com
ServerAdmin sysadmin@nagios.sysadminpedia.com
DocumentRoot /usr/local/nagios/share
<Directory /usr/local/nagios/share>
Options -Indexes +FollowSymLinks
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AllowOverride All
</Directory>

ErrorLog /var/log/apache2/nagios.sysadminpedia.com-error.log
CustomLog /var/log/apache2/nagios.sysadminpedia.com-access.log combined
</VirtualHost>

Restart the webserver, open your browser, and type your
domain/subdomain for Nagios, and it should be like the image
below:

&« C n A\ Not secure | nagios.sysadminpedia.com PER e E?B &3 &=

N a g i os Version 4.5.9 December 19, 2024 @® Daemon running with PID 47740

General

Home
Documentation

Current Status

Tactical Overview

Map

Hosts

Services

Host Groups
Summary
Grid

Service Groups
Summary
Grid

Problems
Services (Unhandled)
Hosts (Unhandled)
Network Outages

Quick Search:

Reports

Availability

Trends

Alerts
History
Summary
Histogram

Using a domain/subdomain for the Nagios application

If you installed Nagios in a non-default folder, for example, in the /data
folder, you can copy the script above, but you must change the word
/usr/local to /data
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