How to Connect Storage Mount Using
Volume Mount on Docker?

written by sysadmin | 9 June 2025

The previous article explained how to access the database
installed in a container. But you must know that if you
delete the container, it will automatically delete the
database too. Therefore, you must create a storage to store
a database so that if you delete the container, either
intentionally or unintentionally, the database will remain.
By default, Docker supports the following types of storage
mounts for storing data outside of the container’s writable
layer: volume mounts, bind mounts, and tmpfs mounts, each
with its unique characteristics and use cases. This article
will explain how to connect storage mount using volume
mount. You can see a summary of the three types of storage
here.

Problem

How to connect storage mount using volume mount on Docker?

Solution

Volumes are persistent storage mechanisms managed by the
Docker daemon. It is stored in the filesystem on the host in
/var/lib/docker/volumes folder, but to interact with the
data in the volume, you must mount the volume to a
container. Volumes are ideal for performance-critical data
processing and long-term storage needs and are also suitable
for sharing data between containers since volumes can be
attached to multiple containers.

A. List, remove and create the volume

To see the volume on the server, use the command below:

docker volume 1s
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To remove a volume, use the command below:

docker volume rm volume name

Use the command below to remove all unused volumes:

docker volume prune

By default, there is no volume if there is no container on
the server. But if there is a container that uses storage
like a container that uses a database image, the volume will
form automatically. To see which containers that use volume
can use the command below:

docker container inspect webapp postgresdb mysqldb -f '{{ .Name }} => {{json
.Mounts}}'

-a
COMMAND  CREATED  STATUS PORTS NAMES
bapp1 nginx
aedabf2d88b8922e61c
_ROOT_PASSWORD="gq1w2e3r4' mysql
53

Source":"/var/lib/docker/volumes/198cbB3b7a38d6b6840af7e4ab76¢c5a7310f96c6Tb4aB3b83961H

Display the container that uses volume

You can create a new volume using the format below:

docker volume create volume name

Use the command below if you want to create a mysql vol
volume:

docker volume create mysql vol

To see this volume information in detail, use the command
below:
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docker volume inspect mysql vol

sysadmin@docker :~5 docker volume inspect mysqgl_vol

"CreatedAt”: "20625-64-16T16:80:28/7",

“Driver": "local",

“Labels”: null,

"Mountpoint": "/var/lib/docker/volumes/mysql_vol/_data",
“Name": "mysql_vol",

"Options": null,

"Scope”: "local"

|
sysadmin@docker :~
Inspect the volume

B. Connect storage mount to a container

After that, make a new container where the container mounts
to the volume you created using the format below:

docker run -d --name container name -v volume name:/path/folder/in/container
image name

You can see more detailed information on mounting a
container, using the format below:

docker inspect container name -f "{{json .Mounts}}" | python3 -m json.tool

For example, use the command below if you want to create a
db mysgl container with a password gqlw2e3r4 using mysql vol
volume in the folder /var/lib/mysql

docker run -d --name db _mysql -e MYSQL ROOT PASSWORD='qlw2e3r4' -v
mysql vol:/var/lib/mysql mysql
docker inspect db mysql -f "{{json .Mounts}}" | python3 -m json.tool
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min@docker: - run -d --name db_mysql -e MYSQL_ROOT_PASSWORD='qlw2e3r4’ -v mysql_vol:/var/lib/mysql mysql
3434b591bT658TbecB17629Tf26b273dabe7d7e

5 docker inspect db_mysql -f "{{json .Mounts}}" | python3 -m json.tool

'Propagation”: ""

sadmin@docker :~

Run the container and check the mount

C. Simulate remove the container

After that, try to enter the container by using the command
below:

docker exec -it db mysql mysql -uroot -pglw2e3r4

Create a database and fill it as shown in the image below:
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sysadmin@docker :~5 docker exec -it db_mysgql mysgl -uroot -pgliwZedrd

mysql: [ | Using a password on the command line interface insecure.
Welcome to the MySOL monitor. Commands end with ; or \g.

Your MySQL connection id is 9

Server version: 9.3.6 MySQL Community Server - GPL

Oracle is a registered trademark of Oracle Corporation and/for 1its
affiliates. Other names may be trademarks of their respective
owners.

Type "help;” or "‘h° Tor help. Type "‘c° to clear the current input statement.

mysql= CREATE DATABASE lab_db;
Query , 1 row affected (8.864 sec)

mysql= use lab_db
Database changed
mysql= CREATE TABLE students |

id INT AUTO_INCREMENT PRIMARY KEY

name VARCHAR(188) NULL,

age INT MULL

);
B rows affected (8.175 sec)

INSERT INTO students (name, age) VALUES ("Alice', 21);
, 1 row affected (B.115 sec)

select * from students;

P

1 row in set (6.882 sec)

mysql= \g
Bye
Create a database

Then, try to simulate by deleting the container and creating
a new container where the data is put into the mysql vol
volume in the /var/lib/mysql folder using the command below:

docker stop db mysql

docker rm db mysql

docker run -d --name db mysql new -e MYSQL ROOT PASSWORD='qlw2e3r4' -v
mysql vol:/var/lib/mysql mysql
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Access the container by using the command:

docker exec -it db mysql new mysql -uroot -pqlw2e3r4

The lab db database should still be accessible using the
container you just created, as shown in the image below:

stop db_mysqgl
cer rm db_mysqgl

-d --name db_mysql_new -e MYSQL_ROOT_PASSWORD="q1w2e3r4' -v mysql_vol:/var/lib/mysgl mysql
3cbad4bc138867a63bd24d3aB787b151c2af2

z -it db_mysgl_new mysql -u 3rd
mysql: [ ] Using ord on the command line interface insecure.
Welcome to the MySQL moni ommands end with ; or \g.
Your MySQL cc n id is ¢
Server version: ySQL Community Server - GPL

Copyright (c) 2808, 2825, Oracle and/or its affiliates.

Oracle is a registered trademark of Oracle Corporation and/or its
affiliates. Other names may be trademarks of thelr respective
OWNers.

Type "help;’ or '"‘h' for help. Type '‘c' to clear the current input statement.

mysql= use lab_db
Reading table information for completion of table and column names
You off this feature to get a quicker startup with -A

Database changed

mysql= select * from students;
to-m—t——— - +o—-— +

| 1d | name

1 row in set (0.815 sec)

mysql= I

The database can still be accessed

D. Share data in the volume among containers

Let’s do a simulation to share the data that is in the
volume with more than one container on a single server. In
this article, 2 containers will be created that are
connected to a mysql vol volume. Type the command below to
make 2 containers:

docker run -d --name db mysqll -e MYSQL ROOT PASSWORD='qlw2e3r4' -v
mysql volume:/var/lib/mysgql mysql

docker run -d --name db mysql2 -e MYSQL ROOT PASSWORD='qglw2e3r4' -v
mysql volume:/var/lib/mysgql mysql

docker ps
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sysadmin@docker :~5 docker run -d --name db_mysqll -e MYSQL_ROOT_PASSWORD="ql1w2e3r4' -v mysgl_vol:/var/lib/mysql mysqgl
d9ccdbdfB8ed4fB8e11f26209cabB8752¢155%9aB9Tae276938

docker run -d 1ame db_mysql2 -e OT_PASSWORD="qg1w2e3r4" -v mysgl_vol:/var/lib/mysgl mysql
c697a2bBbd9ba361331e516T6a8587810 5ba

er:~5 docker ps
IMAGE COMMAND CREATE ! NAMES
mysql "docker-ent s.." 9 5 £

9 8 seconds p db_mysql2,
= mysqgl "docker-entry t.s." 21 onds ag 21 seconds , p db_mysql1
admin@docker i~

Create 2 containers

After that, type the command below to create a database and
insert the data via container db mysqll:

docker exec db _mysql bash -c "mysql -uroot -pglw2e3r4 -e \"CREATE DATABASE
db _school; USE db school; CREATE TABLE students (id INT AUTO INCREMENT
PRIMARY KEY, name VARCHAR(100) NOT NULL, age INT NOT NULL); INSERT INTO
students (name, age) VALUES ('bob', 21), ('John', 22);select * from
students;\""

Then there will be a display below:

ot -pqiwZe3r4 -e \"CREATE DATABASE db_school; USE d
T NULL, age INT NOT NULL); INSERT INTO st

("John*, 22);select * from 20
mysql: [ ] Using a password insecure.

id name age
1 bob 21
2 John 22
sysadmin@docker :~

Execute the command to create a database and insert data

From the picture above, there are 2 data in the student
table in the db school database. Type the command below to
add data to the table from container db mysql2:

docker exec db _mysqll bash -c "mysql -uroot -pglw2e3r4 -e \"USE db school;
INSERT INTO students (name, age) VALUES ('Laura', 20), ('Andrew', 23);select
* from students;\""

exec db_mysqll bash -c "mysgl -uroot -pgiw2e3r4 -e \"USE db_school; INSERT INTO students (name, age) VALUES ('Lau
* from stude AN

a\
] Using rd on the command line interface insecure.

name age

bob 21

John
3 Laur
4 Andre 23
sysadmin@docker :~

Execute the command to add data
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In the picture above, there are 4 data in the student table
so that the Docker volume data can be shared between
containers on a server well.

Note

You can see the picture below to see the difference between
the three storage:

Volume vs Bind Mount
vs tmpfs Mount

FEATURES Volume Bind Mount tmpfs Mount
[T Yes (data persists after Depends on the host No (data lost when
container stops) structure container stops
Performance Good (optimized for Good (depends on host disk Excellent (in-memory
Docker) speed) storage)
Use Case Production data, stateful Development, real-time file Temporary data,
applications updates caching
Management Managed by Docker, easier User-managed, requires  User-managed, temporary
to back up manual handling & ephemeral
Security More isolated from the host Direct access to host, Isolated to container,
filesystem higher risk secure
Backup/Restore Easily backed up & restored Manual backup Not applicable
with Docker Commands required (ephemeral)

Types of storage in Docker (Image credit from linkedin.com)
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How to Download a Package With Its

Dependencies in Rockylinux?

written by sysadmin | 9 June 2025

To install a package on RockyLinux distro which is a
derivative of RHEL and derivatives such as AlmaLinux or
Cent0S and others, just type yum install or dnf install and
follow by the name of the package to be installed, then the
package will be directly installed immediately on the
server. But sometimes I just want to download a package with
its dependencies for some purposes like installing into the
server that can’t connect to the internet or just for some
experiments.

Problems

How to download a package with its dependencies in
RockyLinux?

Solution

There are 2 methods to download a package with all its
dependencies without installing the package on the server
and both methods work successfully on RockyLinux9:

A. Using downloadonly plugin

To execute this method, use the format below:

yum install --downloadonly --downloaddir=/folder/path/in/linux package name -
y

For example, suppose you want to download nginx packages
along with their dependencies, and all the packages are
contained in the /tmp/nginx folder, use the following
command:

yum install --downloadonly --downloaddir=/tmp/nginx nginx -y
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After you run the above command, the nginx package and its
dependencies files should be in the /tmp/nginx folder as
shown below:

‘tmp/nginx nginx -y
-18:24 PM aa

Installing:
nginx x86_6 2:1.20.1-20.e19.6.1 appstream
g dependencies:
20.1-20.e19.6.1 appstream

Installed size: 1
YUM will only dow
Downloading Packa

06:082
Complete!
The downloaded packages were saved in cache until the next transaction.
You cached packages by executing 'yum clean packages'.
[ root@Rockyl inux9 ~]
[root@RockyLinux9 ~]# 1s /tmp/nginx/

[ root@Rockyl inux9 ~]

Download a nginx file using downloadonly option

By default, if you forget to type the --downloaddir option,
it will be stored in the /var/cache/dnf/appstream-*/packages
folder.

B. Using yumdownloader

Run the command below to install the yum-utils package:

yum install yum-utils

Then to execute this method, use the format below:

yumdownloader --destdir=/path/in/linux --resolve package name -y

For example, suppose you want to download a vim package and
it is stored in the /root/vim folder, then use the command
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below:

yumdownloader --destdir=/root/vim --resolve vim -y

After you run the above command, the vim package and its
dependencies files should be in the /root/vim folder as
shown below:

7-21.e19.x86_64.rpm
el9._x86_64.rpm

[ root@RockylLinux9 ~]

Download a vim package using yumdownloader

By default, if you forget to type the --destdir option, the
package and its dependencies will be saved in the folder
where the command is run. If for example the command is
executed in /root then the package and its dependencies
files will be stored in the /root folder.

Warning

You can download more than one package either using the first method or the
second method, but this is not recommended because there will be mixing
between dependencies files in one folder so that it makes confusion. So it is
recommended to download only one package in one folder.

Note

If you have installed a package on the server and you want
to download the package along with the dependencies files,
but you use the downloadonly plugin then you can’t download
the package like in the image below:
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[root@RockyLinux9 ~]# yum install --downloadonly ir=/tmp/httpd httpd -y
Last metadata expiration check: 1:23 ago on Fri 11:168:24 A8
Package httpd-2.4.62-1.e19 5.2 .x86_64 is already installed.

Dependencies resolved.

Mothing to do.

Complete!

[ root@RockylLinux9 ~]

Failed to download a package

so you have to remove the package from the server first and
then you can download the package by running the previous
command. However, you can still download packages that are
already installed on the server if you use yumdownloader.
And if you want to install the downloaded package along with
its dependency files then go to the downloaded folder and
type the command below:

rpm -ivh *

so you can install the package easily and quickly like in
the image below:

[ root@RockylLinux9 ~]# cd vim
[ root@RockylLinux9 vim]
[root@RockylLinux9 vim]+# 1s

[ root@RockylLinux9 vim]

[root@RockyLinux9 vim]# rpm -ivh =*

Verifying... S R

Preparing. .. HHAH AR SRR R R R

Updating / installing...
T:vim-filesystem-2:8.2.2637-21.el9 #H#FEEEHHHREHEEH
2:vim-common-2:8.2 _2637-21.el9 AR
3:gpm-1ibs-1.20.7-29.el9 S
4:vim-enhanced-2:8.2 .2637-21.e19 RS E RS RS HRRE RIS

[ root@RockylLinux9 vim]

Install a package with its dependencies
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How to Manage Networking in Docker?

written by sysadmin | 9 June 2025

Docker has a network system to regulate communication
between one container and another container, your Docker
host(server), and the outside world.

Problem

How to manage networking in Docker?

Solution

Docker provides six network drivers that you can use, as
shown in the image below:

Driver Description

bridge The default network driver.

host Remove network isolation between the container and the Docker host.
none Completely isolate a container from the host and other containers.

overlay Overlay networks connect multiple Docker daemons together.
ipvlan IPvlan networks provide full control over both IPv4 and IPv6 addressing.

macvlan Assign a MAC address to a container.

The six network drivers in Docker (Image credit for docs.docker.com)

You can see from the image above that the bridge is a
default network driver, so if you do not specify a driver,
then this type of network is created. To see the types of
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network drivers on your server, use the command below:

docker network 1s

sysadmin@docker:~5 docker network 1ls
NETWORK ID NAME DRIVER SCOPE
eld4edBeeBaf bridge bridge local

3fe9d2c18c386 host host local
ede911392a2c null locald
sysadmin@docker :~

List the network drivers in Docker on your
server

To see the configuration details of each network driver, use
the command below:

docker network inspect bridge host none

sysadmin@docker :~ cer network inspect bridge host none
[
"Name" : "bridge",
"Id": "cf222e15cb997e14140831803146097Ta437dab4819286ab8933bb8ef
"Created": "2825-84-15T15:55:17.718
“Scope": "local",
“Driver”: "bridge”,
“EnableIPv6": ;
“IPAM" :
"Driver": "default",
"Options”: null,
"Config": [
"Subnet": "
“Gateway": "

]

“Internal”:
"Attachable":
“Ingress":
"ConfigFrom":
“Network": ""

"ConfigOnly":
“Containers":
"2adeadafffcd48 €32011f8e110489e77d5chfbd4a%bacB8af91f48ab6adf3s": [

“Name" : "webappl",
"EndpointID": "2221b3ad69895615cec?fe8214bbbde44155a153d8429710ce8ch720ea5300a9"
“MacAddress": "02: 1:86:82",
"IPv4Address": "172.17.8.2/16",
"IPv6Address": ""
Display detailed information about the network on each network driver
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To see the type of driver network used in each container,
use the command below:

docker ps -q | xargs docker inspect | jq '[.[] | {Name: .Name[l:], Networks:
(.NetworkSettings.Networks | to entries | map({(.key): .value.Driver}) |
add) }]"

sysadmin@docker :~5 docker ps -q | xargs docker inspect | jq '[.[] | {Name: .Name[1:], Networks: (.NetworkSettings.Networks | to_entries | map({(.key): .value.Driver}) | add)}]

sysadmin@docker :~ I

Display the network drivers in each container

To see the IP of each container, for example, in the nginx
container, use the command below:

docker inspect -f '{{range.NetworkSettings.Networks}}{{.IPAddress}}{{end}}"'
nginx

sysadmin@docker:~S docker inspect -f '{{range.NetworkSettings.Networks}}{{.IPAddress}}{{end}}' ngihel m )

172.17.8.3

Display of the IP of a container

To communicate between one container with another container,
both containers must have the same gateway. For example, you
have made two containers, so by default, the two containers
will use a network bridge driver so that it has the same
gateway. Use the command below to see the two container IPs:

docker ps -q | xargs docker inspect | jgq '[.[] | {Name: .Name[l:], IPAddress:
.NetworkSettings.IPAddress, Gateway: .NetworkSettings.Gateway}]'

sysadmin@docker:~5 docker ps -q | xargs docker inspect | jq '[.[] | {Name: .Name[1:], IPAddress: .NetworkSettings.IPAddress, Gateway: .NetworkSettings.Gateway}]

[

]

sysadmin@docker :~

Display all the IPs in each container
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Then try to enter one of the containers and ping to another
container using the command:

docker exec webappl ping -c2 172.17.0.2

sysadmin@docker :~ ocker exec webappl ping -c2 172.17.6.2
PING 172.17.6.2 (172.17.6.2) 56(84) bytes of data.
o 1icmp_seq=1 ttl=64 time=6.141
icmp_seq=2 ttl=6: s

172.17.8.2 ping statistics ---
2 packets transmitted, ? recelved, 6% packet loss, time 1862ms
rtt min/avg/max/mdev = 6.855/6.6 .141/8.843 ms
sysadmin@docker :~
Ping between containers

And the containers should be able to communicate with each
other like the image above.

WARNING

If you can’t ping on your container, then you have to install ping in your
container by accessing one of your containers and installing the ping
package. If your container uses Ubuntu, then you can install it using the
command:

apt update;apt install iputils-ping

A. Create a new network

You can create a new network on the server for your own
needs using the format below:

docker network create network name --driver driver name

For example, you want to create an app-network network using
a bridge driver, then use the command below:

docker network create app-network --driver bridge
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sysadmin@docker :~5 docker network create app-network --driver bridge
8ecb3bbealbbfelafcedbebb13164dd9605668%9a/cd/beB3ctaa931b289cbb41
sysadmin@docker :~

sysadmin@docker :~5 docker network 1s

NETWORK ID NAME DRIVER SCOPE

8ecbibbBealbb app-network bridge local
cf222e15ch99 bridge bridge local
3fe9d2c18c30 host host local
e4e8911392a2c null local
sysadmin@docker :~
Create a new network

You may not write the option --driver if you want to create a new network
using a bridge driver because bridge is a default network driver in Docker.

After that, try to use the command below to see the detailed
information of the app-network:

docker network inspect app-network

You can see from the picture above that the IP and Gateway
from the app-network have been made automatically. You can
make an IP and a Gateway according to what you want. For
example, you want to create a new network with the name db-
network, which has a range of IP 10.10.1.0/24 and Subnet
10.10.0.0/16 and Gateway 10.10.1.254, then use the command
below:

docker network create -d bridge db-network \
--subnet=10.10.0.0/16 \
--ip-range=10.10.1.0/24 \
--gateway=10.10.1.254
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sysadmin@docker:~5 docker network inspect app-network

“Name": "app-network",

"Id": "5953916e1c5328a18728eca968f8a51ae1898fc68979e1dcd2cf2cdba%adcab6”,

“Created”: "2825-84-15T16:45:54.46608514732",

“Scope”: "local",
“Driver": "bridge",
"EnableIPv6" : \
"TPAM™ :

"Driver": "default"”,

"Options": {},
"Config": [
1

"Subnet" :
“"Gateway" :

"172.18.8.8/16",
"172.18.8.1"

“Internal”:
"Attachable"” :
"Ingress":
"ConfigFrom" :
"Network": ""

"ConfigOnly":
"“Containers":
“Options":
“Labels" :

]

sysadmin@docker :~
Create a new network with the custom values

Use the command below to display network information details
easily:

docker network inspect db-network -f '{{json .IPAM}}' | python3 -m json.tool

sysadmin@docker :~5 docker network inspect db-network -f '{{json .IPAM}}' | python3 -m json.tool

{

"Driver": "default",
"Options": {},
"Config": [

“Subnet": "16.18.8.8/16",
“IPRange": "10.16.1.6/24",
"Gateway": "10.18.1.254"

]
}

sysadmin@docker :~
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Display the value of the network in a container

From the image above, you can see that the IP, Subnet, and
Gateway on the network are the same as what you want.

B. Connecting a network to a container

If you connect the current container to a network, use the
format below:

docker network connect network-name container-name

For example, if you want to connect the webappl container to
the app-network network, use the command below:

docker network connect app-network webappl

sysadmin@docker :~5 docker inspect webappl | jgq '[.[] | {Name: .Name[1:], Networks: (.NetworkSettings.Networks | to_entries | map({(.key): .value.Driver}) | add)}]"

p1",

cker network connect app-network webapp1l

cer inspect webapp1l | jq '[.[] | {Name: .Name[1:], Networks: (.NetworkSettings.Networks | to_entries | map({(.key): .value.Driver}) | add)}]

sysadmin@docker :~

Connecting a network to a container

If you want to create a new container by directly connecting
to a network, use the format below:

docker container run --name container name --network network name image:tag

For example, if you want to create a db-mysql container on
the db-network network, use the command below:

docker run -d --name db-mysql --network db-network -e
MYSQL ROOT PASSWORD='qlw2e3r4' mysql
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ker run -d --name db-mysql --n ork db-network -e MYSQL_ROOT_PASSWORD="qlw2e3r4' mysql
35bf9a197fd1aefed5b96c5dfBfe2 291266¢b3

er:~5 docker inspect db-mysql | jq '[.[] | {Name: .Name[1:], Networks: (.NetworkSettings.Networks | to_entries | map({(.key): .value.Driver}) | add)}]

sysadmin@docker :~

Connecting a network when creating a new container

C. Disconnect a network in the container

To disconnect a network in the container, use the format
below:

docker network disconnect network name container name

For example, if you want to break the app-network network
from the webappl container, use the format below:

docker network disconnect networkl webappl

sysadmin@docker :~% docker inspect webappl | jg '[.[] | {Name: .Name[1:], Networks: (.NetworkSettings.Networks | to_entries | map({(.key): .value.Driver}) | add)}]

docker network disconnect app-network webapp

er:~5 docker inspect webappl | jg '[.[] | {Name: .Name[1:], Networks: (.NetworkSettings.Networks | to_entries | map({(.key): .value.Driver}) | add)}]

: }

sysadmin@docker :~

Disconnect a network from a container

D. Removing a network

To remove a network, use the format below:

docker network rm network name

For example, I want to delete the app-network network, use
the command below:

docker network rm app-network
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sysadmin@docker :~5 docker network 1ls

NETWORK ID NAME DRIVER SCOPE
Secb3bBealbb app-network bridge local
f36Te388abe6  bridge bridge local
a292d347df19 db-network bridge local
3fe9d2c18c36 host host local
e4e911392a2c null local
sysadmin@docker :~

sysadmin@docker :~5 docker network rm app-network
app-network

sysadmin@docker :~

sysadmin@docker:~5 docker network 1ls

NETWORK ID NAME DRIVER
f36Te388a5e6  bridge bridge
a292d347df19 db-network bridge
3fe9d2c18c30 host host
e4e911392a2c null
sysadmin@docker :~
Remove a network

WARNING

You cannot remove a network if the network is still connected to a container.
First, disconnect the network connection from the container, and then you can
delete the network.

Note

You must be careful when setting the network in Docker
because if you set the wrong network, one or several
containers will not be connected, which causes the
application that runs on the Docker will be disturbed.
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How to Move a File/Folder From the
Server to the Container And Vice
Versa?

written by sysadmin | 9 June 2025

The previous article explained how to access a container in
Docker. Now, I need to move a file/folder from the server to
the container and vice versa.

Problem

How to move a file/folder from the server to the container
and vice versa?

Solution

These are how to move a file/folder from the server to the
container and vice versa:

A. Move from the server to the container

To move a file from the server to the container, use the
format below:

docker cp src path container:dest path

For example, I want to move the nginx.tgz file from the
server to the webappl container in the folder /home, so I
use the command below:

docker cp nginx.tgz webappl:/home

And the file will move to the /home folder in the container,
like in the image below:
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sysadmin@docker:~5 1s
get-docker.sh mysgl.env
sysadmin@docker :~
sysadmin@docker :~5 docker ps
CONTAINER ID TMAGE COMMAND CREATED STATUS PORTS NAMES
nginx "/ 01 9 hours ago Up 4 hours 6.0.08.0:8080->80/tcp, [::]:8888->88/tcp webapp1
18 hours ago Up 18 hours ga/tcp nginx

r cp nginx.tgz webappl:/home
MB to webapp1:/home

K -5 docker exec webapp1 1s /home

sysadmin@docker :~

Move the file from the server to the container

B. Move from the container to the server

To move a file from the server to the container, use the
format below:

docker cp container:src path dest path

For example, you want to move the docker-entrypoint.sh file
in the container to the server in the folder /tmp, use the
command below to move the file:

docker cp webappl:docker-entrypoint.sh /tmp

And the file should be transferred to the folder /tmp on the
server as shown below:

sysadmin@docker :~5 docker cp webappl:docker-entrypoint.sh /tmp
ed 3.58kB to /tmp

1s /tmp/

ysadmin

Move the file from the container to the server

Note

You can move the folder and its contents from the server to
the container and vice versa by using the format above
without the need to add the -r option, as shown in the image
below:
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get-docker.sh mysqgl.env

docker cp test/ webappl:/
copled 24.6kB to webapp1:/

er exec webappl 1s

docker-entrypoint.d
docker-entrypoint.sh
efc

home

lib

lib64

media

mnt

opt

proc

root

run

sbin

srv

SYS

test

tmp

usr

cer exec webappl ls /test
er.sh
sysadmin@docker i~
Move the folder into and out of the container

WARNING

You cannot move more than one file or folder from the server to the container
or vice versa.
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How to Run Environment Variables In
Docker?

written by sysadmin | 9 June 2025

Besides providing application images, Docker also provides
database images such as PostgreSQL, MySQL, MariaDB, MongoDB,
and so on for its users. As with databases installed on a
physical server, which requires entering a username and
password to access it, Docker also requires you to enter a
username and password to use the database, commonly known as
an environment variable.

Problem

How to run environment variables in Docker?

Solution

An environment variable is a dynamically named value that
can affect how running processes behave on a computer. They
are part of the environment in which a process runs. For
example, a running process can query the value of the TEMP
environment variable to discover a suitable location to
store temporary files, or the HOME or USERPROFILE variable
to find the directory structure owned by the user running
the process. To find out whether a Docker image can use
environment variables, you must check the documentation of
the Docker image. Still, in general, Docker images in the
form of databases such as MySQL, PostgreSQL, or MongoDB use
environment variables.

Please note that if you install an image container that uses
an environment variable, for example, installing a MySQL
database in a container, but you don’t include an
environment variable like in the command below:

docker container run -d \
--name db mysql \
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mysql

The container will not run as shown in the image below:

sysadmin@docker :~5 docker container run -d \
--name db_mysqgl \
mysql

cker:~5 docker ps

CONTAINER ID IMAGE COMMAND  CREATED STATUS PORTS NAMES

sysadm cker :~

sysadm cker:~5 docker ps -a

CONTAINER ID IMAGE COMMAND CREATED STATUS PORTS NAMES
e2df3afd6b89 mysqgl "docker-entrypoint.s.." 9 seconds ago Exited (1) 8 seconds ago db_my sl
sysadmin@docker :~

Create a container without using environment variables

Docker has parameters that we can use to send environment
variables to the application contained in the container by
adding the --env or -e option when we create the container,
following the format below:

docker container run -d --name container name --env KEYl="value" --env
KEY2="value" image:tag

This article will use the MySQL Docker image as a case
example. In the documentation, several variables are
provided, such as MYSQL ROOT PASSWORD, MYSQL DATABASE, and
so on. So, if you want to install MySQL in the container,
you have to insert the environment variable. So, if you want
to create a MySQL container with root password qlw2e3r4,
then run the command below:

docker container run -d \

--name mysql db \

-e MYSQL ROOT PASSWORD=qlw2e3r4 \
mysql

After that, try to access the MySQL database by running the
command below:

docker container exec -it db mysql mysql -pqlw2e3r4
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You will enter the database in the container, like in the
image below:

sysadmin@docker :~5 docker container run -d \
e mysql_db \
-e MYSQL_ROOQT_PASSWORD=q1w2e3r4 \
mysql
1938fB357b16f2afhc70e47bedd13435311¢c8976a2a8cch3974818eBB82fb7ebe
sysad ker :~
sysadmin@docker :~5 docker ps
CONTAINER ID TMAGE COMMAND CREATED STATUS ) NAMES
1038fe3 mysql “docker-entrypoint.s.." 5 seconds ago Up 4 seconds . f mysql_db
sysadmin@d
sysadmir <er :~5 docker container exec -1t mysql_db mysql -pqiw2e3r4
mysql: [ | Using a password on the command line interface insecure.
Welcome to the MySQL monito Commands end with ; or \g.
Your MySQL conne n 1d 1s 9
Server version: 8 MySQL Community Server - GPL

Copyright (c) Oracle and/or its affiliates.

Oracle is a registered trademark of Oracle Corporation and/or its
affiliates. Other names may be trademarks of their respective
owners.

Type ‘help;’ or "‘h" for help. Type '‘c' to clear the current input statement.

mysql> CREATE DATABASE employees;
Query , 1 row affected (6.83 sec)

mysql> I
Create the container using environment variables

And you can use database commands as usual, like in the
image above.

Note

Besides using the -e or --env parameter arguments, you can
use a file to save the environment variables, commonly known
as Env-File, using the VAR=VALUE format. Use the format
below to run the container that uses Env-File like in the
format below:

docker container run -d --name container name --env-file=filename
container_name

First, you create the file, which usually ends with .env or
.env.prod or .env.dev, and I create mysql.env. After that,
you add to the file the script below:
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MYSQL_ROOT PASSWORD=qlw2e3r4

Run the command below to create a new container for MySQL
using the environment file:

docker run -d --name db mysql file --env-file=mysql.env mysql

The MySQL container will be created, and you can access the
database in the container like in the command below:

) "MYSQL_ROOT_PASSWORD=q1w2e3r4’ > mysqgl.env

ker 1~ ycker run -d --name db_mysql_file --env-file-mysgl.env mysql
e34al1b41cabcb14308debabd1ab552657e37/f1a1b46304d18d8ece?

8 mi ker:~
CONTAINER ID IMAGE COMMAND CREATED STATUS 5 NAMES
ccd42d68ede3d mysql "docker-entrypoint.s.." 7 seconds ago Up 5 seconds : , p db_mysql_file

cer~
S mi (er:~ cker exec -1t db_mysql_file mysql -uroot -pqlw2e3r4

mysql: ] Using a password on the command line interface insecure.
Welcome to the MySQL monitor Commands end with ; or \g.

Your MySQL con id 1s 9

Server version: ) MySQL Community Server - GPL

Copyright (c) 28 825, Oracle and/or its affiliates.
Oracle is a registered trademark of Oracle Corporation and/or its
affiliates. Other names may be trademarks of their respective

owners.

Type 'help;' or '‘h' for help. Type '‘c' to clear the current input statement.

mysql= I
Create the container with the Env-File
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How to Access a Container in Docker?

written by sysadmin | 9 June 2025

After you install Docker and learn some basic Docker
commands to set up a container, this article will explain
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how to access a container in Docker.

Problem

How to access a container in Docker?

Solution

There are 2 ways to access a container in Docker:
A. Via CLI

If you want to access a container in Docker, use the format
below:

docker exec -it container_id/container name shell

where the -i option is interactive to keep the input active,
the -t option is an argument for pseudo -tty (terminal
access) allocation, and shell is the program contained in
the container and it can be different to be different to the
code used in the container likes bash or sh shell, but for
more details, please look at the documentation of each
image). For example, there is an nginx container that is
running, and if you want to access the nginx container, you
can use the command below:

docker exec -it nginx bash

After that, you should be able to access the container as
shown below:
sysadmin@docker:~5 docker ps

CONTAINER ID IMAGE COMMAND CREATED STATUS PORTS NAMES
ebd61413d2af nginx " fdocker-entrypoint..." 18 minutes ago Up 16 minutes ge/tcp nginx

sysadmin@docke ocker exec -1t nginx bash

root@ebdb1413d2af:/
root@ebd61413d2af:/# 1s

bin dev docker-entrypoint.sh home 1ib64 mnt proc run srv tmp var
boot docker-entrypoint.d etc 1ib media opt root sbin sys usr
root@ebd61413d2af:/
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Access into the container

If you want the results of the command in the container to
be shown on the server, then use the format below:

docker exec container name/container id bash -c "your-linux-commands"

For example, use the command below:

docker exec webappl bash -c "ls -al /bin/sync; echo; 1ls -al /usr"

sysadmin@docker :~5 doc exec nginx bash -c¢ "l1s -al /bin/sync; echo; 1ls -al /fusr®”
-rwxr-xr-x 1 root root . : g 2 /bin/sync

total 48

root
root ..
root 10 pr 8 61:46 bin
?2 root ar 7 17:38 games
2 root ar 7 17:38 include
root -~ 8 81:46 1lib
2 root - 7 B86:86 1ib64
4 root pr 7 88:80 libexec
1 root pr 7 86:86 local
1 root pr &8 81:46 sbin
1 root - 8 81:46 share
W 2 root ar 7 17:38 src
sysadmin@docker :~
Run some Linux commands in the container

Or you can also use the format below if you only run a
command in the container:

docker exec container _name/container_id linux-command

For example, use the command below:

docker exec nginx 1s -al /usr
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sysadmin@docker :~5 docker exec nginx 1s -al /fusr
total 48

/ B6:60
15 B4:18 _.

8 01:46 bin
root 17:386 games
root 17:38 1nclude

root 4
._-]_
4
4
4 /
root 4 pr 8 61:46 1ib
4 e
._-]_
4
._-]_
4

root
root

root 1ib64
root libexec
root local
root sbin
root share
root 4696 Mar 7 17:38 src

CATE T Watiilals Al ¥
Run a command in the container

B. Via website

You can access a container through the website, but this
method only produces applications that run in the container
on the website and do not run commands in the container.
Usually, these containers use a web server image such as
Apache or Nginx, or applications made by developers. If you
want to run these applications and access the application in
the browser, use the format below:

docker container run -d --name container name -p port server:port container
image name:tag

For example, you want to run an nginx container whose
application can be seen by using port 8080 on the server,
then use the command below:

docker container run -d --name webappl -p 8080:80 nginx

sysadmin@docker :~5 docker container run -d --name webappl -p
T8e110489e77d5cBfbd4a%bac8at91f48abB6a
sysadmin@docker:~5 docker ps
CONTAINER ID IMAGE CREATED STATUS NAMES

2adeadafffcd nginx "/ rypoint..." 5 seconds ago Up 4 seconds : ->80/ , L::]:868 3 webapp1_
ebdb1413d2af nginx */ e ypoilnt..." 42 minutes ago Up 42 minutes 86 ngin#
sysadmin@docker :~

Run the container with the accessed port
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Open your browser and type the url below:

http://your _ip server:8080

There should be a display as below:

A Not secure 192.168.56.100:5080 o7

Welcome to nginx!

If you see this page, the nginx web server is successfully installed and
working. Further configuration is required.

For online documentation and support please refer to nginx.org.
Commercial support is available at nginx.com.

Thank you for using nginx.

Display the application on the website

If you stop the container, then the application cannot be
accessed through a browser as below:

« 0 6 O[FEEwmEE] v 6 B G

CREATED STATUS alal
NAMES
nginx . 2 hours ago Up 2 hours
webapp1
nginx @ .." 3 hours ago Up 3 hours
X

docker stop webappl Hmmm... can't reach this pa

192.168.56.100 refused to connect.

docker ps

COMMAND CREATED STATUS PORTS NAMES Try:
*/docker-entrypoint..." 3 hours ago Up 3 hours 88/tcp nginx
- Search the web for 192 168 56 100

+ Checking the connection

Turn off the container

Note

You can also access a database installed in a container
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using the commands in this article.
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How to Limit Resources in Docker?

written by sysadmin | 9 June 2025

The previous article explained how to monitor an entire
container in Docker. In addition to monitoring, you should
also limit the resource usage of each container so that
server performance remains in good condition.

Problem

How to limit resources in Docker?

Solution

If you run the docker stats command, the command will
display the resource container as shown in the image below:

sysadmin@docker:~S docker stats --no-stream

CONTAINER ID  NAME CPU % MEM USAGE / LIMIT NET I/0 BLOCK I/0 PIDS
94dd458f891¢ redis 16.28MiB / 961.7MiB 946B / 8B  29.1MB / BB
2a976b236645 nginx 12 .52MiB / 961.7MiB 7266 / 8B 23.8MB / 4.1kB 2

free -m
total used shared buff/cache avallable
1 530 a1

sysadmin@docker :~

Display stats of the Docker

As you can see in the image above, there are 2 containers
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running, and both containers have a memory limit of 941 MB,
where the memory size is the size of the memory of the
server. This is dangerous because the application in the
container can use all the memory or CPU on the server,
causing the server to run abnormally. Therefore, you should
limit the use of resources in the container.

A. RAM limitation
There are 2 types of memory limitations in Docker:

« The hard limit is a maximum value that cannot be
exceeded. When a container exceeds a hard memory limit,
Docker takes aggressive actions such as terminating the
container so that there will be an OOM or Out Of Memory
error in the container. The options used in Docker are -
-memory or -m.

« The soft limit is a limit that can be temporarily
exceeded. When a soft limit is reached, Docker warns the
user but does not take immediate action. The option used
is --memory-reservation.

If you use swap on the server, you can use the --memory-swap
option to allocate available swap memory to the container.
This swap memory must be larger than the hard limit, usually
twice larger than the hard limit. If you want to use a
percentage for memory swap, use the --memory-swappiness
option.

To limit the memory on the new container, use the format
below:

docker run -d --memory='hard limit value' --name docker name docker-image

For example, if you want to limit the memory on a container
of 512 MB with a soft limit of 256 MB, then I run the
command below:

docker run -d --memory='512m' --name nginx nginx



CONTAINER ID  NAME MEM USAGE / LIMIT MEM % NET I/0 BLOCK I/0 PIDS
3302146fdb23  nginx 2.762M1B / 512MiB 8 586B / 6B 1.3MB / 26.5kB
94dd458f891c redis 1 : 16.28MiB / 961.7MiB 1 1.16kB / 6B 29.1MB / 6B

sysadmin@docker :~ -:.

Run Docker with limited memory

You can immediately change the container memory when the
container is running using the format below:

docker update docker name --memory='hard limit value'

For example, I want to change the Redis container memory
from 971 MB to 256 MB using the command below:
sysadmin@docker :~5 docker stats --no-stream

CONTAINER ID  NAME CP MEM USAGE / LIMIT MEM % NET I/0 BLOCK I/O PIDS
3302f46fdb23  nginx (% 2.762M1B / 512MiB 8. 54 9368 / BB 1.3MB / 28.5kB 2

94dd458f891¢c redis 16.28MiB / 961.7MiB )% 1.23kB / 6B 29.1MB / 6B

docker update redis --memory="'256m’
er 94dd458f891cB8d8ehal5ehBB878fc83e5c66660d6af8bebB815a3a90408¢c57f7: Memo
ry limit should be smaller than already set memoryswap limit, update the memoryswap at the same time )
sysadmin@docker :~

Error when updating memory

But when running the command, there is an error as below:

Error Response from Daemon: Cannot Update Container
94DD458F891CO8DBEOA15EBOO878FC83E5C6660D6AF8Beb0815A3A9040C57F7: Memory Limit
Should Be Smaller Than Already Set Time

To overcome the error, update the memory container swap,
whose value must be greater than the memory value.
Therefore, use the command below to increase the memory of a
container:

docker update redis --memory='256m' --memory-swap='512mb'’

And the container memory value should have changed as shown
below:
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sysadmin@docker:~5 docker stats --no-stream
CONTAINER TD  NAME CP MEM USAGE / LIMIT MEM % NET I/0 BLOCK I/0O
33p2f46Tdb23 nginx 2.762MiB / 512MiB B 1.81kB / 6B 1.3MB / 206.5kB
94dd458f891¢c redis 16.28M1B / 961.7M1B 1 1.3kB / eB 29.1MB / 6B
sysadmin@docker

- inspect redis | grep Memory

8,
ppiness”: null

ocker update redis --memory='256m"
daemon: container 94dd458f891cB8d8ebal5ebpB878fc83e5c66660dbafBbebB815a3a9040c57/f7: Memo
11d be smaller than already set memoryswap limit, update the memoryswap at the same time

ocker update redis --memory='256m' --mem wap="512mb"

ect redis | grep Memory

null,
sysadmin@docker :~
sysadmin@docker:~5 docker stats --no-stream
CONTAINER ID  NAME CP MEM USAGE / LIMIT MEM % NET I/0 BLOCK I/0 PIDS
33p2f461db23 nginx 2.762M1B / 512MiB @ 1.81kB / 8B 1.3MB / 28.5kB 2
94dd458f891¢c redis 16.28MiB / 256MiB 6 1.3kB / BB 29.1MB / BB
sysadmin@docker :~

Update the memory in a container

B. CPU limitation

Before you limit the CPU in the container, you need to know
how many CPU cores there are on your server by using the
command below:

nproc

To limit the CPU used in the container, use the --cpus
option to determine how many CPU cores can be used in a
container. If your server has two CPUs and you set --
cpus="1.5", the container 1is guaranteed at most one and a
half of the CPUs and this is the equivalent of setting --
cpu-period="100000" and --cpu-quota='150000" (cpu-period 1is
used with cpu-quota to configure the CPU scheduler with
defaults to 100000 microseconds and cpu-quota is used with
cpu-period to configure the CPU scheduler). Use the format
below to limit the CPU in the container:

docker run -d --cpus='cpu value' --name docker name docker image:tag
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You can see the details of the CPU used by a container by
using the format below:

docker inspect nginx | grep -e Cpu -e cpu

For example, I want to limit the CPU to 1, so I run the
command below:

docker run -d --cpus='l' --pame nginx nginx

sysadmin@docker :~5 docker run -d --cpus='1' --name nginx nginx
f459a6f53db4ddb26445d97889e7cBb8174a8bb79c344a19054
cker :~
sysadmin@docker :~5 docker stats --no-stream
CONTAINER ID  NAME CPU % MEM USAGE / LIMIT MEM % NET I/0 BLOCK I/0
87ef6df718dc nginx B.680% 11.5M1B / 961.4MiB 1 866B / BB 9.56MB / 12.3

cker:~
sysadmi cker:~5 docker inspect nginx | grep -1 cpus
hare
“Nano
et : .
etMems": ""
sysadmin@docker :~
Run a container with a limited CPU

Warning

You have to be careful in determining the CPU limitations of a container
because if you limit the CPU too much (for example, giving 0.5 CPU to the
container even though the container can run using 1 CPU) or give a CPU
limitation that is greater than the CPU the server uses (for example The
server CPU only has 1 CPU but you give the container 2 CPUs) then the
container will immediately turn off automatically.

You can use the --cpu-shares option for a container to
control the share of CPU cycles available, whose default
value is 1024. This option is like a soft limit option on
memory, so if you run the command below:

docker run -d --cpu-shares='2048' --name webappl nginx

If there is more than 1 container on a host and CPU cycles
are constrained, then the webappl container will receive 2x
more CPU than the other containers. You can update the CPU
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in a running container using the format:

docker update docker name --cpus='cpu value'

For example, I have 2 CPUs on the server, and initially, I
use all the CPUs in the webappl container. Then, I wanted to
update the CPU on the container to 1.5, so I ran the command
below:

docker update webappl --cpus='1l.5"' nginx

sysadmin@docker :~5 docker run --name nginx -d nginx
8e566e9c6TB58TbcaB72888e4T1dbB6c38836dc17b67a7abeb9f873eecd76167
sysadmin@docker :~
sysadmin@docker :~5 docker inspect nginx | grep -1 Cpus

! hares": 8,

"Nano "1 8,

! et -

! etMems" :
sysadmin@docker :~

sysadmin@docker :~5 docker update nginx --cpus="1.5"
nginx

sysadmin@docker :~

sysadmin@docker :~5 docker inspect nginx | grep -1 cpus

" haregs" : B,
"Nano "1 156

n __.t n : mon
" etMems" :

sysadmin@docker :~
Update the CPU in a container

C. HDD limitation

As of this writing (April 2025), the HDD limitation can only
be used for btrfs, overlay2, windowsfilter, and zfs storage
drivers. For the overlay2 storage driver, the size option 1is
only available if the backing filesystem is xfs and mounted
with the pquota mount option. Type the command below to see
the Docker settings on the server:

docker info | grep -e 'Filesystem' -e 'Support' -e 'Storage'’
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Run the command above, and here is the result:

sysadmin@docker :~5 docker info | grep -e 'Filesystem' -e "Support’ -e 'Storage’
. bridge-nf-call-iptables 1is
- bridge-nf-call-ip6tables is

Driver: overlay?2?
Backing : extfs
s d_type:
sysadmin@docker :~
Check the filesystem

To limit the hard disk in a container, follow the format
below:

docker run -d --name nginx --storage-opt size=1g nginx

If I want to limit my hard disk in a container, I run the
command below:

docker run -d --name nginx --storage-opt size=1g nginx

But, I have an error like the image below:

docker: Error response from daemon: —storage-opt is supported only for
overlay pver xfs with ‘pquota’ mount option

sysadmin@docker:~5 docker run -d --nam dis --storage-opt size=1g redis
dock response from daemon: —- age-opt 1s only for overlay over xfs with 'pguota’ mount option.

See er run --help’.
sysadmin@docker :~

Error when limiting HDD for a container

From the image above, I can’t limit the HDD to the
container because my Backing Filesystem in my server still
uses extfs, not xfs. So, if I want to limit my HDD in my
containers, I have to change my Backing Filesystem in my
server. So I made an experiment by turning off Docker and
deleting the Docker folder using the command below:

sudo systemctl stop docker
sudo rm -rf /var/lib/docker && sudo mkdir /var/lib/docker
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Then I inserted an additional hard disk into the existing
server, and then I converted the file system to xfs using
the commands below:

sudo mkfs.xfs /dev/sdbl
sudo mount /dev/sdbl /var/lib/docker

sysadmin@d ar :~5 sudo mount /dev/sdb1 /var/lib/docker/

VSa il's df -T
Filesystem Type 1K-bloc se 11¢ > Use% Mounted on
tmpfs tmpfs 2 Jfrun
/dev/mapper fubuntu--vg-ubuntu--1v ext4 1 . Q4 4 i /
tmpfs tmpfs : ) B /dev/shm
tmpfs tmpfs Jrun/lock
/dev/sda2 extd 17 1 6% Jfboot
tmpfs tmpfs 4 1% /run/user/1668
/dev/sdb1 xfs A 71 1 4% fvar/lib/dock®-B
sysadmin@docker :~
Create xfs filesystem

And I added to the /etc/fstab file the script below:

echo '/dev/sdbl /var/lib/docker xfs defaults,quota,prjquota,pquota,gquota 0
0' | sudo tee -a /etc/fstab

I rebooted the server to test whether the fstab file
settings were correct. After that, I tried to create a
container by limiting the container’s hard disk to 1GB using
the command below:

docker run -d --name nginx --storage-opt size=1g nginx

sysadmin@docker :~5 docker info | grep -e 'Filesystem' -e 'Support' -e 'Storage'
Driver: overlay2
Backing : xfs
s d_type:
. bridge-nf-call-iptables is
: brldqe nf-call-ip6tables is

docker ps
CONTAINER 1D IMAGE COMMAND CREATED STATUS S NAMES
8d669d92bcc? nginx */docker-entrypoint..." 18 seconds ago Up 9 seconds 88/ nginx
sysadmin@docker :~

Limiting HDD in a container
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Note

You can combine more than one restriction above by using one
command. For example, if you want to limit memory, CPU, and
HDD in a container, then you can run the command below:

docker run -d --name webappl -m 512m --cpus=1.5 --storage-opt size=1g nginx

As far as I know, Sysadmin only limits the use of RAM and
CPU in Docker, but rarely limits HDD in Docker. If you want
to limit resources in Docker, you must discuss it with the
developers so that there are no problems with the
application in the future.
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