How to Install Docker on the Linux
Server?

written by sysadmin | 10 February 2025

A Docker is a platform for developing, shipping, and running
container applications. Docker is like installing a virtual
machine application on your laptop or server, whether it’s
VirtualBox, VMwWare, or Xen, so you can test various
operating systems or applications on it without putting your
laptop or server in danger.

Problem

How to install Docker on the Linux server?

Solution
A. Docker summary

The key differentiator between containers and virtual
machines is that virtual machines virtualize an entire
machine down to the hardware layers, and containers only
virtualize software layers above the operating system level.
Take a look at the image below to make the difference
between virtual machines and Docker clearer:
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The table below shows the comparison between virtual
machines and Docker:

e e

Isolation level Low High

Time required for startup Seconds Minutes

Image size Several megabytes Hundreds of megabytes to several
gigabytes

Running performance Performance loss: < 2% Performance loss: about 15%

(compared with bare
metal servers)

Image portability Mot related to the platform Related to the platform

Density 100 to 1000 on a single machine 10 to 100 on a single machine

Security 1. When the privilege of a user in a 1. The root permissions of a VM
container is escalated from a commaon tenant are isolated from those of
user to the root user, the user gains the host machine.
root permissions of the host machine. 2. Hardware isolation is implemented

2. Hardware isolation is not to prevent VM escape and data

implemented, so containers are exchange.

vulnerable to attacks.

Comparison between Docker and virtual machine (Image credit from huawei.com)

Below is a brief explanation of the terms in Docker:

- J00000 0O0O: Downloads images from Docker Hub if not
locally available

- 00000 00000 Creates a local image using a Dockerfile,
enabling custom images

- J00000 0000:Uploads images to Docker Hub, allowing
sharing

« 00000 OOO: Takes an image to run a container, useful
for starting web servers or other applications

- 00000 0O0O0: Read-only templates forming the base of
containers, including all application dependencies

- 00000 000000+ Interacts with Docker, sending
instructions to the Docker daemon to execute tasks

- J0000O0 Daemon: Handles all requests, including building,
running, and distributing containers

- 00000 O000DOooOg: Include everything needed to run an
application, such as code, libraries, and configurations
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- 000000 DO0O0O0O: Stores Docker images, with Docker Hub
as a public registry and the option to create private
ones

The image below is a picture of how the Docker works:
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How Docker works (Image credit from geeksforgeeks.org)

B. Install Docker

In general, use the command below to install Docker on
Linux:

curl -fsSL https://get.docker.com -0 get-docker.sh
sh get-docker.sh

But after you execute the commands above, there is an error
like this when you install it in RockyLinux:

ERROR: Unsupported distribution ‘rocky’

You have to install Docker manually using these commands:

sudo dnf config-manager --add-repo
https://download.docker.com/linux/rhel/docker-ce. repo

sudo dnf -y install docker-ce docker-ce-cli containerd.io docker-buildx-
plugin docker-compose-plugin

Or when you install Docker in OpenSUSE, you get an error
like this:
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ERROR: Unsupported distribution ‘opensuse-leap’

Use the commands below to install Docker in OpenSUSE:

sudo zypper install -y docker docker-compose docker-compose-switch

C. After installing Docker

Use the following command to run Docker:

sudo systemctl restart docker
sudo systemctl enable docker

To see the version of Docker you installed, use the command
below:

docker info

sysadmin@ubuntu2464 :~ er info
Client: Docker Engine - Community
Version: 27.5.1
Context: default
Debug Mode:
Plugins:
buildx: Docker Buildx (Docker Inc.)
Version: vB8.20.86
Path: fusr/libexec/docker/cli-plugins/docker-buildx
compose: Docker Compose (Docker Inc.)
Version: v2.32.4
Path: fusr/libexec/docker/cli-plugins/docker-compose

Server:
: mErTE aET while trying to connect to the Docker daemon socket at u
.sock: Get "http:/ F ZFrun%2Fdocker.so v1.47/info": d
ial unix /var/run/docker.sock: connect: pe
pretty printing infc
sysadmin@ubuntu2464 :~
Running the docker info command

D. Test the application in Docker

After that, to see whether Docker is running well on the
server, use the command below to run the hello-world
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container on your server:

docker run hello-world

If you have got the error like the image below:

sysadmin@ubuntu2484 :~5 docker run hello-world
docker: while trying to connect to the Docker daemon socket at
unix:///var/run/docker.sock: Head "http:/ Fvar®%2Frun docker.sock/_pilng": dial

unix /var/run/docker.sock: connect:
See 'docker run --help'.
sysadmin@ubuntu2484 :~

Error when running the docker run command

ERROR: permission denied while trying to connect to the Docker daemon socket
at unix:///var/run/docker.sock: Get
“http://%2Fvars2Frun%s2Fdocker.sock/v1.47/info"”: dial unix
/var/run/docker.sock: connect: permission denied

Then you have to run the following command:

sudo usermod -aG docker $USER

Log out of your server and log in again. After that, you
should be able to run the Docker commands like in the image
below:
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sysadmin@ubuntu2484:~5 docker run hello-world

Unable to find image 'hello-world:latest' locally

latest: Pulling from library/hello-world

26598344bTa5: Pull complete

Digest: sha256:d715f14f%eca81473d9112df508457893aa4d09%9adeb4729f6790086bTheal12407
Status: Downloaded newer image for hello-world:latest

Hello from Docker!
This message shows that your installation appears to be working

0 generate this message, Docker took the following steps:

1. The Docker client contacted the Docker daemon.

2. The Docker daemon pulled the "hello-world" image from the Docker Hub.
(amd64)

3. The Docker daemon created a new container from that image which runs the
executable that produces the output you are currently reading.

4. The Docker daemon streamed that output to the Docker client, which sent it
to your terminal.

To try something more ambitious, you an Ubuntu container with:
&

S docker run -it ubuntu bash

Share images, automate workflows, and more with a free Docker ID:
https://hub.docker.com/

For more examples and ideas, wvisit:
https://docs.docker.com/get-started/

sysadmin@ubuntu2484 :~
Test the Docker run command

That way, your Docker application is ready to use.

Note

You don’t have to use Docker to create and run containers,
but you can use other applications such as podman, buildah,
cri-o, etc. However, Docker is the most popular at the
moment. Also, the terms and workings of various container
applications are almost the same, so if you understand the
terms and workings of Docker, then you will also understand
the terms and workings of other container applications. To
learn about basic commands in Docker, go to this page.
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How to Display Server Memory
Percentage on Linux?

written by sysadmin | 10 February 2025

In general, sysadmins will use the free -m command to see
how much server memory is on the Linux server and how much
is used. However, I want to display the server memory
percentage on my Linux.

Problem

How to display server memory percentage on Linux?

Solution

If you run free -m on your Linux server, you will see
something like this in the image below:
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sysadmin@ubuntu2464:~5 free -m
used rea shared buff/cache available

sysadmin@ubuntu2464 :~
Display of RAM condition

a. Display the memory used

Use the command below to display the memory used in percent
form:

free -m | grep Mem | awk '{print $3/$2 * 100.0}' | sed 's/$/%/'

free -m | grep Mem | awk '{print $3/$2 = 186.0}' sed 's/8/%/'

sysadmin@ubuntu2484 :~
Used memory in percentage

b. Display available free memory

Use the command below to display available free memory in
percent form:

free -m | grep Mem | awk '{print $4/$2 * 100.0}' | sed 's/$/%/'

grep Mem | awk '{print $4/%2 * 180.8}"

sysadmin@ubuntu2484:~5 free -m |
17.3136%

sysadmin@ubuntu2484 :~
Free memory in percentage

c. Display the cache memory

Use the command below to display the cache memory in percent
form:

free -m | grep Mem | awk '{print $6/$2 * 100.0}' | sed 's/$/%/'

dmin@ubuntu2484:~5 free -m | grep Mem | awk '{print $6/S$2 * 1680.8}'

sysadmin@ubuntu2464 :~
Cache memory in percentage
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d. Integrate with bash script

If you want the percentage of memory to be put into the bash
script for comparison, then the percentage should be changed
from a fraction to an integer. Take a look at an example of
a bash script below:

#!/bin/bash

# Take the percentage of memory usage
mem usage=$(free -m | grep Mem | awk '{print $3/$2 * 100.0}"')
echo Usage Memory: $mem usage

# Change to integer for comparison
mem usage int=${mem usage%.*}

# Check condition
if [ $mem usage int -gt 80 ]; then

echo "High Memory: ${mem usage int}% used"
else

echo "Low Memory: ${mem usage int}% used"
fi

Note

Sysadmins, including me, often think that using the free -m
command will display memory in Megabytes (MB), even though
the command will display memory in Mebibytes. To display
memory in Megabytes, run the free —mega command, where 1
Mebibyte (MiB) 1is the same as 1,048 Megabytes. Look at the
image below to see the difference between Mebibytes and
Megabytes:

sysadmin@ubuntu2484:~5 free -m

total used ee shared buff/cache available
Mem: 3916 779 587 6 : 3136
Swap: 1 B
sysadmin@ubuntu i

sysadmin@ubuntu?2484 :~

shared buff/c ] available
Mem: £ 7 € 6 y 3298
Swap:
sysadmin@ubuntu2s

Difference between Meblbyte and Megabyte
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How to Make a Linux User Have the sudo
Function?

written by sysadmin | 10 February 2025

SUDO stands for “SuperUser DO” and it is a program for Unix-
like computer operating systems that enables users to run
programs with the security privileges of another user, by
default, the superuser. With sudo, a normal user can install
or delete an application, change the server network, or even
reboot or shut down the server.

Problem

How to make a Linux user have the sudo function?

Solution

This article will explain how to make a Linux user have the
sudo function on RockyLinux/AlmaLinux/Cent0S, Ubuntu/Debian,
and OpenSUSE distros. For example, you want to add the user
john to these distros and want that user to be able to use
the sudo function. As far as I know, there are two methods
to do it:

1. Change the sudoers file

Open the /etc/sudoers file or use the command below:

visudo
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Add to the file the user name as in the image below:

## Allow root to run any commands anywhere
root ALL=(ALL) ALL

john ALL=(ALL) ALL

Add the user in the sudoers file

After that, save the file and then try to add a new user
using the user john, if there is a display like the image
below:

[ john@RockyLinux9 ~]5 sudo systemctl restart sshd

We trust you have received the usual lecture from the local System
Administrator. It usually boils down to these three things:

#1 ) Respect the privacy of others.
#2 ' Think before you type.
#3 With great power comes great responsibility.

[sudo] password for john:
[ john@RockylLinux9 ~]
Choose number 1

Then select number 1, and the user should successfully add a
new user as in the image above.

2. Add the user to the sudo group

Add the user to the sudo group, where the name of this sudo
group can vary in each distro. To see the name of the sudo
group, look in the sudoers file and look for a sentence
similar to ‘Allows people in group to execute any command’.
For example, in RockyLinux and OpenSUSE, the name of the
sudo group is wheel, sudo in Ubuntu, and don’t forget to
make sure to uncomment the section as in the image below:

## Allows people in group wheel to run all commands

%wheel ALL=(ALL) ALL

Check the sudo group in the sudoers file
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Then type the command below so that a user can use sudo:

RockyLinux & OpenSUSE

usermod -aG wheel john

[root@RockylLinux9 ~]# usermod -aG wheel john
[root@RockyLinux9 ~]
[root@RockylLinux9 ~]# su - john

Last login: Wed Jan 15 65:51:59 EST 2625 on pts/6
[JohanﬂckyLlnuxg ~]% sudo adduser edward

[sudo] pass for john:

[]DhannckyLlnuxg ~ ]

Add the user to the sudo group

Ubuntu/Debian

usermod -aG sudo john

Note

The two methods above can provide the sudo feature to a user
on Linux so that the user can run commands that can only be
executed by root if the user uses the sudo command by
writing down the password. However, if you want the bob user
not to have to enter a password when running the sudo
command, then in the sudoers file, type the script below:

bob ALL=(ALL) NOPASSWD: ALL

Use the command below if you want the robin user to only be
able to perform reboot commands using sudo, but not other
commands using sudo:

robin ALL=(ALL) /usr/sbin/reboot

[robin@RockylLinux9 ~]& sudo systemctl restart sshd
[sudo] password for robin:

Sorry, user robin 1is allowed to execute '/bin/systemctl restart sshd' as root on RockylLinux9.
[robin@Rockylinux9 ~]

Give the partial sudo function to the user
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How to Display the Timestamp in the
History Command?

written by sysadmin | 10 February 2025

Displaying the timestamp in the history command is very
useful for various purposes. However, in general, Linux
systems do not display a timestamp when you run the history
command

Problem

How to display the timestamp in the history command?

Solution

If you type the history command on your Linux server, by
default, you will find that there is no timestamp, as in the
image below:
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[ root@RockyLinux9 ~]# history
1  yum update -y
72 reboot

cat /etc/*release
poweroff
ip a
ntmuil
yum install net-tools
ntmuil
mntul
nmtuil
ip a
nmtuil
ip a
nmtul
ip a
reboot
ip a
useradd sysadmin
passwd sysadmin
poweroff
1s
top
uptime

24  history

[root@RockyLinux9 ~]
The history command

So that your Linux server can display timestamps in the
history command, type the command below:

echo 'export HISTTIMEFORMAT="%F %T "' >> ~/.bashrc
source ~/.bashrc
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[root@RockylLinux9 ~]# history
1 12825-81-17 1:45 yum update -y

5 reboot
2625-81-1, 1:45 cat /etc/#release
2825-81-1, 45 poweroff
ip a
ntmui
yum install net-tools
ntmui
mntul
nmtuil
ip a
nmtui
ip a
nmtuil
ip a
reboot
ip a
useradd sysadmin
passwd sysadmin
) : poweroff
181 1s
? top
3 uptime
18 history

echo 'export HISTTIMEFORMAT="%F %T "' == ~/_bashrc

2| source ~/.bashrc

6l history

The history command with a timestamp

The image above shows that the timestamp is already visible
when you type the history command. Linux commands executed
for a long time will display the same timestamp (look at the
image above in the red box). However, if you run another
Linux command, the timestamp displayed will be the same as
when you executed the Linux command (look at the image above
in the green box).

Note

By default, you have to run the commands above on each user
to display the timestamps in the history command. But I
think it’s very tiring to do that. So, if you want to
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display a timestamp in the history command for each Linux
user, copy the command below:

sudo vi /etc/profile.d/history-timestamp.sh

After that, copy the script below into the file:

export HISTTIMEFORMAT="%F ST "

and then run the below script:

sudo chmod 644 /etc/profile.d/history-timestamp.sh

The history command in the new user’s shell will display
timestamps automatically if there is a new user on your
Linux server.
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How to Install gcloud on RockylLinux?

written by sysadmin | 10 February 2025

If you use GCP in daily operations, it is recommended to use
the commands in the CLI known as gcloud. This is because
many commands can only be executed using gcloud rather than
using the Console in the browser.
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Problem

How to install gcloud on RockyLinux?

Solution

Before you access GCP and run GCP commands through your
server, you must first install gcloud on your server.

A. Install gcloud

As far as I know, there are 2 methods to install gcloud on
RockyLinux/AlmaLinux/Cent0S, and both methods recommend
using a user other than root.

1. Using the script

Before you download the script, install the packages using
the command below:

yum install tar curl

Use the command below to download and install the script:

curl https://sdk.cloud.google.com | bash

Then you will see a display like the one below:

@RockyLinux9 ~]# curl h

otal % Received % Xfi

Upload Total Spent
@ --:--: -t

3 100 443 8 0 930
0 oading Google Cloud SDK install script annels/rapid/install_google_cloud_sdk.bash

which curl
curl -# -f https: .col k/channels/ tar.gz
R AR R R R A R R R R R R AR R R S R AR SR 100 .0%

f /tmp/tmp.aRGoLzrmtE/google-cloud-sdk.tar.gz
-install/.download/
tall/core.manif
google-c -install/core.snapshot.json
google-cli _install/gcloud-deps.manifest

Install gcloud using the script

Wait until it’s finished, and you will see a display like
the one below:
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Modify profile to update your SPATH and enable shell command completion?
Do you want to continue (Y/n)? Y

The Google Cloud SDK installer will now prompt you to update an rc file to bring the Google Cloud CLIs into your environment.

Enter a path to an rc file to update, or leave blank to use [/home/sysadmin/.bashrc]:
Backing up [/home/sysadmin/.bashrec] to [/home/sysadmin/.bashrc.backup].
[ /home/sysadmin/.bashrc] has been updated.

==> Start a new shell for the changes to take effect.

For more information on how to get started, please visit:
http oud. e.com/sdk/ uic rts

[sysadmin@RockylLinux9 ~]

Installation complete

From the image above, you are asked to create a new SSH
connection so that the effect can be seen, and type the
command below:

gcloud version

However, you can use the command below:

source /home/sysadmin/.bashrc

So you don’t need to create a new SSH connection to run the
gcloud version command, which results in the image below:

Modify profile to update your SPATH and enable shell command completion?

Do you want to continue (Y/n)? Y

The Google Cloud SDK installer will now prompt you to update an rc file to bring the Google Cloud CLIs into your environment.
Enter a path to an rc file to update, or leave blank to use [/home/sysadmin/.bashrc]:

Backing up [/home/sysadmin/.bashrc] to [/home/sysadmin/.bashrc.backup].

[ /home/sysadmin/.bashrc] has been updated.

==> Start a new shell for the changes to take effect.

For more information on how to get started, please visit:
ps://cloud. le. /sd quic arts

sadmin/.bashrc

bg 2.1.11
bundled-python3-unix 3.71
core : 1

gcloud-cre32c 1.

gsutil

[sysadmin
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Check the result of the installation

2. Using the Repository

You have to add the Google Cloud SDK repository to your
server using the following command:

sudo tee -a /etc/yum.repos.d/google-cloud-sdk.repo << EOM
[google-cloud-cli]

name=Google Cloud CLI
baseurl=https://packages.cloud.google.com/yum/repos/cloud-sdk-el9-x86 64
enabled=1

gpgcheck=1

repo_gpgcheck=0
gpgkey=https://packages.cloud.google.com/yum/doc/rpm-package-key.gpg

EOM

After that, install gcloud using the command below:

yum install google-cloud-sdk

After the installation finishes, run the following command
to test the gcloud command:

gcloud version

B. Connect to GCP

After you install gcloud on your server, type the command
below:

gcloud init

Then there will be a display like the image below:



[sysadmin@RockylLinux9 ~]5 g i init
Welcome! This command will you through the configuration of gcloud.

Your current configuration has been set to: [default]

You diagno next time by using the following flag:
gcloud init --skij

Network diagnostic detec and fixes local network connection issues.
Checking network conn 1...done.

Reachability Check

Network diagnostic (1/1 checks

You must sign in to continue. Would you like to sign in (Y/n)? Y
Go to the following link in your browser, and complete the sign-in prompts:

uth?r

Once finished, enter the verification code provided in your browser: I

Click the 1link

Click the Ctrl+Click button in the red box to open the link
in a browser, or if you have difficulty, copy what is in the
red box and place it in your browser so you will see a
display like the one below:

{5 Login dengan Google

D

Pilih akun

untuk melanjutkan ke Google Cloud SDK

o ODL_User 1559402
odl_user_1559402@cloudlabsgcporg8.com

® Gunakan akun lain

Click the account

Click on the Google account that will access GCP, then there
will be a display like the image below:
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{ signin with Google

D

Sign in to Google Cloud SDK

'e odl_user_1559402@cloudlabsgcporg8.com ~ l

Click the Continue button

By continuing, Google will share your name, email address, language
preference, and profile picture with Google Cloud SDK. See Google Cloud
SDK's Privacy Policy and Terms of Service.

You can manage Sign in with Google in your Google Account.

| Cancel )| Continue )

Click the Continue button, then the display below will

appear:

(5 sign in with Google

D

Google Cloud SDK
wants to access your
Google Account

o odl_user_1559402@cloudlabsgcporg8.com

Click the Allow button

This will allow Google Cloud SDK to:

® See, edit, configure, and delete your Google Cloud @
data and see the email address for your Google
Account.

® View and sign in to your Google Cloud SQL instances @

® View and manage your Google Compute Engine @
resources
® View and manage your applications deployed on @

Google App Engine

Make sure you trust Google Cloud SDK

o Learn why you're not seeing links to Google Cloud SDK's
Privacy Policy or Terms of Service

Review Google Cloud SDK's Privacy Policy and Terms of Service to
understand how Google Cloud SDK will process and protect your data.

To make changes at any time, go to your Google Account.

Learn how Google helps you share data safely.

( Cancel ) ( Allow m

Click the Allow button, then the display below will appear:
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Sign in to the gcloud CLI

You are seeing this page because you ran the
following command in the gcloud CLI from this or
another machine. If this is not the case, close this
tab.

gcloud auth login --no-launch-browser

1 4

Enter the following verification code in gcloud CLI on
the machine you want to log into. This is a credential
similar to your password and should not be shared
with others.

4/8AanRRruchiESKnvxMDeHADs5LcSFkfaXgos
SwDxgHetI-NftseodebZabdTwnivEeqjhow

1 bk
You can close this tab when you're done. En
H

Click the Copy button

Click the Copy button, and paste it into the CLI on your
server as in the image below:
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Go to the follo g link 1i browser, and compl sign-1n prompts:

ce finished, enter the verification code provided in your brows
You are signed in as: [odl_user_15504 bsgcporgs.com] .

Pick cloud project to use:
[1] clgcporg8-083
[2] Enter a project ID
[3] Create a new project

Please enter numeric choice or text value (must exactly match list item): 1

Your current project has been set to: [clgcporg8-683].

Do you want to configure a default Compute Region and Zone? (Y/n)? Y

Which Google Compute Engine zone would you like to use as project default?

If you specify a zone via a command line flag while working with Compute Engine resources, the default is assumed.
[1] us-easti-b
[2] us-eastl-c

Paste the code

Select the project and configure the zone as in the image
above. After that, the gcloud configuration is complete.

C. Test gcloud

Now, try gcloud to access your GCP. I try to list my virtual
machine in GCP using the below command:

gcloud compute instances list

Then the display below will appear:

[sysadmin@RockylLinux9 ~]5 gcloud compute instances list
NAME ZONE MACHINE_TYPE PREEMPTIBLE TINTERNAL_TIP EXTERNAL_IP  STATUS

my-first-vm us-westl-a e2-medium 16 8.15.220 35.247.67.92 RUNNINC
[sysadmin@Rockylinuxg ~]
Display virtual machine in GCP using gcloud

If you get a display like the image above, you have
successfully used your gcloud to access your GCP.

Note

If you have many projects on your GCP, you can choose one of
these projects as the starting point for your gcloud on GCP.
You can switch projects using the command:

gcloud config set project PROJECT ID

Change PROJECT_ID to the project ID you want to switch to.
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How to Set Up Passwordless SSH Login?

written by sysadmin | 10 February 2025

As a sysadmin, remote to a Linux server is a daily job to
perform various checks on a Linux server. By default, if a
sysadmin accesses a server, the sysadmin must enter a
username and password. However, when the sysadmin has many
servers, it is sometimes difficult for the sysadmin to enter
the password for each server, especially if each server has
a different password. Therefore, it needs to be made so that
SSH does not need to enter a password when accessing a Linux
server via SSH.

Problem

How to set up passwordless SSH Login?

Solution
There are 3 steps to setting up passwordless SSH:
1. Generate a key pair

Use ssh-keygen to generate a key pair consisting of a public
key and a private key on the client computer:

ssh-keygen -t rsa
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The -t rsa option specifies that the type of the key should
be the RSA algorithm. Hit Enter to accept the default.

sysadmin@ubuntu?2484:~5 ssh-keygen -t rsa

Generating public/private rsa key pair.

Enter file in which to save the key (/home/sysadmin/.ssh/id_rsa):
Enter passphrase (empty for ):

Enter same passphrase again:

Your identification has been saved in /home/sysadmin/.ssh/id_rsa
Your public key has been saved in /home/sysadmin/.ssh/id_rsa.pub
The key fingerprint is:

SHA256 :gq7kX2UI7 jdcr7AuArZ8ATu3zWGQON4cPoXITHJSMKM sysadmin@ubuntu2484
The key's randomart 1mage 1s:

+---[RSA 3072]----+

|.E & X = .

lo.= & O

| +o0.00 .
+----[SHA256]
sysadmin@ubuntu2464 :~

Running the ssh-keygen command

2. Upload the public key to the remote server

Use ssh-copy-id to propagate the public key to the server:

ssh-copy-id remote username@remote server ip address

For example, if you want to upload it to the server
192.168.56.2 with the username sysadmin, then use the
command below:

ssh-copy-id sysadmin@l192.168.56.2

Type yes when prompted and type the password for the remote
server.
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sysadmin@ubuntu2484:~S5 ssh -1d sysadmin@®192.16 .2

Jusr/bin/ssh-copy-1 rce of key(s) to talled: "/home/sysadmin/.ssh/id_rsa.pub"
The authenticity of host "192.168.56.2 (192.168.56.2)" be established.

ED25519 key fingerprint is SHA256:q/EBkK5y9ImMkVxtz3FbvMk1MEWmpWOHKZ 08+ fhBr8AE.

This key is by any other names.

Are you sure you want to continue connecting ( /nof[fingerprint])?

Jusr/bin/ssh-copy-id: INFO: attempting to log in with the new key(s), to filter out any that are already installed
J/usr/bin/ssh-copy-id: key(s) remain to be installed -- if you are prompted now it is to install the new keys

sysadmin@192.168.56.2"s password:
Number of key(s) added: 1

Now try logging into the machine, with: "ssh 'sysadmin@192.168.56.2""
and check to make sure that only the key(s) you wanted were added.

sysadmin@ubuntu2464 :~

Running the ssh-copy-id command

For your information, the id rsa.pub file will be saved in
the .ssh/authorized keys file on the remote server, like in
the image below:

[sysadmin@RockylLinux9 ~]% cat .ssh/authorized_keys
ssh-rsa AAAAB3NzaClyc2EAAAADAQABAAABgQDRkJjejQovgFYLcascZiz37Cx5qBCSTTYNkfmzen11nCg7P2DvFri+2uH+1PJpTHNTQFCIVy2HebLMxn1KAgZBYbhk74euIpSHWD14DBIgWYCzEYDr605FgfwheX tpBXeVKcGMqVCK7LkedqGw1UQx48RU
AIz4WIAxc5m7Zq3ghv7BsIX3fjZG311j6SQhEkKCq1/nl5T/eEMHB8zXQqtv4ADhHGZIM/Yq2JK3qivl5tRMUotDe5ZzRt1jyHLD]s/yET+UwhbxLLRANF7mIyyg5M2scmadMs4RBBBQBAthKe5agy INNBSEZS1xBLP5qVHSPGMOXkWJ7XXT46GeAFhjFO6e94D

YdvzNJFfh+scXePQFG43CKn+d8vemQYDJKCALF4r3d7TK42q9z 1EIdhyujYZOVZ 53B/pQJFCOpOB 1w/ UsKTmLOMONS54 1y8IZ9KJLLpIRXd1IMEqi20E3UHXUN ] bdepvAS9IPChvFCKG 14VUKkrdZdMVoTr7bgZeAELPeDTYAs= sysadmin@ubuntu2404
[sysadmin@RockyLinux9 ~] []

The authorized keys file

3. Test login via SSH

Try to connect to the server using SSH, you should be able
to directly access the server without entering the password
first. For example, I have 2 Linux servers, each of which
uses Ubuntu 0S with IP 192.168.56.100 and RockyLinux 0S with
IP 192.168.56.2. I want to access the RockyLinux server from
the Ubuntu server without entering a password. I ran the
three steps above to set up passwordless SSH on an Ubuntu
server, and the results are as in the image below:

sysadmin@ubuntu2464 :~5 ssh sysadmin®192.168.56.2
Last login: Mon Dec 38 65:38:18 4 from 192.168.56.166

[ sysadmin@RockylLinux9 ~] I

Access the server without entering a username and password

From the image above, you can see that I can directly access
the server without entering the server password.
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Note

By default, the system will generate a 2048-bit key in the
first step when you run the ssh-keygen command. However, if
you want to be more secure, you can use 4096-bit encryption
by using the command below:

ssh-keygen -t rsa -b 4096

Besides RSA, you can also use several other public key
algorithms, such as ECDSA or ED25519. Elliptic Curve Digital
Signature Algorithm, or ECDSA, is one of the more complex
public key cryptography encryption algorithms that supports
three key sizes: 256, 384, and 521 bits. You can use the
command below when using ECDSA:

ssh-keygen -t ecdsa -b 521

Ed25519 is an elliptic curve signing algorithm using EdDSA
and Curve25519, and this is a new algorithm added in
OpenSSH. You can use the command below when using ed25519:

ssh-keygen -t ed25519

Unfortunately, support for this among clients is not yet
universal. Therefore, its use in general-purpose
applications may not be advisable.
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