How to Display a Partition That is Not
Visible in Linux?

written by sysadmin | 5 July 2025

I installed dual-boot Windows 11 with Linux Mint on my
laptop and allocated almost 110 GB of hard disk size for
Linux Mint. However, after Linux Mint is installed, only 49
GB of hard disk size is displayed.

Problem

How to display a partition that is not visible in Linux?

Solution

I have a hard disk of almost 500GB and I installed dual-boot
Linux Mint alongside Windows Boot Manager where the last two
partitions are used as Linux partitions like in the image
below:

sysadmin@LinuxMint:~5 1sb

NAME MAJ :MIN RM S RO TYPE MOUNTPOINTS
sda 8:0 ' 233G 9 disk

L-sda1 8:1 ' 233G 8 part

nvmedn 259:8 3 476,9G 8 disk

F—nvmeﬂn1p1 259:1 5 26 3 part /boot/efi
F—nvme@n1p2 259:2 5 16 9 part

F—nvme@n1p3 259:3 4 365,96 @ part

F—nvme@n1p4 259:4 5 1,1G 8 part

Fnvm

- = , 46 part /

part

sysadmin@LinuxMint :~
Display the partitions

From the image above you can see that 2 partitions in Linux
have a hard disk size of 60 GB and 49 GB respectively. But
when I display the hard disk size using df -h command, I
just see only one partition like in the image below:
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sysadmin@LinuxMint :~

Filesystem Size Used Avail Use% Mounted on

tmpfs 1,66 2,1 1,606 1% /run

efivarfs 246K 173K 69K 72% /sys/firmware/efi/efivars

fdev/nvmeBn1pb6 490G 136 346G

7,76 98M 7,606 2% fdev/shm

5,68M 12K 5, 8M 1% /run/lock
/dev/nvmeBnipl 256M 41M 216M 16% /boot/efi
tmpfs 1,66 152K 1,66 1% /run/user/1066
sysadmin@LinuxMint :~

Only one partition appears

After I searched on the internet, the root cause of the
invisible partition was not mounted. Here are the steps to
display an invisible Linux partition and I want to mount it
to my /home folder:

1. Backup the folder

Backup first the folder you want and in this case the /home
folder I will backup first:

sudo cp -a /home /home backup

2. Check the filesystem

Check the filesystem of the partition using the command
below:

sudo lsblk -f

=;
LABEL  UUID FSAVAIL FSUSE% MOUNTPOINTS

vme@nipl vfat FAT32 SYSTEM 98268-7480 15, 16% /boot/efi

vmednip2
vmednip3 ntfs Windows @1DBD5689Ca8aD18
ntfs C2B09422B8941ECB
4 1.0 3416Ta98-d574-42f7-b9f3-8119861Tc8c43
1.8 a7ddf674-e331-41fb-94ca-1e5884b15619 38,66

admin@lLinuxMint ;~

Check the filesystem

From the image above, the “invisible” partition has an ext4
format type. If the partition is not formatted, format it
using the command below if you want an ext4 format for the
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partition and adjust it to the name of your Linux partition:

sudo mkfs.ext4 /dev/nvmeOnlp5

3. Create a temporary mount

Now, create a temporary mount and move existing home data
using the commands below:

sudo mkdir /mnt/new home
sudo mount /dev/nvmeOnlp5 /mnt/new home
sudo cp -a /home/. /mnt/new home/

4. Unmount the temporary mount

Use the command below to unmount the temporary mount:

sudo umount /mnt/new home

5. Update the fstab file

Now, update the /etc/fstab file to it at /home on boot so
the folder remains after the device restarts. Copy the
script below and paste to the file:

/dev/nvmeOnlp5 /home ext4 defaults 0 2

6. Mount the folder

Now, mount the /home folder using the commands below:
sudo mount /home

sudo systemctl daemon-reload
df -h

For more details see the image below:



n@LinuxMint :~ mkdir /mn
NeLinuxMint :~ mount
NELinuxMint :~
n@LinuxMint :~
dmin@LinuxMint :~5 df -h
Filesystem Size Used Avail Use% Mounted on
tmpfs 1,66 2,1M 1,606 1% Sfrun
efivarfs 246K 173K 69K 72% /sys/firmware/efi/efivars
/dev/nvmeBnlpb 496G 166 316G 34% /
7,76 118M 7,66 2% Jdev/shm
5, 8M 12K 5, 8M 1% frun/lock
/dev/nvmeBnipl 256M 41M 216M 16% /boot/efi
tmpfs 1,6G 168K 1,606 1% Jrun/user/16888
5 dmin@LinuxMint:~5 sudo vi /etc/fstab
dmin@LinuxMint :~5 sudo mount /home

the old wversion: use 'systemctl daemon-reload' to reload.
dmin@LinuxMint ;~ systemctl daemon-reload
iin@linuxMint :~5 df -h

Filesystem Size Used Avail Use% Mounted on
1,66 2,1M 1,66 1% Jfrun
246K 173K 69K 72% /sys/firmware/efi/efivars
49G 166 31G 34% /
7,76 118M 7,66 2% /dev/shm
5, 8M 12K 5, 8M 1% frun/lock

/dev/nvme@nipl 256M 41M 216M 16% /boot/efi

tmpfs 1,66 168K 1,66 1% /run/user/10686

fdev/nvmeBnlp5s 290G 306 5306 Jhome

dmin@LinuxMint :~

The commands to mount /home

From the image above, you see that the invisible partition
is already mounted to the /home folder.

Note

Try to reboot the device to make sure the folder remains
after the device reboots and the /home folder should be
mounted from /dev/nvmeOnlp5. If something goes wrong, you
can restore the old home with the command below:

sudo mv /home backup /home
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And then remove the fstab entry to boot normally. Once you
have restarted the appliance and you see that there is no
error so that you can access the folder you just created (in
this case the /home folder), you can delete the /home_backup
folder by using the command below:

rm -rf /home backup
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How to Share a Folder Between a
Windows Host and a Linux Guest in
VirtualBox?

written by sysadmin | 5 July 2025

The previous article explained how a folder is shared
between a Windows host and a Windows guest in VirtualBox.
This article will explain how to share a folder between a
Windows host and a Linux guest in VirtualBox.

Problem

How to share a folder between a Windows host and a Linux
guest in VirtualBox?

Solution

I use VirtualBox version 7.1.4 in this article and below are
the steps so that you can share a folder between a Windows
host and a Windows guest in VirtualBox:
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A. In the Host

Create a folder on your host and I create a VirtualBox
folder on drive D like in the image below:

&«
® New -

ﬁ Home

A Gallery

M Deskiop
' Downloads 3

E Documents >

: Pictures »

The shared folder

B. In the Guest

(J > ThisPC > Data(D) > VirtualBox

T Sort ~

-
(D

Bash_Basics minios-bookwaor

m-xfce-ultra-am
ded-4.1.2.is0

You don’t need to install a driver if you use Linux as a
guest. You need to configure the shared folder in
VirtualBox. Go to Settings — Shared Folders and click the
icon like in the image below:
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Click the icon in the Shared Folders section

Fill the columns like in the image below:

£ Add Share

Folder Path: D:\VirtualBox
Folder Name: VirtualBox
Mount point:

Read-only
v Auto-mount

ra
OK Cance d—l'ﬁ
o

Settings the shared folders

Click the OK button and the shared folder will appear like
in the image below:
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Display

Storage
Audio

Network
User Interface
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The shared folder appears

Click the OK button. After that, turn on your virtual
machine by clicking the Start button like in the image

below:

Oracle VirtualBox Manager

File Machine Help

1Y e e & 4D

New  Add Settings

Q General u Preview

Name: Ubuntu2404
W Linux Operating System: Ubuntu (64-bit)
Groups: Linux

@D @ Docker

& © powerea o O system Ubuntu2404
64/

&

7 Kubernetes

Base Memory: 1024 MB
Boot Order: Floppy, Optical, Hard Disk

Lyl (Ll 241 Acceleration:  Nested Paging, KVM Paravirtualization

® Ppowered Off

Eﬂ, " O pisplay
© . Video Memory: 16 MB
Graphics Controller: VMSVGA

> OpenSUSE15 (ORI) Remote Desktop Server: Disabled

@ powered Off Recording: Disabled

H Storage
> Windows

Turn on the VM

Controller: IDE

Make a folder in Linux and I created a folder /mnt/shared
using the command below:
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sudo mkdir /mnt/shared

Execute the below command to mount the shared folder with
your folder:

sudo mount -t vboxsf VirtualBox /mnt/shared

And you should be able to access the shared folder as shown
in the image below:

@ubuntu2484:~5 sudo mkdir /mnt/shared
buntu2464:
ubuntu2484:~5 sudo mount -t vboxsf VirtualBox /mnt/shared
buntu2464 .~
ubuntu2484:~5 1ls -al /mnt/shared/

root root
root root
root root
root root 14 p B9:37 minios worm-xfce-ultra-amd6d4-4.1.2.1is0
’ root root
ubuntu2464 :~
buntu2464 :~
Filesystem % Mounted on
tmpfs 97M /run
/dev/mapper/ubuntu--vg-ubuntu--1v 9.8G 4.7G
tmpfs 481M B 4871M
tmpfs 5.8M B 5.8M
/dev/sda2 1.7G 8 1.5G
tmpfs a7M 97M 1% frun/fuser/1
VirtualBox 2466 420G » /mnt/shared
@ubuntu2464 :~
@ubuntu2464 :~ I

S
Accessing the shared folder

You can add or remove the file in the shared folder like in
the image below:

buntu248 mnt/shared/
buntu24e

ce-ultra-amdé4-4.1.2

: 11 x_cli.txt minios-bookworm-xfce-ultra-amdé4-4.1.2.iso test S
S ed
Create a new file in the shared folder
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Note

If you restart the Linux on your virtual machine, you will
lose your shared folder and you have to be recreated. To
avoid that, then use the command below to configure the
/etc/fstab file so that the shared folder is not lost when
this virtual machine is restarted:

echo 'VirtualBox /mnt/shared vboxsf rw 0@ 0' | sudo tee -a
/etc/fstab

Any guest using any Linux distribution should be able to
follow the above instructions.
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How to Share a Folder Between a
Windows Host and a Windows Guest in
VirtualBox?

written by sysadmin | 5 July 2025

VirtualBox has a feature where you can access the files on a
folder in your host from your virtual machine. For example,
your host is Windows and you want to send some files to your
Windows virtual machine.

Problem

How to share a folder between a Windows host and a Windows
guest in VirtualBox?
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Solution

You can view or change the files from your host system from
within the guest system using Oracle VM VirtualBox's shared
folders capability. Shared folders physically reside on the
host and are then shared with the guest, which uses a
special file system driver in the Guest Additions to talk to
the host. For Windows guests, shared folders are implemented
as a pseudo-network redirector and the Guest Additions
provide a virtual file system For Linux and Oracle Solaris
guests. I use VirtualBox version 7.1.4 in this article and
below are the steps so that you can share a folder between a
Windows host and a Windows guest in VirtualBox:

A. In the Host

Create a folder on your host and I create a VirtualBox
folder on drive D like in the image below:

&« > ThisPC > Data(D) > VirtualBox

® New ~ (D L Sort v

ﬁ Home

A Gallery

Mo esktop » Bash_Basics rr'lini_r:ns—baam.rar
m-xfce-ultra-am

| Downloads # dbd-4.1.2is0

E Documents A

: Pictures »

The shared folder

B. In the Guest (VirtualBox)

To connect the folder, you need the driver to connect them
and the driver has been provided by VirtualBox that is
available in an ISO file. Go to this page to install the
driver. After you install the driver, configure the shared
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folder in VirtualBox. Go to Settings — Shared Folders and
click the icon like in the image below:

File Machine Help
ll: Tools * # ’ -
New  Add Settings Start
> Kubernetes 3: Windows 10 - Settings

> Linux

Basic Exg ert

v Windows
D General Shared Folders

Name Path Access Auto Mount At =
B System :

I:l Display

Machine Folders

ﬂ Storage
" Audio

Network
y User Interface
$* Serial Ports
File = Machine ™ View ™ Input ™ Devices ™ Debug ™ Help =
UsB
Visual State:  Normal (window) ~
Shared Folders
Mini ToolBar: v Show in Full-screen/Seamless

User Interface .
Show at Top of Screen

Click the icon in the Shared Folders section

Fill the columns like in the image below:

£ Add Share

Folder Path: DAVirtualBox

Folder Name: VirtualBox

Mount point:

Read-only

v Auto-mount

Ok Ca n::' d_ll_
i_-...-J

Settings the shared folders

Click the OK button and the shared folder will appear like
in the image below:
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The shared folder appears

Click the OK button. After that, turn on your virtual
machine by clicking the Start button like in the image
below:

Oracle VirtualBox Manager

File Machine Help

11 s 2 & 4D

New Add Settings Start
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= Windows 10
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Turn on the VM

Go to This PC page and you will see the view in the image
below:
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Double-click the VirtualBox (Z:) and you should be able to
access the folder like in the image below:
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Now, you can access the shared folder

shared folder

file like in the image below:
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and you should add the


https://sysadminpedia.com/wp-content/uploads/2025/06/windows-shared-folder-virtualbox-13.png

File Machine View Input Devic
= [ = | Manage VirtualBox (\VBoxSvr) (Z:)
Home Share View Drive Tools

« v A~ ==y ThisPC » VirtualBox (\WWBoxSvr) (Z2) »

#F Quick access
[ Desktop
4 Downloads
|5 Documents
= Pictures
J’! Music

m Videos

@ Onelrive

[ This PC
M 3D Objects
[ Desktop
|=| Documents
‘ Downloads
J’? Music
= Pictures
Camera Roll
B videos
i Local Disk (C:)
15 CD Drive (D:) Virtua
= VirtualBox (\\VBox5

¥ Network

5 items

Mame

System Volume Information
|| Bash_Basics
|| minios-bookworm-xfce-ultra-amd64-4.1.2

|=| test

Date modified

Type

File folder

JPG File

Disc Image File

Text Document

— *
Search VirtualBox (\WVBoxSvr) ()
Size
83 KB
1,463,468 KB
1 KB

{15 VBoxWindowsAdditions-amd64

Application

16316k |

25

Add the file to the shared folder

Note

BOF/L/MOS S0 i+

You can configure the shared folder or mount the iso after
you turn on the virtual machine like in the image below:
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Configure the shared folder after turning on the VM
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How to Install the VirtualBox Guest
Additions?

written by sysadmin | 5 July 2025

The Guest Additions in VirtualBox is used to optimize the
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guest operating system for better performance and usability.

Problem

How to install the VirtualBox Guest Additions?

Solution

The Oracle VM VirtualBox Guest Additions for all supported
guest operating systems are provided as a single CD-ROM
image file which is called VBoxGuestAdditions.iso. This
image file is located in the installation directory of
Oracle VM VirtualBox. These are the steps to install the ISO
in the Windows and Linux guests.

A. In the Windows guest

Open your VirtualBox, click your guest or your virtual
machine, click Settings — Storage, and then click the icon
like in the below image:

* 4 B

ew Add Settings

ﬁ' Windows 10 - Settings

Type: AHCI
Port Count: 2

Use Host I/0O Cache

".\, Serial Ports

# uss

- Shared Folders

E User Interface

Click the icon in the Storage

Choose the VBoxGuestAdditions.iso like in the below image:


https://sysadminpedia.com/wp-content/uploads/2025/06/windows-shared-folder-virtualbox-1.png
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Choose the iso

Click the Choose button and the iso will appear like in the
image below:
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The iso appear

After that, turn on your virtual machine by clicking the
Start button like in the image below:

Oracle VirtualBox Manager
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Turn on the VM

Go to This PC page and you will see the view in the image
below:
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Right-click the CD

Right-click the CD Drive and click Open, so there is a
display like in the image below:
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[ This PC D VBoxLinuxAdditions-armé4d.run 10/10/2024 10:57 AM RUM File 2,819 KB
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eskto
] P @ YBoxWindowsAdditions-amd6d 10/10/2024 10:50 AM Application 16,816 KB I
Documents T4 VBoxWindowsAdditions-x26 10/10/2024 10:50 AM Application 9,850 KB
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J’ﬁ Music
[&=| Pictures
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15 items

a

Choose the installer

Double-click on the installer in the red box if your guest
is 64-bit, and display it like in the image below:
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15 Oracle VirtualBox Guest Additions 7.1.4 Setup — >

Welcome to Oracle VirtualBox Guest
Additions 7.1.4 Setup

Setup will guide you through the installation of Crade
VirtualBox Guest Additions 7.1.4.

Itis recommended that you dose all other applications
before starting Setup. This will make it possible to update
relevant system files without having to reboot your
computer.

Click Mext to continue,

D)

The installation will start

Click the Next button and continue until the driver

installation is successful until it displays as shown in the
image below:

T4 Oracle VirtualBox Guest Additions 7.1.4 Setup -

Completing Oracle VirtualBox Guest
Additions /7.1.4 Setup

Your computer must be restarted in order to complete the
installation of Orade VirtualBox Guest Additions 7.1.4. Do
you want to reboat now?

(®) Reboot now

()1 want to manually reboot later

The installation ends
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Choose the Reboot now and click the Finish button.

B. In the Linux guest

Open your VirtualBox, click your guest or your virtual
machine, click Settings — Storage, and then click the icon
like in the below image:

File Machine Help

11g oo g B 4D

New  Add Settings Start

> Kubernetes | % Ubuntu2404 - Settings

W Linux Basic Expert

T2 g Docker
, @ powered OFff General Storage

n Devices Attributes
System
@@¥ RockyLinux (Install PHP)
® powered Off I:l Display

#= Controller: IDE Name: SATA

© Empy Type: AHCI

o= Controller: SATA =
x64) - u Storage ! Port Count: 2
©) " B Ubuntu2404-disk001.vdi

Use Host I/0 Cacl
*h Audio Use Host I/O Cache
@@» OpenSUSE15 (ORI)

@ powered Off @ Network
» Windows ,’é Serial Ports
'.0 USB
- Shared Folders

i User Interface

Cancel

USB Controller:  QHCI, EHCI
Device Filters: 0 (0 active)

B Shared folders

Click the icon in the Storage section

Choose the VBoxGuestAdditions.iso like in the below image:
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m Ubuntu2404 - Optical Disk Selector

Medium Selector

GG O
Add

Create Refresh

MName “ Virtual Size Actual Size
* Attached
VBoxGuestAdditions.iso 56,93 MB 56,93 MB
A Windows10 pro.ISO -- —-

Search By Name ~ aﬁ 3

| 0
Choose Leave Empty Ca ncﬁ!ﬂ

Choose the ISO

Click the Choose button and the iso will appear like in the
image below:

! ﬂ' Ubuntu2404 - Settings
Basic Expert

General Storage

Devices Attributes

System
&= Controller: IDE Name: SATA

Display © Empty Type: AHCI

«= Controller: SATA C ol
Storage Port Count: 2
B Ubuntu2404-disk001.vdi

Use Host I/O Cach
Audio 0 VBoxGuestAdditions.iso se Host /O Cache
Network
Serial Ports

USBE

Shared Folders

"TiI o

User Interface

Cancel ﬂel;:&u
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The IS0 appear

After that, turn on your virtual machine by clicking the
Start button like in the image below:

Oracle VirtualBox Manager

File Machine Help

11 o e & 4D

New  Add Settings Start

7 Kubernetes O General O preview
Ubuntu2404

W Linux System: Ubuntu (64-bit)
Linux

D@ Docker
, @ Powered Off Ubuntu2404

" |, Hard Disk
% RocII:(yLlnux ':_‘ "~ ccel on: es ging, KVM Paravirtualization
owel O

Fa

T@D» OpenSUSE15 (ORI)
® powered Off

2] Storage

> Windows

Turn on the VM

Controller: IDE

Make a folder in Linux and I created a folder /mnt/cdrom
using the command below:

sudo mkdir /mnt/cdrom

Execute the below command to mount the shared folder with
your folder:

sudo mount /dev/sr® /mnt/cdrom/

Install some packages by running the command below:
Ubuntu

sudo apt update
sudo apt install -y bzip2 tar gcc make perl

RockyLinux/AlmaLinux/Cent0S

sudo dnf install -y bzip2 tar gcc make perl
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OpenSUSE

sudo zypper install -y bzip2 tar gcc make perl

After installation, go to the folder cdrom:

cd /mnt/cdrom

Execute the command below and wait until finish:

sudo sh VBoxLinuxAdditions.run

After that, reboot your virtual machine.

Note

Guest Addition will be very useful if your guest uses
graphics such as Windows 0S or Linux that have graphics
because it will improve performance and usability such as
Mouse pointer integration, better video support, shared
clipboard, and so on. But if you use the Linux CLI in the
guest, this guest addition will not be useful.
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The previous article explained how to configure the
firewalld to become a port forwarding. This article will
explain how to configure ufw applications in Ubuntu to
become a port forwarding.

Problem

How to configure ufw to be port forwarding?

Solution

There are 2 methods of port forwarding: forward the
connection of a port to one IP/device and forward the
connection of a port to a different IP/device.

A. Forward to the same IP/device

Suppose you have an Ubuntu server with IP address
192.168.56.102 and want to close port 22 but open port 43210
1f someone wants to access the server via SSH. Change the
SSH port like in this article, and you have to enable ufw in
the server using the command below:

sudo ufw enable

Answer the question by pushing the y button. Now type the
below commands to open port 22 and port 43210:

sudo ufw allow 43210/tcp

Check the SSH port using the below command and make sure the
SSH port is pointed to the new port (port 43210) like in the
below image:
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sysadmin@Ubuntu2464 :
cp LISTEN @

cp LISTEN @
sysadmin@Ubuntu2404:

éheck the port

If the port is still connected to port 22, you can go to
this article to change the SSH port. Now, try to access the
server using the command below:

ssh sysadmin@l192.168.56.102 -p 43210

errumv to Hhuntu 24.84.2 LTE IGNUILIHU* 6.8.8-59-generic x86_64)

* Documentation: https://help
* Management:
* Support:

This system has been minimized by removing packages and content that are
on a system that users into.

To restore this content, you the 'unminimize' command.
Last ;:;_': ed May 14 16:39:89 2625 from 192.168.56.1

Access to the server via SSH using the port

You should access the server like in the image above. Now,
you want to implement the port forwarding in the ufw so the
sysadmin doesn’t need to write -p 43210 anymore. So, you
have to configure the before.rules file in the /etc/ufw
folder. In short, before.rules typically contains rules that
handle essential network traffic before ufw’s User-Defined
Rules are applied. I think you have to backup the file
before you configure the file using the below command:

sudo cp /etc/ufw/before.rules /etc/ufw/before.rules.ori
sudo vi /etc/ufw/before.rules

After that, copy the script below to the file before the
*filter section:
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# Port forwarding from port 22 to port 43210

*nat

:PREROUTING ACCEPT [0:0]

-A PREROUTING -p tcp --dport 22 -j REDIRECT --to-port 43210
COMMIT

fw command line added rules. Custom

PREROUTING -p tcp s
COMMIT

# Don't delete these required lines, otherwise there will be errors
*filter

:ufw-before-input - [6:8]

:ufw-before-output - [8:8]

:ufw-before-forward - [8:8]

cufw- -local - [8:8]

# End required lines

Configure the before.rules file

Restart ufw using the command below:

sudo ufw reload

Now, try to access using the command below:

ssh sysadmin@l92.168.56.102

You should access to the server without writing the port
anymore like in the image below:
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ysadmin@lubuntu: 5)
sysadmin@192.168.56.182"s
Welcome to Hhuntu 24.84.2 LTS IGNUILIHU1 6.8.8 ric x86_64)

* Documentation: https://help
* Management :
* Support:

This system has been minimized by removing packages and content that are
on a system that users into.

To restore this content, you the 'unminimize' command.
58 3 125 from 192.168.56.1

sysadmin@Ubuntu2404 :~
Access to the server without writing the port

B. Forward to the different IP/device

Suppose you have a Ubuntu server with IP address
192.168.56.102 and port 22 is available. You would like
users who access the server using SSH to forward to port 22
with IP address 192.168.56.2 using RockyLinux. So, these are
the steps:

1. Configure ufw

Check your Ubuntu server to see whether UFW is running on
the server using the command below:

sudo ufw status

IT it still doesn’t run, use the command below to have ufw
run on that server:

sudo ufw enable

Answer the question by pushing the y button. Then, open port
22 by using the command below:

sudo ufw allow 22/tcp
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To run the forwarding port on UFW, you must configure the
before.rules file in the /etc/ufw folder. In short,
before.rules typically contains rules that handle essential
network traffic before ufw’s User-Defined Rules are applied.
I think you have to backup the file before you configure the
file using the below command:

sudo cp /etc/ufw/before.rules /etc/ufw/before.rules.ori
sudo vi /etc/ufw/before.rules

After that, copy the script below to the file before the
*filter section:

*nat
:PREROUTING ACCEPT [0:0]
:POSTROUTING ACCEPT [0:0]

# Forward traffic from 192.168.56.102:22 - 192.168.56.2:22
-A PREROUTING -d 192.168.56.102 -p tcp --dport 22 -j DNAT --to-destination
192.168.56.2:22

# Masquerade outgoing traffic (adjust eth® to your outgoing interface)
-A POSTROUTING -s 192.168.56.0/24 -o ethO -j MASQUERADE

COMMIT



PREROUTING

POSTROUTING
COMMIT

# Don't delete these req

*filter

Configure the before.rules file

2. Enable IP Forwarding
Go to the /etc/default/ufw file and change the file from:

DEFAULT FORWARD POLICY="DROP"

to

DEFAULT FORWARD POLICY="ACCEPT"

After that, go to the /etc/sysctl.conf file and uncomment or
add in the file:

net.ipv4.ip forward=1

And run the below commands:
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sudo sysctl -p
sudo ufw reload

3. Test the result

Now, try to access the Ubuntu server which has an IP
192.168.56.102 and you should be forwarded to the Rockylinux
server that uses IP 192.168.56.2 like the below image:

ssh sysadmin@l92.168.56.102

group default qlen 1

mtu 15688 gdisc fg_codel state UP group default qlen 1888
brd ff ff ff:ff:ff:ff
scope global dynamic noprefixroute enp8s3

3. enp@sS:
link/ether
inet
valid_1ft f
inet6 f :
valid_1ft forever preferred_1ft forever
[sysadmin@RockylLinux9 ~] I

Test access

If you have a display like the image above, you have
succeeded in making ufw as a forwarding port to a different
IP/device.

Note

If you get an error like this:

WARNING: REMOTE HOST IDENTIFICATION HAS CHANGED!
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Someone could be eavesdropping on you right now (man-in-the-middle attack)!
It is also possible that a host key has just been changed.
The fingerprint for the ED25519 key sent by the remote host is

SHA256 :ndxaZMWD2t916QY56d5xRzEEEpnd3rRBCdMBxIbZX1g.
Please contact your system administrator.
Add host key in /home/
Offending ED25519 key in /ho

remove with:

358N | _ 1L . 1D6.00.

Host key - 192.168.56.182 has changed and you have requested strict checking.
Host key verification

sysadmin@lubuntu:~

Error when connecting the server via SSH

When you get this error, the system gives the clue to solve
this error. Based on the picture above, you can go to the
/home/sysadmin/.ssh/known_hosts file and delete line 6 or
you run the command below:

ssh-keygen -f '/home/sysadmin/.ssh/known hosts' -R '192.168.56.102'
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How to Access the Server via SSH After
Changing the SSH Port?

written by sysadmin | 5 July 2025

The previous article explained how to change the SSH port.
Nevertheless, after I changed the port, I could not access
the server via SSH using the new port.
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Problem

How to access the server via SSH after changing the SSH
port?

Solution

Let’s say you have changed the SSH port from port 22 to port
43210 by changing it in the /etc/ssh/sshd_config file and
checking the port by typing the command below:

sudo grep -E ""Port" /etc/ssh/sshd config

After that, restart the SSH using the command below:

sudo systemctl restart sshd

dmin@Ubuntu2484:~5 sudo vi /etc/ssh/sshd_config
SUEEL

grep

Change to the new port in SSH

However, you can’t access the server via SSH using port
43210 but can still access via SSH port 22 as shown in the
image below:
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WPIPumP to Hhuntu 24.84. ¢ 6.8.8-6B-generic x86_64)

* Documentation: https://help
* Management :
* Support: https://ubuntu.com/pro

This system has been minimized by removing packages and content that are
on a system that users into.

To restore this content, you the 'unminimize' command.
login 17 87:87:85 2825 from 192.168.56.1

Test the result

In the remote, type the command below to check if the SSH
port has changed to Port 43210 or not:

sudo ss -tulnp | grep sshd

If you find the result as shown in the image below:

n@Ubuntu2484:~5 sudo grep -E "*Port” /etc/ssh/sshd_config

) 55 -tulnp | grep ss

@Ubuntu2464:

Check the port

It means the SSH is still connected to port 22 and not to
port 43210. Therefore, type the commands below:

sudo systemctl stop ssh.socket
sudo systemctl disable ssh.socket
sudo systemctl mask ssh.socket
sudo systemctl restart sshd

Run the previous command to check the port:

sudo ss -tulnp | grep sshd
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néUbuntu2484 :~ udo ss -tulnp | grep sshd

users:((" 3), ("systemd”,pid=1,fd=88))

n@Ubuntu2484 :~

Check the port

You can see in the image above that the SSH port has changed
to port 43210 and you should be able to access the server
via SSH using port 43210.

* Documentation: https://help
* Management :
* Support:

been minimized by removing packages and content that are

e
a system that users into.

To restore this content, vyou the 'unminimize' command.
Last login: S May 17 87:87:32 2625 from 192.168.56.1
ysadmin®Ubuntu

Test the result

Note

The socket statistics, or ss, is a tool to display network
socket information. This tool has the same function as
netstat but has several advantages such as faster, filtering
by connection state (e.g., established, time-wait),
debugging high-performance networks, and so on.
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How to Configure Firewalld to be Port
Forwarding?
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Port forwarding is a networking technique used to redirect
communication requests from one port number to another port
number, typically across a network boundary such as a router
or firewall. This technique can be used with Firewalld,
available in RockyLinux, or derivative distros from RHEL
such as AlmaLinux, Cent0S, and others.

Problem

How to configure Firewalld to be port forwarding?

Solution

If you want to see the command in firewalls to run port
forwarding, type the below command:

firewall-cmd --help | grep forward

kyLinux9 ~ forward
s List IPv4 ports added [P] [Z] [0]
=<portid>[-<portid>] :proto=<protocol>|[ :toport=<portid>[-<portid>]][:toaddr=<address=>[/<mask>]]
Add the IPv4 port [P] [0] [T]
=<portid=>[-<portid>] :proto=<protocol=>[:toport=<portid>[-<portid>]][:toaddr=<address>[/<mask>] ]

the IPv4
=<portid>[-<portid> roto g yport=<portid>[-<portid>]][:toaddr=<address>[/<mask>]]
Return whether the 4 or added [Z] [0]
Enable ) s
Disable ing of packets between interfaces and
Return whether ing of packets between interfaces

[roo yLinux9 ~]
The commands in firewalld for port forwarding


https://rome-rohani.medium.com/socket-based-activation-ssh-old-linux-dogs-vs-new-systemd-tricks-656207db13c9
https://discourse.ubuntu.com/t/sshd-now-uses-socket-based-activation-ubuntu-22-10-and-later/30189?page=2
https://community.clearlinux.org/t/why-after-sshd-service-disabling-ssh-22-port-still-opened-listen/2740
https://www.redhat.com/en/blog/socket-stats-ss
https://sysadminpedia.com/how-to-configure-firewalld-to-be-port-forwarding/
https://sysadminpedia.com/how-to-configure-firewalld-to-be-port-forwarding/
https://sysadminpedia.com/wp-content/uploads/2025/05/linux_port_forwarding_firewalld_rockylinux-1.png

There are 2 methods of port forwarding: forward the
connection of a port to one IP/device and forward the
connection of a port to a different IP/device.

A. Forward to the same IP/device

By default, you must use the format below to forward a port
in a device:

firewall-cmd --add-forward-port=port=port-
number:proto=tcp|udp|sctp|dccp:toport=port-number

You can add an option --permanent if you want the rule to
remain after reloading or rebooting the system. For example,
you have a server with IP 192.168.56.2 where port 22 on the
server is closed so to access the server via SSH must use
port 43210. If you follow this article, then you must type
the command below to access the server:

ssh sysadmin@l92.168.56.2 -p 43210

sysadmin®lubuntu:~
sysadmin@192 .16

Last logi
[ sysadmin@RockyLinux9 ~

Access the server via SSH using the port

However, by implementing a port forwarding you can access
the server without typing the port. Let’s say, the firewalld
1s in the device, then on the device open port 43210 using
the command:

sudo firewall-cmd --add-port=43210/tcp --permanent
sudo firewall-cmd --reload

In the file /etc/sshd/sshd _config, change the port to be as
below:

Port 43210
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After that restart SSH by using the command:

sudo systemctl restart sshd

After that, type the commands below to configure the
forwarding port in the firewalld:

firewall-cmd --add-masquerade --permanent

firewall-cmd --add-forward-port=port=22:proto=tcp:toport=43210 --permanent
firewall-cmd --reload

firewall-cmd --list-all

[ root@Rock yLinux9 ~ ]
[ root@RockyLinux9 ~] proto=tcp:toport

[ root@Rockylinux9 ~]

[ root@Rockylinux9 ~]
active)
target: default
icmp-block-inversion:
interfaces: enp8s3 enpBs8

sources:
cockpit dhcpvé-client http
Cp /tep

proto=tcp:toport toaddr

icmp-blocks:
rich rules:
[ root@Rock yLinux9 ~ ]
The commands to configure firewalld to be port forwarding

type the command below to access the server via SSH:

ssh sysadmin@192.168.56.2

You should be able to enter the server without having to
type the 43210 port as shown below:

sysadmin®lubunt
sysadmin@] 92

Last . Mon May
[ sysadmin@RockyLinux9 ~] I
Access the server via SSH without writing the



https://sysadminpedia.com/wp-content/uploads/2025/06/linux_port_forwarding_firewalld_rockylinux-3.png
https://sysadminpedia.com/wp-content/uploads/2025/06/linux_port_forwarding_firewalld_rockylinux-4.png

port

B. Forward to a different IP/device

By default, use the format below to forward a port to a
different IP/device:

firewall-cmd --add-forward-port=port=port-
number:proto=tcp|udp|sctp|dccp:toport=port-number:toaddr=ip address

If you want the rule to stay in place after a system reboot
or reload, you can add a --permanent option. As an
illustration, suppose you have a server with IP address
192.168.56.2 and port 22 is available. You would like users
who access port 22 to forward to port 22 with IP address
192.168.56.102. Use the command below to configure
firewalls:

firewall-cmd --add-masquerade --permanent

sudo firewall-cmd --add-forward-
port=port=22:proto=tcp:toport=22:toaddr=192.168.56.102 --permanent
firewall-cmd --reload

firewall-cmd --list-all

irewall-cmd

[ sysadmin@Roc X9 ~ firewall-cmd proto=tcp:toport toaddr

[ sysadmin@RockylLinux9 ~ firewall-cmd

firewall-cmd

http ssh

If you type the command below:

ssh sysadmin@l92.168.56.2


https://sysadminpedia.com/wp-content/uploads/2025/05/linux_port_forwarding_firewalld_rockylinux-6.png

You will be forwarded to a server that uses IP
192.168.56.102 as shown below:

sysadmin
sysadmin 2.
Welcome to Ubuntu 24 .84

y removing packages and content that are
log into.

To restore this content the "unminimize
to connect to h i it i C your Internet conn

noqueue state group default glen

ineté ::1/1Z2
valid_1ft

< disc pfifo_fast state UP group default glen
link/ethe
1 ae scope global dynamic enp@s8
valid_1ft 428sec preferred_1ft
inet6 f
valid_1ft forever preferred_1ft fo
sysadmin@Ubuntu2404:~ I

Forward a port to another IP/device

Note

To see rule forwarding is in the rule in the firewall,
besides being able to use the firewall-cmd --list-all
command, you can also use the command below:

sudo firewall-cmd --list-forward-ports

then you will see the results as shown below:

kyLinux9 ~
o=tcp:toport=22:toaddr=

kyLinux9 ~]
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And if you want to delete a rule port forwarding in the
firewall, then you can simply change the options --add-
forward-port to --remove-forward-port so the command will
change like in the command below:

sudo firewall-cmd --add-forward-
port=port=22:proto=tcp:toport=22:toaddr=192.168.56.102 --permanent

proto=tcp:toport toaddr

Remove a forwarding port rule
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