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The previous article explained the basic commands in the
PostgreSQL database. This article will explain how to set up
a user in PostgreSqQL.

Problem

How to manage a user in PostgreSQL?

Solution

By default, PostgreSQL runs MD5 encryption to save
PostgreSQL user passwords in the pg authid table. However,
since PostgreSQL version 10 and later, PostgreSQL has added
scram-sha-256 encryption, which is more secure compared to
MD5 encryption. To use this encryption, you have to go to
the /etc/postgresql/18/main/postgresql.conf file if you use
PostgreSQL 18 and look for the word scram-sha-256 in the
file, and open the fence located to the left of the word so
it looks like the one below:

password encryption = scram-sha-256

Then restart PostgresQL using the command:

sudo systemctl restart postgresql

A. List all users

To see all users in PostgreSQL, type the following command:

\du
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List of roles

postgres= I
List all users in PostgreSQL

By default, PostgreSQL uses the postgres user to access all
databases in PostgreSQL.

B. Create a new user

To create a new user in PostgreSQL, use the format below on
the PostgreSQL server:

create user username with encrypted password 'your-password';

For example, if you want to create a mydb user user with the
password gwerty, then use the command below:

create user mydb user with encrypted password 'qwerty’;

postgres=# create user mydb_user with encrypted password 'gwerty’ ;
CREATE ROLE
postgres=# \du
List of roles
Attributes

., Replication, Bypass RLS

Create a user in PostgreSQL

C. Change user password

To change the password in PostgreSQL, use the format below:

ALTER USER username WITH PASSWORD 'your password';
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For example, if you want to change the password for the
mydb user to glw2e3, then use the command below:

ALTER USER mydb user WITH PASSWORD 'qlw2e3';

ALTER USER mydb_user WITH PASSWORD 'glw2e3’
ROLE

Change the password in PostgreSQL

D. Create a user privilege

To give the user privileges for a database in PostgreSQL
using the format below:

GRANT permission type ON db name TO username;

For example, in the previous article, you created a mydb
database, so use the command below to grant all permission
types:

grant all privileges on database mydb to mydb user;

postgres=: grant all privileges on database mydb to mydb_usei:l

GRANT
Grant all to the user in PostgreSQL

If you want a user to only be able to view the mydb database
for the sysadmin user, use the command below:

CREATE user john with encrypted password '123456';
GRANT CONNECT ON DATABASE mydb TO john;

\c mydb

GRANT USAGE ON SCHEMA public TO john;

GRANT SELECT ON ALL TABLES IN SCHEMA public TO john;
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mydb=# CREATE user john with encrypted password '123456";
CREATE ROLE

mydb=+ GRANT CONNECT ON DATABASE mydb TO john;

GRANT

mydb=+ \c mydb

You are now connected to database "mydb" as user "postgres”.

mydb=+ GRANT USAGE ON SCHEMA public TO john;

GRANT

mydb=+ GRANT SELECT ON ALL TABLES IN SCHEMA public TO john;
GRANT

mydb= I

Grant viewer only in PostgreSQL

To see the grants you have made in PostgreSQL, use the
command:

UTF8

|
| UTF8 ibc kB | pg_default | default administrative tion database

| UTF8 c UTF-€ kB | pg_default | unmodifiable empty database

! | ostgres | |

| UTF8 c kB | pg_default | default template for new databases
| | C gres | |

mydb=+ [

List all grants in PostgreSQL

E. Remove a user privilege

If you want to remove a privilege from a user, you can use
the format below:

REVOKE permission type ON table name FROM user name;

For example, if you want to remove a privilege for
mydb user, use the command below:

REVOKE all privileges on database mydb FROM mydb user;
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List of databa
Encoding | Locale Provider | Collate ype Locale | ICU Tablespat

UTF8 en_L 7 k fault | default administrative tion database
UTF8 en_US.UTF-8 | . 7 g_default | unmodifiable empty database

I postg |
UTF8 en_US.UTF-8 | . =c/postgre 7742 k default | default template for new databases

| postg ostgr

(4 rows)

mydb=+ REVOKE all privileges on database mydb FROM mydb_user
REVOKE

List of datab
Local i | Locale | ICU Ru

en_US.UTF-8
|
|
postq | postg UTF8 en_US.UTF-8 default administrative database
template® | postgr UTF8 en_US.UTF-8 . =c/postg 1 unmodifiable empty database

templatel s UTF8 en_US.UTF-8 . g a2 default template for new databa

Revoke all grants from a user

Or, use the below command if you want to revoke from user
john:

REVOKE CONNECT on database mydb FROM john;

List of databases
e Provide Collate C Locale | ICU Rules e S ription
3.UTF-8 | S. ostgr pg_default
| |
|
JTF-8 | Pg default administrative ection database

| UTF8 5.UTF-8 | S. kB | pg_default | unmodifiable empty databa

| |
| UTF8 5.UTF-8 | S. K pg_default default template for new datab

FROM john;

5.UTF-8 | S. gr B | pg_default
|
STF-8 | 5 B | pg_default | default admin:
UTF8 TR~ pg_default | unmodifiable empty database

uTF8 STF-8 | stg pg_default | default template for new databases
|

Revoke connect only from a user

F. Delete a user

Use the format below to delete a user in PostgreSQL:

DROP USER username;

If you want to delete mydb user, use the command below:

DROP user mydb user;
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mydb=# DROP user mydb_user;
role "mydb_user” dropped because some objects depend op it

DETAIL: privileges for database mydb
mydb= I
Error when dropping a user in PostgreSQL

You can see from the image above, there is an error when you
want to delete a user. So, you have to remove some objects
that depend on it. Use the command below:

REVOKE all privileges on database mydb FROM mydb user;

and then delete the user using the below command:

DROP user mydb user;

mydb=# REVOKE all privileges on database mydb FROM mydb_user;
REVOKE
mydb=+ DROP user mydb_user;

DROP ROLE
mydb= I

Drop a user in PostgreSQL

Note

If you want a user to only be able to access the PostgreSQL
database for a certain time, for example, until January 31,
2030, use the command below:

ALTER USER mydb user VALID UNTIL 'Jan 31 2030';

ALTER USER mydb_user VALID UNTIL 'Jan 31 2838

ROLE

Provides time constraints for users in PostgreSQL
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How to Create a Docker Image?

written by sysadmin | 8 November 2025

Previously, you often used a Docker image that you
downloaded from Docker Hub. But now, you want to create a
Docker image for your own application needs.

Problem

How to create a Docker image?

Solution

To create a Docker image, you must create a Dockerfile.
A. Dockerfile

Dockerfile is a script that contains a set of instructions
used to create a Docker image using the format:

#comment
INSTRUCTION arguments

You should know that Docker runs Dockerfile files
sequentially from top to bottom, and this file does not have
a file extension, so just write Dockerfile. To make things
easier, it is best to place this Dockerfile in the same
location as the files needed to create a Docker image, so
that it is easier to create. That way, to create a Docker
image, just run the command:

docker build -t image name .
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B. Instructions

The following are the standard Dockerfile instructions:

1. FROM instruction

This instruction is the first command to perform a build
stage in the Dockerfile with the example below:

FROM alpine:3

2. LABEL instruction

To add metadata to the Docker image you create, where the
metadata is additional information, such as the name of the
application, creator, website, and so on.

FROM alpine:3

LABEL author="sysadmin"
LABEL company="sysadminpedia" website="https://www.sysadminpedia.com"

dminpedia.com”

sysadmin@docker :~/

Using the LABEL instruction

3. WORKING DIRECTORY instruction

This instruction specifies directories/folders to execute
instructions in the container. By default, if there is no
working directory, then the container will go to the /
folder automatically. If the workdir does not exist, the
directory will automatically be created, and then, after we
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determine the location of the workdir, the directory will be
used as a place to execute the next instruction. If the
workdir’s location is a relative path, then it will
automatically enter the directory of the previous workdir.
Workdir can also be used as a path for the first location
when it enters the container.

FROM alpine:3

LABEL author="sysadmin"
LABEL company="sysadminpedia" website="https://www.sysadminpedia.com"

WORKDIR /app

admin@docker :~/images docker run --rm -it workdir_ins

Using the WORKDIR instruction

4. RUN instruction

This instruction is a command in the image during the build
stage, where the results of the RUN command will be
committed to changes to the image, so that the RUN command
will only be executed during the Docker build process, and
this command will not be executed again and when you run the
docker container from the image the RUN command will not be
executed.

FROM alpine:3

LABEL author="sysadmin"
LABEL company="sysadminpedia" website="https://www.sysadminpedia.com"

WORKDIR /app

RUN mkdir hello
RUN echo "Hello World" > "hello/world.txt"

admin@docker :~/images docker run --rm -it run_ins
cat hello/world.txt

Hello World
/app
Using the RUN instruction
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5. USER instruction

To change the user or user group when Docker images are run,
because by default, Docker will use the root user, and we
can change it by using the user instruction, with the note
that the user must be created first.

FROM alpine:3

LABEL author="sysadmin"
LABEL company="sysadminpedia" website="https://www.sysadminpedia.com"

WORKDIR /app

RUN mkdir hello
RUN echo "Hello World" > "hello/world.txt"

RUN addgroup -S app_group

RUN adduser -S -D -h /app app user app group
RUN chown -R app user:app group /app

USER app_user

er run --rm

Using the USER instruction

6. ENTRYPOINT instruction

An instruction in the Dockerfile specifies the main command
that is executed when the container is started, and this is
the main process of the container.

FROM alpine:3

LABEL author="sysadmin"

LABEL company="sysadminpedia" website="https://www.sysadminpedia.com"
WORKDIR /app

RUN mkdir hello
RUN echo "Hello World" > "hello/world.txt"

RUN addgroup -S app group
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RUN adduser -S -D -h /app app_user app_group
RUN chown -R app user:app group /app
USER app_user

ENTRYPOINT ["cat", "hello/world.txt"]

sysadmin@docker :~/image: docker run --rm -it entrypoint_ins

Hello World
sysadmin®docker :~/image
Using the ENTRYPOINT instruction

7. COMMAND instruction

An instruction that is used when the Docker container 1is
running and will not be executed during the build image
process. You cannot add more than one CMD instruction in an
image, and if there is more than one instruction in an
image, then the last CMD instruction will be executed. If
there is an ENTRYPOINT instruction, then the CMD instruction
becomes an argument from the ENTRYPOINT instruction.
Examples of its use are as below:

FROM alpine:3

LABEL author="sysadmin"
LABEL company="sysadminpedia" website="https://www.sysadminpedia.com"

WORKDIR /app

RUN mkdir hello
RUN echo "Hello World" > hello/world.txt

RUN addgroup -S app_group

RUN adduser -S -D -h /app app user app group
RUN chown -R app user:app group /app

USER app_user

ENTRYPOINT ["cat"]

CMD ["hello/world.txt"]

The Dockerfile file above seems to be the command cat
hello/world.txt, as in the picture below:
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-~ run --rm -it cmd_ins

sysadmin@docker :~/image

Using the CMD instruction

If there is no ENTRYPOINT, the CMD itself can be executed
directly as a container command, as in the Dockerfile file
below:

FROM alpine:3

LABEL author="sysadmin"
LABEL company="sysadminpedia" website="https://www.sysadminpedia.com"

WORKDIR /app

RUN mkdir hello
RUN echo "Hello World" > hello/world.txt

RUN addgroup -S app _group

RUN adduser -S -D -h /app app_user app_group
RUN chown -R app user:app group /app

USER app_user

CMD ["cat", "hello/world.txt"]

8. COPY instruction

To add files from the source to the destination folder in a
Docker image folder. For example, if you want to copy all
files with the extension .txt from a folder on the server,
put them in the hello folder in the Docker image.

FROM alpine:3

LABEL author="sysadmin"
LABEL company="sysadminpedia" website="https://www.sysadminpedia.com"

WORKDIR /app

RUN mkdir hello
RUN echo "Hello World" > "hello/world.txt"

RUN addgroup -S app_group
RUN adduser -S -D -h /app app_user app _group
RUN chown -R app user:app group /app
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USER app_user
COPY *.txt hello

CMD ["cat", "hello/world.txt"]

ls
hello.txt nginx.conf test.txt
docker run --rm -it copy_ins sh

hello.txt test.txt world.txt

o

Using the COPY instruction

You can see in the image that in the folder on the server,
there is an nginx.conf file and a tar.gz file, but the
files that are copied are only files with the extension
.txt, such as the COPY command in the Dockerfile file.

9. ADD instruction

To add files from the source to the destination folder in
the Docker image, and this command can detect if a source
file is a compressed file, such as gzip, and will
automatically extract it in the destination folder, and can
also support adding multiple files at once. The difference
with COPY is that COPY can only copy files, while ADD, in
addition to copying, can also download the source from the
URL and automatically extract compressed files. The best way
to practice is to use COPY as much as possible, but if you
really need to extract compressed files, then use the ADD
command.

FROM alpine:3

LABEL author="sysadmin"
LABEL company="sysadminpedia" website="https://www.sysadminpedia.com"

WORKDIR /app

RUN mkdir hello
RUN echo "Hello World" > "hello/world.txt"

RUN addgroup -S app _group
RUN adduser -S -D -h /app app_user app_group
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RUN chown -R app user:app group /app
USER app_user

COPY *.txt hello
ADD *.gz hello

CMD ["cat", "hello/world.txt"]
dmin@docker :
nginx.conf test.txt

er run --rm -it add_ins sh

world. txt

c ST.TX F.I:I.

Using the ADD instruction

The crontab and hosts files are extracted from the
etc.tar.gz file, and this explains that when you use the
COPY instruction to copy a compressed file, the file will be
extracted automatically in the container.

10. .dockerignore File

To specify which file(s) or folder(s) we ignore when the
process of copying or adding file(s) or folder(s) to the
Docker image. Because when doing the copy or add process,
Docker will read the file named .dockerignore first. Create
a .dockerignore file and then fill it with example.txt and
gwerty.txt. Then, create the files example.txt and
gwerty.txt in that folder, and they should not be copied to
the folder in the Docker image.

ouch e:{ample.t:{t qwerty.txt

Dockerfile  .doc ore example.txt hello.txt nginx.conf qwerty.txt test.txt
ma cat .dockerignore

er run --rm -it ignore_ins sh

hello.txt hosts test.txt world. txt

Using the .dockerignore file

11. EXPOSE instruction

To tell the container which port to listen port on a
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specific number and protocol. Actually, EXPOSE will not
publish any ports, but is only for documentation to inform
the creator of the Docker container that this Docker image
will use a specific port when run in a Docker container. For
example, as below:

FROM alpine:3

LABEL author="sysadmin"
LABEL company="sysadminpedia" website="https://www.sysadminpedia.com"

WORKDIR /app

RUN mkdir hello
RUN echo "Hello World" > "hello/world.txt"

RUN addgroup -S app_group

RUN adduser -S -D -h /app app user app group
RUN chown -R app user:app group /app

USER app_user

ADD *.txt hello

COPY *.gz hello

EXPOSE 8080

CMD ["cat", "hello/world.txt"]

To see the open ports on this Docker image, use the command
as shown in the image below:

sysadmin@docker :~/image’ docker image inspect expose_ins | grep ExposedPorts -A 1

sysadmin@docker :~/ima

Using the EXPOSE instruction

To create a container using this Docker image and see the
open ports on this container, use the command as shown in
the image below:
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sysadmin@docker :~/image (er r d name expose_ins -p B8886:88 expose_ins
rE?dfwaL54azﬁ5rcab55?e9ﬁf5f23Qala45¥d¢5d¥ﬂ?IQa5lff5¢b¢wﬁb¥5b4dr
dm

dmin@docker :~/image: docker container inspect expose_ins | grep HostPor

sysadmin@dock age
Display the EXPOSE instruction in the container

12. ENVIRONMENT VARIABLE instruction

To change the environment variables either during the build
stage or when running in a Docker Container. The ENV defined
in the Dockerfile can be reused using the ${ENV NAME}
syntax.

FROM alpine:3

LABEL author="sysadmin"
LABEL company="sysadminpedia" website="https://www.sysadminpedia.com"

WORKDIR /app

RUN mkdir hello
RUN echo "Hello World" > "hello/world.txt"

RUN addgroup -S app_group

RUN adduser -S -D -h /app app_user app _group
RUN chown -R app user:app group /app

USER app user

COPY *.txt hello

ADD *.gz hello

EXPOSE 8080

ENV APP_PORT=8080
EXPOSE ${APP_PORT}

CMD ["cat", "hello/world.txt"]

The Environment Variable created using the ENV instruction
is stored in the Docker image and can be viewed using the
docker image inspect command.
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cer:~/image5 docker image inspect env_ins | grep Env -A

"PATH=/us 1/sbin:/usr/local/bin:/usr/sbin:/usr/bin:/sbin:/bin",

"APP_POR
1,

sysadmin@docker :~/image

Using the ENV instruction

Environment variables can be changed in value when creating
a Docker container with the docker command using the —env-
key=value option. So if you use the Dockerfile above, which
uses APP PORT=8080, but you want to use APP _PORT=9090, then
you can use the command:

docker container create --name env_ins --env APP_PORT=9090 -p 9090:80 env_ins

er container create --name env_ins --env APP_PORT=9898

13. VOLUME instruction

To create the volume automatically when creating the
container, and all the files contained in the volume are
automatically copied to the Docker Volume, even though we
didn’t create the Docker Volume when creating the Docker
Container. It is suitable for cases when the application
stores data in a file, so that the data can be automatically
and safely stored in the Docker Volume.

FROM alpine:3

LABEL author="sysadmin"
LABEL company="sysadminpedia" website="https://www.sysadminpedia.com"

WORKDIR /app

RUN mkdir hello
RUN echo "Hello World" > "hello/world.txt"

RUN addgroup -S app_group
RUN adduser -S -D -h /app app user app group
RUN chown -R app user:app group /app
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USER app_user
COPY *.txt hello
ADD *.gz hello

ENV APP_PORT=8080
EXPOSE ${APP_PORT}

ENV APP_DATA=/logs
VOLUME ${APP_DATA}

CMD ["cat", "hello/world.txt"]

r image inspect vol_ins | grep Volume -AZ

Using the VOL instruction

Then, create a container from the Docker image and inspect
it with the keyword Mounts. List the volume on the server,
and it should be the same as in the image below:

mageS docker container create --name vol_ins --env APP_PORT=
e7bbd@c6edf97b70496976dT40100a0de148

docker container inspect vol_ins | grep Mounts -A6

14. ARGUMENT instruction

To define variables that can be used by the user to send
when performing a Docker build process, use the —build-arg
key=value command. This instruction is only used during the
build time process, which means that when running in a
Docker container, this instruction will not be used any


https://sysadminpedia.com/wp-content/uploads/2025/11/linux-create-docker-image-15.png
https://sysadminpedia.com/wp-content/uploads/2025/11/linux-create-docker-image-16.png

differently from the ENV used. Accessing variables from ARG
is the same as accessing variables from ENV using
${variable name}.

FROM alpine:3

LABEL author="sysadmin"
LABEL company="sysadminpedia" website="https://www.sysadminpedia.com"

WORKDIR /app

RUN mkdir hello
RUN echo "Hello World" > "hello/world.txt"

RUN addgroup -S app_group

RUN adduser -S -D -h /app app_user app _group
RUN chown -R app user:app group /app

USER app user

COPY *.txt hello

ADD *.gz hello

ENV APP_PORT=8080
EXPOSE ${APP_PORT}

ARG app=qwerty
RUN mv hello/world.txt hello/${app}.txt

CMD ["cat", "hello/${app}.txt"]

ocker build -t arg_ins
FINISHED

Using tHe ARG instruction

As you can see in the image above, the file name changes to
gwerty.txt, which corresponds to the arguments you wrote in
Docker. If you want to change the argument when creating a
Docker image, then you can change it by adding the —build-
arg app=pass option so that the file becomes pass.txt, as
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shown in the image below:

docker run -d --name arg_ins arg_ins
3a81a73a737febBedbal82c31b175fdc2d344

r container logs arg_ins
SRS file or directory

U51ng the ARG when creatlng a Docker image

Based on the image above, you can see that the file name has
changed to pass.txt. However, you have to know that when you
run the container and run the log command, it will display
as shown in the picture below:

SVEEL S age ker run -d --name arg_ins arg_ins
c9fdd5fcf683: 3aB81a73a737febBedba82c31b175fdc2d344
> dmin@ er :~/image

runtalnrr logs arg_ins

r
xt'l: file or directory

Error when opening the_log

You can see in the image above that there is an error in the
container log. This is because ARGs can only be accessed at
build time, while CMDs are executed at runtime, so if you
want to use ARG at runtime, then you need to insert the ARG
into ENV, and your Dockerfile will be as below:

FROM alpine:3

LABEL author="sysadmin"
LABEL company="sysadminpedia" website="https://www.sysadminpedia.com"

WORKDIR /app

RUN mkdir hello
RUN echo "Hello World" > "hello/world.txt"

RUN addgroup -S app _group

RUN adduser -S -D -h /app app_user app _group
RUN chown -R app user:app group /app

USER app_user
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COPY *.txt hello
ADD *.gz hello

ENV APP_PORT=8080
EXPOSE ${APP_PORT}

ARG app=qwerty
RUN mv hello/world.txt hello/${app}.txt

CMD ["cat", "hello/${app}.txt"]

15. Health CHECK instruction

To tell Docker if the container is still running properly or
not. If there is a HEALTHCHECK, the container will
automatically have a health status from the beginning with a
starting value. If successful, it has a healthy value, and
if it fails, it has an unhealthy value.

FROM nginx:alpine

RUN addgroup -S app _group \
&& adduser -S -G app _group -h /app app_user

RUN mkdir -p /app /var/cache/nginx /var/log/nginx /run \
&& chown -R app user:app group /app /var/cache/nginx /var/log/nginx /run

RUN echo "OK" > /app/healthz.html

RUN cat <<'EOF' > /etc/nginx/conf.d/default.conf
server {
listen 80;

location /healthz {

root /app;

try files /healthz.html =404;
}

location / {
return 200 "Hello from Nginx! Everything works fine.\n";

}
}
EOF
USER app_user

# Healthcheck



HEALTHCHECK --interval=30s --timeout=5s --start-period=5s --retries=3 \
CMD wget --no-verbose --tries=1 --spider http://127.0.0.1/healthz || exit 1

CMD ["nginx", "-g", "daemon off;"]

880:80 health_ins

CREATED STATUS POR NAMES
3 seconds ago Up 2 seconds  (health: starting) 0.8 ©:8080->80/tcp, [::]:8888->88/tcp health_ins

Pi NAMES
health_ins " /do r-entrypoint..." 9 seconds ago U seconds  (healthy) ] :8080->80/tcp, [::]:8888->88/tcp health_ins

r

Using the HEALTHCHECK instruction

Note

Actually, it was the developers who created the Dockerfile
as an image for their applications to run on Docker.
However, as a sysadmin, you should also understand the
instructions in the Dockerfile so that you can help
developers if there is an error in their Docker, or maybe
also to create a Docker image for sysadmin purposes.
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How to Configure Crontab in Linux?

written by sysadmin | 8 November 2025

As a sysadmin, Crontab is an important tool for running
scripts that you want to run at a certain time.

Problem

How to configure crontab in Linux?
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Solution

Cron is a command you can use in the shell to set up a task,
like a command or a script, to run automatically at certain
times, dates, or intervals. It was made by AT&T Bell
Laboratories and first came out in May 1975.

A. Format crontab

Cron works based on a crontab file, which tells it what
tasks to run and when. Crontab has 2 sections: a time
section that has 5 items, where each item has a different
parameter, and the command section to be executed. For more
details, see the image below:

¢ A crontab file has five fields for specifying:

command to be executed

DAY OF WEEK  (0-6) (Sunday=0)

MONTH * (1-12)
DAY OF MONTH * (1-31)
HOUR" * (@-23)
(CET))

The syntax of the crontab file (Credit to blog.marcotorres.pe)

B. Crontab commands

To display the contents of the crontab, use the command
below:

crontab -1
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To display the crontab for a user, for example, john, use
the command below:

crontab -u john -1

To create or modify a crontab file, use the command below:

crontab -e

To delete the crontab file, use the command below:

crontab -r

C. Crontab examples

Here are examples of Crontab to run time.sh file that
contains as below, and don’t forget to permit (chmod +x) so
that the file can be run:

#!/bin/bash

#

time="date +"%Y%m%d-%H:%M:%S""
echo $time >> time.txt

1. Once a week

If you want to run a file once a week, you can use the
crontab configuration as below:

@weekly cd /home/sysadmin;./time.sh

2. Every time you reboot

Use the crontab configuration below if you want to run a
file every time the server reboot is completed:

@reboot cd /home/sysadmin; ./time.sh



3. Every 5 minutes from 1 to 7

Use the crontab configuration below if you want to run a
file every 5 minutes from 1 to 7 (i.e., 01:00, 01:05, 01:10,
up until 07:55):

*¥/5 * x % X cd /home/sysadmin;./time.sh

4. Every 10:30 on 1,10,20,30

If you run a file every 10:30 on 1,10,20,30, use the crontab
configuration as below:

30 10 1,10,20,30 * * cd /home/sysadmin;./time.sh

5. Every first Monday of every month, at 7 a.m.

Use the crontab configuration below if you want to run a
file every first Monday of every month, at 7 a.m:

071-7*1 cd /home/sysadmin;./time.sh

6. Every 15 minutes after rebooting

If you run a file every 15 minutes after rebooting, use the
crontab configuration as below:

@reboot sleep 900 && cd /home/sysadmin;./waktu.sh

7. Every last Saturday of every month

If you want to run a file every last Saturday of every
month, then you have to create a script file first example,
last saturday.sh, as below:

cat sabtu.sh
#!/bin/bash

TODAY=$ (date +%Y-%m-%d)
NEXT SATURDAY MONTH=$(date -d "next Saturday" +%m)
CURRENT MONTH=$(date +%m)



# If the next Saturday is in the next month,
# it means that this Saturday is the last Saturday of the month
if [ "$NEXT SATURDAY MONTH" != "$CURRENT MONTH" ]; then
echo "$(date '+%Y-%m-%d %H:%M:%S') - Running last Saturday of month job"
>> /home/sysadmin/last saturday.log
/home/sysadmin/time.sh

else

echo "$(date '+% -%d %H:%M:%S') - Skipped (not last Saturday)" >>
/home/sysadmln/last_saturday.log
fi

And in the crontab, config like below:

00 * *6 cd /home/sysadmin;./last _saturday.sh

This script will only work on Saturdays in each month, and
if there is a Saturday in the following month, then this
script will not run. To see the log for this script, go to
/home/sysadmin/last saturday.log, and here is a sample of
the log:

cat last_saturday.log

Skipped ( Saturday)
Running last Saturday of month job
Runnlnq last Saturday of month job

Saturday)
C Saturday)
: 5 Runnlnq laJt Saturday of month job
ysadmin@ubuntu2484:~ I
last saturday.log

Note

For crontab to run properly, use absolute paths for files
and commands. And don’t forget to make sure the script can
be executed and preferably in the script file, to include
logs so that it can be traced if there are errors. To see
the log in Linux whether crontab is running or not on
Ubuntu/Debian, you can use the command below:

sudo grep CRON /var/log/syslog


https://sysadminpedia.com/wp-content/uploads/2025/10/linux-config-crontab-1a.png

Use the command below if you are using
RHEL/RockyLinux/AlmaLinux:

sudo grep CRON /var/log/cron

If you can’t find the cron log in the file, then open the
file /etc/rsyslog.d/50-default.conf and search for the word
cron. After that, remove the comment mark # behind the cron
word. Then restart the service using the command:

sudo systemctl restart rsyslog
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How to Manage a Database and its
Table(s) in PostgreSQL?

written by sysadmin | 8 November 2025

The previous article explained how to install a PostgreSQL
database on Linux. This article will explain the basics of
commands in a PostgreSQL database.

Problem

How to manage a database and its table(s) in PostgreSQL?
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Solution

Below are the basic commands of PostgreSQL to manage a
database and its table(s):

1. Access to the PostgreSQL database

Use the command below to access PostgreSQL:

sudo -u postgres psql

cker :~ ido -u postgres psqgl
§.8 (Ubuntu IB 8-1.pgdg24.84+3))
Twpv hrlp' for help.

postgres I
Access to the PostgreSQL

The use of capital letters in this article is only to distinguish between
original commands from PostgreSQL and data from the user. You don’t have to
use the capital letters when running these commands, but you can use all
lowercase letters.

2. List all databases

Use the command below to list all databases in PostgreSQL:

\1

List of databases
Encoding Locale Provider Collate Ctype | Locale | ICU Rules

postgres postgres UTF8 ibc en_US.UTF-8 | en_US.UTF-8 |
template® postgres UTF8 ibc en_US.UTF-8 | en_US.UTF-8 |

templatel | postgres UTF8 ibc en_US.UTF-8 | en_US.UTF-8 |

>Tc/postgres
(3 rows)

postgres= -:.
List all databases

3. Creating a new database

Use the format below to create a new database:
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CREATE DATABASE database name;

You can see the options for this command on this page. For
example, if you want to create a new database called mydb,
use the command below;

CREATE DATABASE mydb;

postgres=+ CREATE DATABASE mydb:
CREATE DATABASE

postgres= I
Create a new database

4. Connect to the database

Use the format below to connect to the database:

\c db_name;

For example, if you want to connect to the mydb database,
type the following command:

\c mydb;

postgres=+ \c mydb;
You are now connected to database "mydb" a:

ostgres”.

mydb=+ [ N m

Connect to the database

5. Create a table

Use the format below to create a new table:

CREATE TABLE table name (name of columnl column data typel, name of column2
column data type2, ..);

You can see the options for this command on this page. Type
the command below to create an employee table:

CREATE TABLE employee (name varchar (100), age int);
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mydb=# CREATE TABLE employee (name varchar
CREATE TABLE

mydb=
Create a table

6. Display all tables

Use the command below to display all the tables:
\dt
mydb=+ \dt

List of tables
Schema

public

(1 row)

mydb= I
Display all table

7. Display the table structure

Use the format below to display the table structure:

\d table name;

For example, if you want to display the employee table
structure, run the command below:

\d employee;

Table "public.employee’
Collation

character varying(168)

Describe a table
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If you want to display more information about the table,
type the command below:

\d+ employee;

mydb=# \d+ employee

Table "public.emplo
Column |

| extended |
| plain |

mydb= I

Display more information in a table

8. Add the column

Use the format below to make a column in the table:

ALTER TABLE table name ADD column column name type(nnn);

You can see the options for this command on this page. For
example, if you want to add to the city column in the
employee table, use the command below:

ALTER TABLE employee ADD column city varchar(100);
mydb=+ \d employee

Table "public.employee”
Column Collation

ChEIrEICtE‘r ﬁJa'-Finglu el
age

mydb=+ ALTER TABLE employee ADD column city wvarchar(188);
ALTER TABLE

mydb=+ \d employee

Table "public.employee”
Collation

Charal:tE‘r \Jaryingr TR
integer
character Vﬂfying{'““*

Add a column
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9. Insert data into the table

Use the format below to enter data in a table:

INSERT INTO table name (Columnl, Column2,.., ColumnN) VALUES (Valuel,..ValueN),
(Valuel,..ValueN);

You can see the options for this command on this page. Type
the command below if you want to insert 2 data to the
employee table:

INSERT INTO employee (name,age,city) VALUES ('bob',21, 'New York'),
('John',22,'Chicago');

[ INTO employee (name,age,city) VALUES ('bob',217, 'New York'), ('John',22,'Chica

Insert data

If you want to insert a value in the form of a number, the number does not
have to be flanked with an apostrof (‘..”) sign, whereas if it is a character
or a combination of characters and numbers, it must be flanked with an
apostrof (‘..').

10. Displays data in a table

Use the format below to display all data in a table:

SELECT optionl FROM table name option2;

You can see the options for this command on this page. For
example, use the command below to display all data in the
employee table:

SELECT * from employee;


https://www.postgresql.org/docs/current/sql-insert.html
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* from employee;

New York
Chicago

(2 rows)

G E I
Display the data

11. Update data

Use the format below to update data in a table:

UPDATE table name SET columnX=valueX WHERE columnY=valueY;

You can see the options for this command on this page. For
example, if you want to update the age of the employee named
Bob, use the command below:

UPDATE employee SET age=23 WHERE name='bob';

mydb=+ UPDATE employee SET age=23 WHERE name='bob';
UPDATE 1

mydb= I
Update the data

12. Delete data

Use the format below to delete one or more rows of a table:

DELETE FROM table name WHERE column=value;

You can see the options for this command on this page. For
example, if you want to delete the data where the user is in
Chicago, use the command below:

DELETE FROM employee WHERE city='Chicago"';
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mydb=# SELECT * from employee;

John Chicago
bob ] New York
(2 rows)

mydb=# DELETE FROM employee WHERE city='Chicago’;

* from employee;

(1 row)

mydb=
Delete the data

13. Delete the column

Use the format below to make changes in the table:

ALTER TABLE db name DROP COLUMN column name;

If you want to delete the column, for example, city, you can
use the following command:

ALTER TABLE employee DROP COLUMN city;


https://sysadminpedia.com/wp-content/uploads/2025/10/db-postgresql-basic-command-12.png

mydb=+ \d employee

Table "public.employee”
| Collation

character varying(1688)
integer
character varying(166]

ALTER TABLE employee DROP column city;
. TABLE
‘d employee
Table "public.employee”
| Collation

character varying(188)

Delete the column

14. Empty the table

You can delete all data in a table with the format as below:

TRUNCATE table name;

You can see the options for this command on this page. For
example, if you want to delete all the data in the employee
table, type the command below:

TRUNCATE employee;
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CT # from employee;

(1 row)

mydb=# TRUNCATE employee;
TRUNCATE TABLE

mydb=+ SELECT * from employee;
name

1 rows)

mydb=
Truncate the table

15. Change a table name

You can change the name of the table using the format below:

ALTER TABLE old table name RENAME TO new table name;

You can see the options for this command on this page. Use
the command below if, for example, you want to change the
name of the employee table to employees:

ALTER TABLE employee RENAME TO employees;

mydb=# \dt
public | employee | table

mydb=+ ALTER TABLE employee RENAME TO employ
ALTER TABLE

mydb=+ \dt

public | employees | table | postgres

mydb= I
Rename the table

16. Delete a table

Use the format below to delete a table:
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DROP TABLE table name;

You can see the options for this command on this page. For
example, if you want to delete the employee table, use the
command below:

DROP TABLE employees;

mydb=+ \dt
public | employees | table | postgres

mydb=+ DROP TABLE employees;

DROP TABLE
mydb=# \dt

Did

mydb=

Delete the table

17. Delete a database

To delete a database, use the format below:

DROP DATABASE database name;

You can see the options for this command on this page. For
example, if you want to delete the mydb database, type the
command below:

DROP DATABASE mydb;

mydb=+ DROP DATABASE mydb;
: the currently open database

mydb=# \c postgres

You are now connected to database "postgres"” as user "postgres’
postgres=# DROF DATABASE mydb;

DROP DATABASE

postgres= I

Delete the database
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17. Quit from the database
To quit from the database, run the command below:

\q

™

postgres=+ \q
sysadmin@docker :~

Quit from the database

Note

Actually, the basic commands for PostgreSQL and MariaDB are
almost the same, with only there is a slight difference
between the two databases.
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How to Display the Results of a Script
in Zabbix?

written by sysadmin | 8 November 2025

I want to create a monitoring to check if a site is in an
error state or not using a script, and the results of this
script will be sent to Zabbix for monitoring.

Problem

How to display the results of a script in Zabbix?
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Solution

For example, I have a sysadminpedia.com site and want to
monitor the site. The way I do monitoring is to look for
wordpress writing on the site, and if the wordpress writing
is not on the site, it means that the site has an error. I
use a bash script to monitor the word on sysadminpedia.com.
For the site to be monitored by Zabbix based on the results
of the script I created, follow the steps below:

1. Create a script

Log in to the Zabbix server, and you can use any folder to
create your script, but I created a special folder for
scripts in Zabbix using the command:

sudo mkdir -p /etc/zabbix/scripts

Then create a bash script in a folder with the file name
check-sysadminpedia-site.sh and copy the script below:

#!/bin/bash

# Fetch the website content
content=$(curl -s https://sysadminpedia.com)

# Check if the word "wordpress" exists (case-insensitive)
if echo "$content" | grep -iq "wordpress"; then
echo 1
else
echo 0
fi

2. Change the user, group, and permission

Change the user and group on the file using the command
below:

chown -R zabbix:zabbix /etc/zabbix/scripts/check-sysadminpedia-site.sh

After that, type the following command to make the script
run:



chmod +x /etc/zabbix/scripts/check-sysadminpedia-site.sh

3. Configure in the zabbix_agent file

Add the below script in the file
/etc/zabbix/zabbix_agentd.conf:

UserParameter=check-sysadminpedia-site,/etc/zabbix/scripts/check-
sysadminpedia-site.sh

4. Restart zabbix_agent

Restart the Zabbix agent using the following commands:

systemctl daemon-reload
systemctl restart zabbix-agent

5. Configure Zabbix

Go to your Zabbix application, select the Host you want to
enter to display the results of this monitoring in Zabbix. I
choose to use the Zabbix server host: Monitoring > Hosts >
Zabbix server > Items in the CONFIGURATION like in the image
below:
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And there will be a display like the following:
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I fill in the fields as in the image above, click the Test
button, and then there will be a display as in the image

below:
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Test item
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Test with m Proxy

Port | 10050
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Mot supported Error rd
Previous value L
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Get value and test

Click the Get value and test button

Click the Get value and test button, and in the Value
section, there will be a value generated, either it is 1 or

0, according to the value in the bash script, as in the
image below:
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Get value and test

Click the Cancel button

You see from the image above, the Value is 1. Click the
Cancel button, then it will return to the previous view,
like the image below:
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After you press the Add button, there will be the text Item
added as in the image below:
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6. Create a graph

Then, create a graph for the result of the script by
selecting the host that will display the result of the bash
script. I choose to use the Zabbix server host: Monitoring >
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And there will be a display as shown

image below:
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Click Create Graph, then there will be a display as below:
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After that, click the Add button then there will be the text
Graph Added as in the image below:

zasaix < - (IR

o

Allhosts 4 Zabbix server  Enasled ems 163 Trggers®7  Grapns 18 Discovery ules s Web scenarios V Fiter

Host groups Select

““““ [ 72 bbix server x Select

[
A\ L

Succeed in adding a Graph

7. Display the graph

Wait a while, and to see the graph, you can go to Monitoring
> Hosts > Zabbix server > Graphs in the View section, as
shown in the image below:
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Click the Graphs in the VIEW section
Click the Filter button as shown in the image below:
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Then there will be a display as shown in the image below:
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Type the name of the graph and click the Apply button

Type the name of the graph in the Name field, then click
Apply, and then there should be a display below:
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The graph from your script

If the site has an error, as known as there is no word
wordpress, the graph will look as below:

ZABBIX Sl Graphs 2]

And you successfully created a graph in Zabbix from the
result of a script you made yourself.
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Note

In this article, I used the Zabbix server to insert a script
that monitors the server. However, you can use another host
for your script, so you can do points 1 to 4 in the
explanation above on another host.
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How to Add a Linux Host to be
Monitored by Zabbix?

written by sysadmin | 8 November 2025

The previous article explained how to install the Zabbix
application on Ubuntu. This article will explain how to add
a Linux host to be monitored by Zabbix.

Problem

How to add a Linux host to be monitored by Zabbix?

Solution

This article will add a RockyLinux1® host, which will be
monitored by Zabbix with IP 192.168.56.104, while the Zabbix
server IP is 192.168.56.101. So that the host can be
monitored by Zabbix, you must install the Zabbix-Agent on
the host. Here are the steps:
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A. On Remote Host

Check whether on your RockyLinux server, you have the file

/etc/yum.repos.d/epel.repo. Don’t worry if your server does
not have the epel.repo file, but if the file exists on your
server, you can add the script below:

excludepkgs=zabbix*

After that, run the commands below:

rpm -Uvh
https://repo.zabbix.com/zabbix/7.4/release/rocky/10/noarch/zabbix-release-lat
est-7.4.ell0.noarch.rpm

dnf clean all

dnf install zabbix-agent -y

After you install the zabbix agent, go to copy the file
/etc/zabbix/zabbix_agentd.conf as a backup:

cp /etc/zabbix/zabbix agentd.conf /etc/zabbix/zabbix agentd.conf.ori

Then go into the file and change the Server section to your
Zabbix server IP (which in this article is IP
192.168.56.101), and in the Hostname section, you are free
to fill in, and I changed it to RockyLinux1l0®, so the file
looks like the one below:

[root@RockylLinux1@ ~]# grep -v "#" /etc/zabbix/zabbix_agentd.conf | grep -v '
PidFile=/run/zabbix/zabbix_agentd.pid
LogFile=/var/log/zabbix/zabbix_agentd.log

LogFileSize=

Server=192.16!

ServerActives=

Hostname=RockyLinux
Include=/etc/zabbix/zabbix_agentd.d/*.conf
[ root@RockylLinux18 ~]

The zabbix agentd.conf file

If your RockyLinux server has a firewall, open port 10050
using the command:


https://sysadminpedia.com/wp-content/uploads/2025/10/linux-add-host-in-zabbix-3a.png

firewall-cmd --permanent --zone=public --add-port=10050/tcp
firewall-cmd --reload

Then run the two commands below:

systemctl restart zabbix-agent
systemctl enable zabbix-agent

To view the log on zabbix-agent, open the file
/var/log/zabbix/zabbix_agentd.log on your server.

B. On the Zabbix server

On the Zabbix server, enter the Zabbix application via your
browser, then select Monitoring > Hosts > Create Host as in
the image below:

ZABBIX Sl Hosts

9

£

H
2]

Add the host to Zabbix

After that, there will be a display like below. You have to
fill in the columns according to the host you will monitor.
I filled them in as shown in the image below:
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Configure a new host in Zabbix

When finished, click the Add button, and you will see a
display like the one below:
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After the Host added

Wait a few moments, and the Zabbix application should be

able to monitor your host, which is marked with the word ZBX
in green, as in the image below:

Name & Interface Avallabilty Tags

Status Latest data Problems Graphs Dashboards

RodkyLinux10 192.168.56.104:10050 Enabled Latest data 84 Problems 7 Dashboards 3
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Displaying 2o Y

Zabbix monitors the host
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To see the graph of the host, click on the words Graphs, so
there will be a display like the one below:
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The graphs of the host

And you have successfully added a host to the Zabbix
application.

Note

If you want to add a host that Zabbix wants to monitor, you
can go to this address to see the steps to install the
Zabbix agent on your server. Make sure the Zabbix version
selected is the same as the Zabbix version running on the
server. The following is an example image for installing the
Zabbix agent on the RockyLinuxl@ host, which is used as an
example in this article:
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Choose the 0S host to install Zabbix Agent

And don’t forget to open Port 10050 on the host you want to
monitor so that the Zabbix application can access that host.
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How to Install Zabbix On Ubuntu?

written by sysadmin | 8 November 2025

Zabbix is an open-source software tool to monitor IT
infrastructure such as networks, servers, virtual machines,
and cloud services.

Problem

How to install Zabbix in Ubuntu?
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Solution

Zabbix was first released in 2001, and as of this writing in
October 2025, Zabbix has version 7.4. This article will
explain how to install Zabbix on an Ubuntu server by using
MariaDB and Apache databases.

A. Install Zabbix

Run the commands below to install Zabbix on Ubuntu:

wget
https://repo.zabbix.com/zabbix/7.4/release/ubuntu/pool/main/z/zabbix-release/
zabbix-release latest 7.4+ubuntu24.04 all.deb

sudo dpkg -i zabbix-release latest 7.4+ubuntu24.04 all.deb

sudo apt update

sudo apt install zabbix-server-mysql zabbix-frontend-php zabbix-apache-conf
zabbix-sql-scripts zabbix-agent

B. Database Configuration

If your Ubuntu doesn’t have a database, then you can use the
MariaDB database by using the command:

sudo apt install mariadb-server

Then, create a password for root in MariaDB using the
command:

sudo mariadb-secure-installation

After that, enter MariaDB using the command:

sudo mariadb -uroot -p

Run the commands below (change the password to what you
want):

create database zabbix character set utf8mb4 collate utf8mb4 bin;
create user zabbix@localhost identified by 'password’;



grant all privileges on zabbix.* to zabbix@localhost;
set global log bin trust function creators = 1;
quit;

Run the command below to import the initial schema and data,
and enter the password you created when you created the
Zabbix database in MariaDB:

zcat /usr/share/zabbix/sql-scripts/mysql/server.sql.gz | mysql --default-
character-set=utf8mb4 -uzabbix -p zabbix

Then log in to MariaDB again using the command:

sudo mariadb -uroot -p

Run the command below to disable the
log bin trust function creators option after importing the
database schema.

set global log bin trust function creators = 0;
quit;

C. Configure the Zabbix file

After that, you will configure the zabbix file located in
/etc/zabbix/zabbix_server.conf. It’'s better if you copy the
original file as a backup by running the command below:

sudo cp /etc/zabbix/zabbix server.conf /etc/zabbix/zabbix server.conf.ori

Fill in the DBPassword section of the file with the password
you created for the Zabbix user, so that it is as follows:



: 0 “#" fetc/
D F11r—e"arfluquabbl-*zabbl- 3erver.1og

LogFileSize=6
PidFile=/run/zabbix/zabbix_server.pid
SocketDir=/run/zabbix
DBMName=zabbix
DBUser=zabbix
DBEPassword=p:
SNMPTrapperFile= f"at*1uq;;nmptrap,,nmptrap log
Timeout=4

FpinglLocation=/usr/bin/fping
FpingbLocation= fu;r*bln;fplnqﬁ
LogSlowQueries=:

StatsAllowedIP

EnableGlobalScripts=8
Inrludr—ﬂwtufzabbli*zabbli server.d/#*.conf

Conflguratlon on zabblx server.conf file

Then run the two commands below:

zabbix/zabbix_server.conf | grep -v

systemctl restart zabbix-server zabbix-agent apache2
systemctl enable zabbix-server zabbix-agent apache2

D. Configure Zabbix

Open your browser and type in the URL below:

http://your ip server/zabbix

Then there will be a display like the image below:
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Click the Next step button, and a display similar to the
picture below will be present:

ZABBIX Check of pre-requisites
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Configurs DB connection PHP option "memory_limit" 128M 128M OK
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Install PHP option "max_execution_time" 200 300 oK

PHP option "max_input_time"™ 300 300 OK

PHP databases support MySQL OK

PHP bcmath on OK

PHP mbstring on OK

PHP option "mbstring.func_overload™ off off OK

Checking of pre-requisites
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Make sure there is no error like in the image above. After
that, click the Next step button, and there will be a screen
similar to the one below:

ZABBIX Configure DB connection

Please create database manually, and set the configuration parameters for connection to this database.
Press "Next step” button when done.

Check of pre_requisite Database type | MySQL hd
Database host | localhost

Settings

Database port | O - use default
Pre-installation summary

Install Database name | zabbix

Store credentials in HashiCorp Vault CyberArk Vault

User | zabbix

Password [~ |

Database TLS encryption Connection will nof be encrypted because it

] <=
n

Enter the password of MariaDB

Enter your database password using the Zabbix user, click
the Next step button, and a screen similar to the one below
will be presented:
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Enter the name of the Zabbix server you want, click the Next
step button, and there will be a display like the image

below:
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Pre-installation summary

Install

Pre-installation
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Database type MySQL
Database server localhost
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Database user zabbix

—————

Database passw

Database TLS encryption false

Zabbix server name zabbix
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summary
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Click the Next step button, and there will be a display
similar to the image shown below.

ZABBIX Install

Congratulations! You have successfully installed Zabbix
frontend.

Configuration file "conffzabbix_conf php® created.

=T

Finish installation

Click the Finish button, and a screen like the one shown
below will appear.
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For your information, the initial username for Zabbix is

Admin and the initial password is zabbix. After you enter
the username and password,
there

click the Sign in button, and

will be a display like the image below:
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You have successfully installed the Zabbix application on
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your Ubuntu server.

Note

To install Zabbix on a different operating system, you can
go to this page to see how to install Zabbix on your server.
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