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The previous article explained how to monitor an entire
container in Docker. In addition to monitoring, you should
also limit the resource usage of each container so that
server performance remains in good condition.

Problem

How to limit resources in Docker?

Solution

If you run the docker stats command, the command will
display the resource container as shown in the image below:

sysadmin@docker :~5 docker stats --no-stream

CONTAINER ID NAME CPU % MEM USAGE / LIMIT % NET I/0 BLOCK I/0 PIDS
94dd458f891¢ redis 16.28M1B / 961.7MiB 946B / 6B  29.1MB / BB 6
2a976b236645 nginx 12.52MiB / 961.7M1iB 726B / 8B 23.8MB / 4.1kB 2

free -m
total used shared buff/cache available
1 539 LN

sysadmin@docker :~

Display stats of the Docker

As you can see in the image above, there are 2 containers
running, and both containers have a memory limit of 941 MB,
where the memory size is the size of the memory of the
server. This is dangerous because the application in the
container can use all the memory or CPU on the server,
causing the server to run abnormally. Therefore, you should
limit the use of resources in the container.

A. RAM limitation
There are 2 types of memory limitations in Docker:

« The hard 1limit is a maximum value that cannot be
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exceeded. When a container exceeds a hard memory limit,

Docker takes aggressive actions such as terminating the

container so that there will be an OOM or Out Of Memory

error in the container. The options used in Docker are -
-memory or -m.

« The soft limit is a limit that can be temporarily
exceeded. When a soft limit is reached, Docker warns the
user but does not take immediate action. The option used
is --memory-reservation.

If you use swap on the server, you can use the --memory-swap
option to allocate available swap memory to the container.
This swap memory must be larger than the hard limit, usually
twice larger than the hard limit. If you want to use a
percentage for memory swap, use the --memory-swappiness
option.

To limit the memory on the new container, use the format
below:

docker run -d --memory='hard limit value' --name docker name docker-image

For example, if you want to limit the memory on a container
of 512 MB with a soft limit of 256 MB, then I run the
command below:

docker run -d --memory='512m' --name nginx nginx

nginx nginx
5b8777c30

sysadmin@docker:~5 docker stats --no-stream

CONTAINER ID  NAME b MEM USAGE / LIMIT MEM % NET I/0 BLOCK I/0
3302146fdb23  nginx 2.762M1B / 512MiB : 586B / 6B 1.3MB / 26.5kB
94dd458f891c redis : 16.28M1B / 961.7MiB 1 b 1.16kB / 6B 29.1MB / 6B

sysadmin@docker :~ b

Run Docker with limited memory

You can immediately change the container memory when the
container is running using the format below:

docker update docker name --memory='hard limit value'
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For example, I want to change the Redis container memory
from 971 MB to 256 MB using the command below:

odocker :~S5 docker stats --no-stream
NTAINER ID  NAME CPU MEM USAGE / LIMIT NET I/0 BLOCK I/O
3302f46fdb23 nginx 2.762M1B / 512MiB 9368 / BB 1.3MB / 28.5kB
94dd458f891c redis 16.28MiB / 961.7MiB 2 1.23kB / 6B 29.1MB / 6B
sysadmin@docker :~

sysadmin@docker :~5 docker update redis --memory='256m’

response from daemon: container 94dd458f891cB8d8ePal5ebBB8/8fcB83ebch6660dbaf8bebBB815a3a9048c57 17 Memo
ry limit should be smaller than already set memoryswap limit, update the memoryswap at the same time
sysadmin@docker :~

Error when updating memory

But when running the command, there is an error as below:

Error Response from Daemon: Cannot Update Container
94DD458F891CO8D8EOA15EBOO878FC83E5C6660D6AF8Beb0815A3A9040C57F7: Memory Limit
Should Be Smaller Than Already Set Time

To overcome the error, update the memory container swap,
whose value must be greater than the memory value.
Therefore, use the command below to increase the memory of a
container:

docker update redis --memory='256m' --memory-swap='512mb’

And the container memory value should have changed as shown
below:

sysadmin@docker:~5 docker stats --no-stream
CONTAINER ID  NAME CPU MEM USAGE / LIMIT NET I/0 BLOCK I/0
3302f46fdb23 nginx 6.8 2.762M1B / 512MiB 8 ' 1.81kB / @B 1.3MB / 26.5kB
458f891c redis 1 16.28MiB / 961.7MiB 1 1.3kB / BB 29.1MB / 6B
cker
r inspect redis | grep Memory

sysadmir er K '256m’
response fr : cont r 94dd4587891cP8d8ePal5ehBB878fc83e5c66660dbaf8bebB815a3a90408c57f7: Memo
ry 1limit should be smaller than already set memoryswap limit, update the memoryswap at the same time
sysadmir
ker update redis --me y="'256m" --memory-swap="512mb’

ct redis | grep Memory

: null,

ker stats --no-stream
CONTAINER ID NAME CPU MEM USAGE / LIMIT  MEM % NET I/0 BLOCK I/O
3302f46Tdb23 nginx @ b 2.762M1B / 512M1B 8 A 1.81kB / 6B 1.3MB / 28.5kB
94dd458f891c redis 16.28M1B / 256M1B 6 b 1.3kB / 8B 29.1MB / BB
sysadmin@docker :~
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Update the memory in a container

B. CPU limitation

Before you limit the CPU in the container, you need to know
how many CPU cores there are on your server by using the
command below:

nproc

To limit the CPU used in the container, use the --cpus
option to determine how many CPU cores can be used in a
container. If your server has two CPUs and you set --
cpus="1.5", the container is guaranteed at most one and a
half of the CPUs and this is the equivalent of setting --
cpu-period="100000" and --cpu-quota='150000" (cpu-period 1is
used with cpu-quota to configure the CPU scheduler with
defaults to 100000 microseconds and cpu-quota is used with
cpu-period to configure the CPU scheduler). Use the format
below to limit the CPU in the container:

docker run -d --cpus='cpu value' --name docker name docker image:tag

You can see the details of the CPU used by a container by
using the format below:

docker inspect nginx | grep -e Cpu -e cpu

For example, I want to limit the CPU to 1, so I run the
command below:

docker run -d --cpus='l' --name nginx nginx



sysadmin@docker :~S docker run -d --cpus='1' --name nginx nginx

sysadmin@docker :~ --no-stream
CONTAINER ID  NAME CPU ° MEM USAGE / LIMIT MEM ° NET I/0 BLOCK I/0
87ef6df710dc nginx B.00% 11.5M1B / 961.4MiB 1 geeB / 6B  9.56MB / 12.3kB
sysadmi cker:~
sysadmi cker:~ inspect nginx | grep -1 cpus
" hare
"Nano
et
etMems": ""
sysadmin@docker :~
Run a container with a limited CPU

Warning

You have to be careful in determining the CPU limitations of a container
because if you limit the CPU too much (for example, giving 0.5 CPU to the
container even though the container can run using 1 CPU) or give a CPU
limitation that is greater than the CPU the server uses (for example The
server CPU only has 1 CPU but you give the container 2 CPUs) then the
container will immediately turn off automatically.

You can use the --cpu-shares option for a container to
control the share of CPU cycles available, whose default
value is 1024. This option is like a soft limit option on
memory, so if you run the command below:

docker run -d --cpu-shares='2048' --name webappl nginx

If there is more than 1 container on a host and CPU cycles
are constrained, then the webappl container will receive 2x
more CPU than the other containers. You can update the CPU
in a running container using the format:

docker update docker name --cpus='cpu value'

For example, I have 2 CPUs on the server, and initially, I
use all the CPUs in the webappl container. Then, I wanted to
update the CPU on the container to 1.5, so I ran the command
below:

docker update webappl --cpus='1l.5"' nginx
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sysadmin@docker:~5 docker run --name nginx -d nginx
8e506e9c6TB58Tbca872888e4f1dbbbc36836dc17b67a7abeb69T873eecd76167
sysadmin@docker :~
sysadmin@docker :~5 docker inspect nginx | grep -1 cpus

! hares": 8,

"Nano "1 8,

! et oot

etMems" : \

sysadmin@docker :~

sysadmin@docker :~5 docker update nginx --cpus="1.5"
nginx
sysadmin@docker :~
sysadmin@docker :~5 docker inspect nginx | grep -1 cpus
! hares": E
"Nano

sysadmin@docker :~
Update the CPU in a container

C. HDD limitation

As of this writing (April 2025), the HDD limitation can only
be used for btrfs, overlay2, windowsfilter, and zfs storage
drivers. For the overlay2 storage driver, the size option 1is
only available if the backing filesystem is xfs and mounted
with the pquota mount option. Type the command below to see
the Docker settings on the server:

docker info | grep -e 'Filesystem' -e 'Support' -e 'Storage'’

Run the command above, and here is the result:

sysadmin@docker :~S5 docker info | grep -e 'Filesystem' -e 'Support' -e 'Storage’
- bridge-nf-call-iptables is
- bridge-nf-call-ip6tables is

Driver: overlay?2?
Backing : extfs
s d_type:
sysadmin@docker ;~
Check the filesystem
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To limit the hard disk in a container, follow the format
below:

docker run -d --name nginx --storage-opt size=1g nginx

If I want to limit my hard disk in a container, I run the
command below:

docker run -d --name nginx --storage-opt size=1g nginx

But, I have an error like the image below:

docker: Error response from daemon: —storage-opt is supported only for
overlay pver xfs with ‘pquota’ mount option

pt size=1g redis
only for overlay over xfs with 'pquota'’ mount option.

Error when limiting HDD for a container

From the image above, I can’t limit the HDD to the
container because my Backing Filesystem in my server still
uses extfs, not xfs. So, if I want to limit my HDD in my
containers, I have to change my Backing Filesystem in my
server. So I made an experiment by turning off Docker and
deleting the Docker folder using the command below:

sudo systemctl stop docker
sudo rm -rf /var/lib/docker && sudo mkdir /var/lib/docker

Then I inserted an additional hard disk into the existing
server, and then I converted the file system to xfs using
the commands below:

sudo mkfs.xfs /dev/sdbl
sudo mount /dev/sdbl /var/lib/docker
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sysadmin@docker :~5 sudo mount /dev/sdbl /var/lib/docker/

sysadmin@docker:~5 df -T

Filesystem Type 1K-blocks Used Avallable Use% Mounted on
tmpfs tmpfs 1112 Jrun
/dev/mapper /ubuntu--vg-ubuntu--1v ext4 L /

tmpfs tmpfs B fdev/shm
tmpfs tmpfs 5 B frun/lock
/dev/sda2 ext4d 1 96 1 /boot

tmpfs tmpfs frunfuser/
/dev/sdb1 xfs 71986 1 b 4% fvar/lib/doc
sysadmin@docker :~

Create xfs filesystem

And I added to the /etc/fstab file the script below:

echo '/dev/sdbl /var/lib/docker xfs defaults,quota,prjquota,pquota,gquota 0
0' | sudo tee -a /etc/fstab

I rebooted the server to test whether the fstab file
settings were correct. After that, I tried to create a
container by limiting the container’s hard disk to 1GB using
the command below:

docker run -d --name nginx --storage-opt size=1g nginx

sysadmin@docker :~5 docker info | grep -e 'Filesystem' -e 'Support' -e 'Storage'
Driver: overlay2
Backing : xfs
s d_type:
: bridge-nf-call-iptables is
. bridge-nf-call-ip6tables is
sysadmin@docker
sysadmi cker:~5 docker run -d --name nginx --storage-opt size=1¢ nginx
8d609d92bcc7d2bbbebdBc3888ad6T7d6135f05466ded4761cb6ab941¢5%9a17

sysadmin@docker:~5 docker ps

CONTAINER TD  TMAGE COMMAND CREATED STATUS PORTS NAMES
8d6089d92bcc?/ nginx “/docker-entrypoint..." 186 seconds ago Up 9 seconds ga/tcp nginx
sysadmin@docker :~

Limiting HDD in a container

Note

You can combine more than one restriction above by using one
command. For example, if you want to limit memory, CPU, and
HDD in a container, then you can run the command below:

docker run -d --name webappl -m 512m --cpus=1l.5 --storage-opt size=1g nginx
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As far as I know, Sysadmin only limits the use of RAM and
CPU in Docker, but rarely limits HDD in Docker. If you want
to limit resources in Docker, you must discuss it with the
developers so that there are no problems with the
application in the future.
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How to Monitor Containers in Docker?

written by sysadmin | 14 May 2025

After you run containers in Docker on your server or your
Docker Host, you should monitor all existing containers to
find out the performance of each container.

Problem

How to monitor containers in Docker?

Solution

There are 2 methods for container monitors in Docker:
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A. Via CLI

In CLI, to monitor all containers in Docker, you can use the
command:

docker stats

You will see the display as below:

CONTAINER ID  NAME % MEM USAGE / LIMIT MEM % NET I/0 BLOCK I/0 PIDS
94dd458f891c redis 16.67M1B / 961.7MiB 1 796B / 6B 27.4MB / 6B i

2a976b2306645 nginx 11MiB / 961.7MiB 1 1.89kB / 8B 19.1MB / 28.5kB 2

Using the docker stats command

From the image above, you can see that the command displays
the results in streaming, and to exit from the command
above, press Ctrl+Z or Ctrl-C. If you don’'t want to display
the results in streaming mode, then use the command below:

docker stats --no-stream

sysadmin@docker :~5 docker stats --no-stream
CONTAINER ID  NAME CP MEM USAGE / LIMIT b NET I/0 BLOCK I/0 PIDS
94dd458f891¢c redis 16.07M1B / 961.7M1B 8668 / 6B 27.4MB [/ 6B

2a976b230645 nginx 11M1B / 961.7MiB b 1.16kB / BB 19.1MB / 28.5kB 2
sysadmin@docker :~

Display monitor containers in Docker without stream

B. Via Website

If you want to monitor Docker via a website, you can use the
Portainer tool. Portainer is a tool for managing containers
through a browser that can support Docker host, Docker
Swarm, Nomad, and Kubernetes. It has 2 components, namely
Portainer Server, which is used to manage containers,
networks, and environments, and Portainer Agent 1s the
component installed on another Docker system to enable
communication with the server. Portainer has 2 editions,
namely Portainer Business Edition or PBE and Portainer
Community Edition or PCE, where both editions at the time of
this writing (April 2025) have version 2.27.3. This article
will discuss how to install Portainer Community Edition.
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Here are the steps:

1. Create Docker Volume

Type the command below to create a new volume in Docker:

docker volume create portainer data

2. Install Portainer

Type the command below to install the latest version of
Portainer:

docker run -d \

-p 8000:8000 \

-p 9443:9443 \

--name portainer \

--restart=always \

-v /var/run/docker.sock:/var/run/docker.sock \
-v portainer data:/data portainer/portainer-ce

docker run -d \

-v portainer_data:/data portailner/portainer-ce

Unable to find image 'portainer/portainer-ce:latest' locally
latest: Pulling from portainer/portailner-ce

eZ2eBbb27b87e: Pull complete

1fed1531b45b: Pull complete

B4deB83ad5ed: Pull complete

86a/cce72d42: Pull complete

eB9df2661146: Pull complete

eae3ebf29ea8: Pull complete

c12aa3fbd31a: Pull complete

f111bda3f9a6: Pull complete

81821118edB1: Pull complete

4f4fb760ef54: Pull complete

Digest: sha256:7f18a26bfdda3fc58295eaB9b868117ecd86ab42d66Tb04cel1f27a4c221d4649
Status: Downloaded newer image for portainer/portainer-ce:latest
12496e61eeBaddcffi1a3al8ff95ade6802c951622febedabe?2b23a636d6bbEE2
sysadmin@docker ;~

Install portainer
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3. Check the Portainer

The following command can be used to determine whether
Portainer is operating or not:

docker ps

sysadmin@docker :~
CONTAINER ID IMAGE COMMAND CREATED STATUS PORTS
NAMES
12496e671ee8 portainer/portainer " fportainer” 4 minutes ago Up 4 minutes 0.0.06.0:8600->8000/tcp,
:::8608- cp, 9.0.0.0:9443->0443/ :9 portainer

94dd4581891¢c redis C er-en .S 0 minutes ago Up 29 minutes
redis

2a976b236645 nginx " fdocker-entrypoint.." 317 minutes ago Up 31 minutes
nginx

sysadmin@docker :~

Check the container

4. Access the Portainer

After that, open your browser and type:

https://your IP server:9443

There will be an image like below:

Your connection isn't private

Attackers might be trying to steal your information from 192.168.56.100 (for example,

passwords, messages, or credit cards). Learn more about this warning

NET:=ERR_CERT_AUTHORITY_INVALID

Click Advanced
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A picture similar to the one below will appear when you
click the Advanced button:

Your connection isn't private

Attackers might be trying to steal your information from 192.168.56.100 (for example,
passwords, messages, or credit cards). Learn more about this warning

NET:ERR_CERT_AUTHORITY_INVALID

Hide advanced m

This server couldn't prove that it's 192.168.56.100; its security certificate is not trusted by

your computer's operating system. This may be caused by a misconfiguration or an
attacker intercepting your connection.

Continue to 192.168.56.100 (unsafe)

Click the unsafe link

Click the unsafe link in your browser, and then there will
be an image like below:
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éh portainer.io

New Portainer installation

I Your Portainer instance timed out for security purposes. To re-enable your Portainer instance, you will need to restart Portainer. ]

For further information, view our documentation.

Restart Portainer

If you have an error like the picture above, then restart
Portainer by running the command below:

docker restart portainer

Enter the desired name and password, then click the Create
user button, and you will see an image below:
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&l porrainer.io
v . . .
New Portainer installation
Please create the initial administrator user.
Username admin
Password
Confirm password X

& The password must be at least 12 characters long.

[0 Allow collection of anonymous statistics. You can find more information about this in our privacy policy.

> Restore Portainer from backup

&=

Write the username and password

The Portainer dashboard will appear. Click the Get Started
box like in the above image, and there will be an image
below:
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@ Upgrade to Business Edition Environment Wizard

portainer.io Quick Setup & 0 ® & admin v

MMUNITY EDITION

#  Environment Wizard

Welcome to Portainer

We have connected your local environment of Docker to Portainer.

Get started below with your local portainer or connect more container environments.

User-related

Environment-related

Registries
Notifications

Settings Get Started . Add
Environments

Proceed using the local
environment which

i A s Connect to other
Portainer is running in

environments

portainer.io Community Edition 2.27.3 LTS En
L]

Click the Get Started box

There will be an image below:

@ Upgrade to Business Edition Enviropments
Home & 4 ® & admin v
& Environments Q Search by name, group, tag, status, URL... 2 Refresh

Click on an environment to manage

Platform Conne... Status Tags Groups Agent ... Clear all | Sort ...

Administration

local @Up A 2025-04-09 23:09:50 Standalone 27.3.1 /var/run/docker.sock

User-related =1 t 4
Group: Unassigned © Notags 4 Local Ive connec

Environment-related

£ 0 stacks & 4containers (L3 1 Q0 QO B 2 volumes i= 4 images X Disconnected

Registries @ 1cPU @ 1 GB RAM

Logs

Items e
Notifications ems per pag 10 ~

Settings

portainer.io Community Editio S n
] ’

The Portainer dashboard

Click on the red box, and there will be an image below:
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Upgrade to Business Edition Environment summary

Dashboard & O ® & admin v

portainer.io

(% Environment info

Environment local @1 &1GB Standalone 27.3.1
local
Dashboard URL Ivarfrun/docker.sock
Templates GPU none
2z Stacks
Containers Tags
= Images
Networks
< 0 8 4 & 3running & 1stopped
Volumes = Stacks Containers © 0 healthy < 0 unhealthy
O Events
Host 4 2
= & 584.7 MB 8
L Images Volumes
Administration
& User-related
3
B Environment-related égb
Networks

portainer.io Community Edition 2.27.3 LTS b

The information about the container(s) in Docker

I have 4 containers in my server, but I want to detail each
container, so I click in the red box, and there will be an
image below:

Container list & O ® & admin v

@ Containers Q Search.. + Add container [liyy]

4 [ d
Namel State  Filter ¥  Quick Actions Stack Image Created IP Address Published Ports
alpine exited - code 0 NG - alpine 2025-04-09 22:33:27
nginx [ running | BO.W>~& - nginx 2025-04-09 22:31:40  172.17.0.2
portainer m BQ@u>e - portainer/portainer-ce  2025-04-09 22:57:56 172.17.0.4 &'8000:8000 F9443:¢
redis [ running | B ®m>- ¢ - redis 2025-04-09 22:33:08 17217.0.3

4 >

ltems per page 10 v

The detailed information of each container

If I want to display the resource of the Redis instance,
click the icon in the red box, and there will be a display
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below:

Containers > redis > Stats

Container statistics

() About statistics

This view displays real-time statistics about the container redis as well as a list of the running processes inside this container.

Refresh rate

il Memory usage

18 MB
16 MB
14 MB
12 MB
10 MB
8 MB
6 MB
4 MB
2MB
0.0B
231412

Ss

Memory

231419

231424

1l CPU usage

0.0%
231412

The resource is displayed in a container

IT I want to access a container,
the red box:

Container list &

© Containers

Name! State

alpine exited - code 0

R . vin
portsne: (D
R . rvin

Click the icon to access the

Q Search...

Quick Actions

BO
BO .- e
BO .. e
B o . /De

Stack

Image

alpine
nginx
portainer/portainer-ce

redis

container

Created

2025-04-09 22:33:27

2025-04-09 22:31:40

2025-04-09 22:57:56

2025-04-09 22:33:08

IP Address

17217.0.2

17217.0.4

17217.0.3

(AN O}

CPU

o 0

A admin v

231424

-=)

I click the icon like 1in

2 admin v

+ Add container m

Published Ports

Z'8000:8000 5'9443:9443

Ownership

¥ administrators

w administrators

® administrators

® administrators

Items per page 10 .n

There will be a display like in the image below:

=
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Container console O @ & admin v

>~ Execute

Command 4 /bin/bash v

Use custom
command

User @

Click the Connect button after you choose the options

Select the command used in the container and select the
desired user. After that, click the Connect button, and
there will image like in the image below:

Container console 4 ® & admin v

>~  Execute

Exec into container as default user usingcommand bash (@ m

Access to the container

You can access the inside of the container and give the
Linux command from your browser to the container. From this
tool, you can see the images in your Docker when you click
Images, like in the image below:


https://sysadminpedia.com/wp-content/uploads/2025/04/linux-docker-monitor-16.png
https://sysadminpedia.com/wp-content/uploads/2025/04/linux-docker-monitor-17.png

@ Upgrade to Business Edition -
&, |Pullimage

portainer.io

WLLICLI W GRhilie, Registry Docker Hub (anonymous) v

Home Image*® dockerio | e.g. my-image:my-tag & Search

4 Image name is required.

local
- @ Advanced mode
Dashboard
& Templates
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Remaining pulls: 100/100
©@ Containers
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= -In'lages Q Search.. & Import H
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© Events
Id .7 Filter ¥ Tagsl Size Created
@ Host
sha256:aded1e1a5b3705116fa0a92ba074a5. .. alpine:latest 7.8 MB 2025-02-14 10:28:36
Administration
sha256:60c8a892f36faf6c9215464005ee6f.. nginx:latest 191.7 MB 2024-10-03 00:55:35
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Display the Images

You can display the Volume in Docker after you click the
Volumes, like in the image below:

© Upgrade to Business Edition Networks

portainer.io AL I 8 ® & admin v

COMMUNITY EDITION

. + Add network 2
Home & Networks Q Search. :

local Name | Stack Driver Attachable IPAM Driver IPV4 IPAM Subnet IPV4 IPAM Gateway IPV6 IPAM Subnet IPV6 IPAM Gateway

bridge| System - bridge false default 17217.0.0/16 17217.01
Dashboard

Templates host [system - host false default

2 Stacks

Containers none | System - null false default

= Images

Networks Items per page | 10 v
Volumes

Events

Host ™

Display the Volumes

Note

If you want to monitor Docker on another server using
Portainer, you have to install the agent using the command
below:

curl -L https://downloads.portainer.io/agent-stack.yml -o agent-stack.yml &&
docker stack deploy --compose-file=agent-stack.yml portainer-agent
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How to Back up and Restore Docker
Image(s)?

written by sysadmin | 14 May 2025

By default, if you want to create a Docker container on your
server, you can download the required image directly using
the docker pull command. But sometimes, there are some cases
where you cannot download the image directly from the
internet, and you have to back up the existing image and
then restore the image to a server.

Problem

How to back up and restore Docker image(s)?

Solution

I have a server that, due to security issues, cannot be
connected to the internet, while on the server, many
applications run using Docker. Because it cannot directly
download the Docker image, I have to download the Docker
image on a server that is connected to the internet, and
then the image will be installed on this server.

A. Backup Docker image

To back up a Docker image, use the format below:

docker image save -0 image name.tar image name:tag
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For example, if you want to back up the nginx image, then
use the command below:

docker image save -0 nginx.tar nginx

Wait until the process is complete, and if it is finished,
the backup image file will be formed as shown below:

sysadmin@ubuntu2464:~5 docker 1mages

REPOSITORY  TAG IMAGE ID CREATED SIZE
nginx latest 68cB8a892f36f 6 months ago 192MB
sysadmin@ubuntu2464 :~

sysadmin@ubuntu2464 :~5 docker 1image save -0 nginx.tar nginx

sysadmin@ubuntu2464 :~
sysadmin@ubuntu2464 ;-
get-docker.sh

sysadmin@ubuntu2464 :~
Back up one Docker image

But use the format below if you want to back up more than
one image:

docker image save -0 imagel name.tar image2 name:tag ...

I have more than one Docker image on my server, so I want to
back up all the images so I can run the images on my other
server, which is not connected to the internet. Then use the
command below to back up the docker image of more than one
Docker image:

docker image save -0 all images.tar alpine redis nginx

And the backup image file should be formed according to the
image below:


https://sysadminpedia.com/wp-content/uploads/2025/04/linux-docker-backup-restore-1.png

sysadmin@ubuntu2484:~5 docker 1images

REPOSITORY TAG IMAGE ID CREATED SIZE
alpine latest adedlelabb3? 7 weeks ago 7.83MB
redis latest 65756dB44acs 3 months ago 117MB
nginx latest 668c8aB92136T & months ago 192MB

sysadmin@ubuntu?
sysadmin@ubuntu2 :~5 docker 1mage save -0 all_images.tar alplne redis nginx
sysadmin@ubunt
sysadmin@ubuntu2484 :~5 1s
et-docker.sh
sysadmin@ubuntu2484 :~
Backup more than one docker image

B. Restore Image Docker

After you back up the Docker image, move your Docker image
to the desired server. To restore the Docker image, use the
format below:

docker image load -i image name.tar

So I restored the Docker image backup file using the command
below:

docker image load -i nginx.tar

Then the Nginx image will be restored on the server as shown
below:

sysadmin@docker :~5 docker 1mages

REPOSITORY  TAG IMAGE ID CREATED  SIZE
sysadmin@docker :~

sysadmin@docker:~5 docker image load -1 nginx.tar
Loaded 1mage: nginx:latest

sysadmin@docker :~

sysadmin@docker:~5 docker 1mages

REPOSITORY  TAG TMAGE 1D CREATED SIZE
nginx latest 68c8a892f36f 6 months ago 192430
sysadmin@docker :~ =
Restore one Docker image
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With the same command, you can also restore more than one
image using the command below:

docker image load -i all images.tar

Then all Docker images will be restored on that server, like
in the image below:

sysadmin@docker:~5 docker 1mages
REPOSITORY  TAG IMAGE ID CREATED SI/E
sysadmin@docker :~
sysadmin@docker :~5 docker 1mage load -1 all_images.tar
B86866c18d16d: Loading layer 8.121ME/8.121ME
Loaded 1mage: alpine:latest
eab868fbffB95: Loading layer 77.9MB/77.9MB
1918dfbcb631: Loading layer 16.75kB/16.75kB
aaf281c773fb: Loading layer 18.75kB/18.75kB
08ad392b916a: Loading layer 4.144ME/4.144MB
6188f9%e7cB2c: Loading layer 8.12ME/38.12MB
319¢c2316f2be: Loading layer 1.536kB/1.536kB
: Loading layer 1.824kB/1.824kB
17: Loading layer 4.096kB/4.696kB
redis:latest
Loaded 1mage: nglnx:latest
sysadmin@docker :~
sysadmin@docker :~5 docker 1mages
REPOSITORY TAG IMAGE ID CREATED SIZE
alpilne latest adedlelabb37 / weeks ago 7.83MB
redis latest 65756dB44ach 5 months ago 11/MB
nginx latest 668cB8a892f36fT 6 months ago 192ME | @
sysadmin@docker :~
Restore more than one Docker image

Note

You can use the command below to back up the Docker image
using the format below:

docker save image name | gzip -c > image name.tgz

So if you want to back up the Nginx image, use the command
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below:

docker save nginx | gzip -c > nginx.tgz

The advantage of using this command is that the size of the
backup file is much smaller than using the previous command,
as shown in the image below:

-1h

sysadmin 318M Apr 9 14
sysadmin 22K Nov 24 18:83 get-docker.sh
sysadmin 187M Apr 9 89

s nginx | gzip -c¢ > nginx.tgz
sysadmi ar o~ ocker nginx redis alpine gzip -c¢ > all_images.tgz

sysadmi
-1h

sysadmin 3718M
sysadmin 1714M
sysadmin 22K ;24 18: get-docker.sh
sysadmin 187M
sysadmin 68M

Back up the Docker image using another command

To restore, use the format below:

gunzip -c filename.tgz | docker load

So if you want to restore more than one image, use the
command below:

gunzip -c all images.tgz | docker load

And the Docker image will be restored on the server.
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sysadmin@docker :~5 docker 1mages

REPOSITORY  TAG IMAGE ID CREATED SI/E
sysadmin@docker :~

sysadmin@docker:~5 gunzip -c¢ all_images.tgz | docker
Loaded 1mage: nginx:latest

Loaded 1mage: redis:latest

Loaded 1mage: alpine:latest

sysadmin@docker :~
sysadmin@docker:~5 docker 1mages
REPOSITORY TAG IMAGE ID CREATED SIZE

alpine latest adedlelabb3’/ / weeks ago 7.83MB
redis latest 657560dB44ac8 3 months ago 11/MB
nginx latest 608c8a892f36f 6 months ago 19206 =
sysadmin@docker :~

Restore the backup Docker image using another command
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How to Limit the Use of CPU in Linux?

written by sysadmin | 14 May 2025

A large application that consumes a lot of CPU on a Linux
server will cause unusual server conditions. Therefore, you
have to limit the use of the CPU for the application.

Problem

How to limit the use of CPU in Linux?
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Solution

You can use the cpulimit tool to limit CPU use. Below is the
command to install the tool in Linux:

Debian/Ubuntu

sudo apt update
sudo apt-get install cpulimit -y

RockyLinux/AlmaLinux/Cent0S

yum install epel-release -y
yum install cpulimit -y

OpenSUSE15

zypper install -y cpulimit

Here are some methods using the cpulimit command:
A. Using --pid option

To use the --pid or -p option, you need to know the PID of
an application that you want to limit its CPU usage. To run
this cpulimit tool, use the format below:

cpulimit --pid xxx --1limit xxx --background

Where PID is the ID number of the ongoing application, you
can see by using the format below:

ps aux | grep application name

The limit is a percentage figure from the CPU that you want
to limit for the use of the application. We will use the
bash script to simulate this CPU server to be high. Create a
high cpu.sh file and copy the script below

#!/bin/bash



# Simple infinite loop that uses 100% CPU
while true
do

# No-op (no operation) to keep CPU busy
done

Run the command below to give permission and run this bash
script:

chmod +x high cpu.sh
./high cpu.sh &

Run the top command on another terminal, and as you can see
in the image below, the script uses 99 percent of the CPU on
the server:

T up 31 min, 2 users, load average: € .59, 8.3
otal, 2 running, 98 sleeping, 2 8 zombie
s): 99.8 us, B.8 sy, B.Bni, ©.8 id, 0.0 , ©.8 hi, 1.8 si, 8.8 st
961.7 total, 486.8 free, 285.5 used, 333.5 buff/cache
MiB Swap: 4896.8 total, 4096 .8 free, 8.8 used. 676.2 avail Mem

SHR S %CPU
2944 R )
3456 R
047 ystemd
threadd

workqueue_release

w

r
r

3 roo
r

H H W W

5 root 3 -78

Before using the cpulimit command

Now run the cpulimit command by limiting this script to run
using only 50 percent of the CPU on this server:

cpulimit --pid 1198 --limit 50 --background
sysadmin@Ubuntu2484:~- . /high_cpu.sh &

E)
sysadmin@Ubuntu2464:~-5 cpulimit

sysadmin®Ubuntu2484:~- Process 1198 detected

Run the cpulimit command



https://sysadminpedia.com/wp-content/uploads/2025/05/linux-cpu-limit-6.png
https://sysadminpedia.com/wp-content/uploads/2025/05/linux-cpu-limit-7.png

If you look at the top command, this script is no longer
utilizing 99 percent of the CPU on this server.

/:52 up 35 min, 2 users, load average: y 42
3: 181 total, 1 running, 97 sleeping, 3 stopped, 8 zombie
5.9 us, 0.0 sy, 6.8 ni, 94.1 id, ©6.8wa, 0.8 hi, 0.8 si, 0.8 st

961.7 total, 486 .8 free, 285.5 used, 333.4 buff/cache
4896.0 total, 4096.0 free, 8.8 used. 676.2 avail Mem

PID USER PR NI VIRT RES SHR S %CPU %MEM TIME+ COMMAND

haab ~r =h
11gn_cpu. s

1889 sysadmin 5632 1.0 8.6 8:82.17 top
root 28 3 218¢ 2932 J47E 1.8 : 6:60. systemd
2 root 20 ) 3 ) 0 3.0 3.0 D:00. kthreadd
3 root 28 ) ) % B S . £ 3.0 pool_workqueue_release
i root 3 -260 : ) 3 3 . € 3.8 0. kworker/R-rcu_g
5 root 3 -20 g : ). € ). €
After using the cpulimit command

8 kworker/R-rcu_p

WARNING

I don’t think there is a problem when an application consumes the CPU more
than the limit you set after running the cpulimit command. For example, you
limit the CPU to 50 percent using the cpulimit command, but in reality, the
application runs with more than 50 percent in the use of CPU usage on your
server. But at least the application doesn’t take up a lot of CPU.

The disadvantage of using the --pid option is that if the
application is restarted, the PID of the application will
change, and you have to change the cpulimit command. So,
there 1is another option where you just write the name of the
application in the cpulimit command using the --exe option.

B. Using --exe option

To use the --exe or -e option, you need to know the
application name that you want to limit its CPU usage. To
run this cpulimit tool, use the format below:

cpulimit --exe application name --limit xxx --background

We will use the bash script to simulate a CPU server to be
high with many PIDs. Create a pids_high_cpu.sh file in the
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folder /etc and copy the script below:
#!/bin/bash

# Number of processes to spawn
num processes=5

# Function to keep the CPU busy in each child process
cpu_intensive task() {
while true
do
# No-op command to keep the CPU busy
done

}

# Spawn the specified number of processes, redirecting output to /dev/null
for ((i=0; i<num processes; 1i++))
do

cpu_intensive task > /dev/null 2>&1 & # Run the task in the background
and suppress output
done

# Optionally, wait for all background processes to complete (won't happen
unless manually killed)
wait

Run the command below to give permission and run this bash
script:

chmod +x /etc/pids high cpu.sh
/etc/pids high cpu.sh &

Run the top command on another terminal. As you can see in
the image below, the script has many PIDs and uses a lot of
CPU resources on the server:



b » up 1:59, 3 users, load average: 3.
111 total, 6 running, 185 sleeping, B zombie
s): /8.9 us, 15.8 sy, 8.8 ni, ©.8 id, ©.8 wa, 8.8 hi, 5.3 si 8.8 st
961.7 total, 284 .4 free, 384 .1 used, 546 .9 buff/cache
Swap : 4896 .8 total, 4881.7 free, 14.3 used. 657 .6 avail

®CPU  %MEM

1.6 e.

[ o T L o L

e 28 B 21872

Display the app with many PIDs

Run the cpulimit command to restrict this script to
utilizing just 50% of the server’s CPU:

sudo cpulimit --exe pids high cpu.sh --limit 50 --background

Ubuntu2484 :~# fetc/pids_high_cpu.sh &

aux | pids_high_cpu
: : pts/3
P
pts
pt:
pt:
pts/:
18 pts/3

(€ e R = = v - = R = R s

e pids_high_cpu.sh --limit 58

Rhn the cpulimit command with the --exe option

C. Using --path option

Besides using the --exe option, you can also use the --path
option or -P option. To use this option, you have to know
the path of the application that you want to limit its CPU
usage. Use the format below to run the --path option in the
cpulimit command:

cpulimit --path /folder/path/of/the/application --limit xxx --background
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For the same case, type the command below to use the
cpulimit command with the --path option to limit CPU usage
to 65 percent for pids _high_cpu.sh application in the /etc
folder:

cpulimit --path /etc/pids high cpu.sh --limit 65 --background

WARNING

You can enter the cpulimit command into the crontab so the command will run
automatically after the device restarts. But, the cpulimit command that you
enter into the crontab can only use the --exe or --path option because, by
default, the application name or application path will never change after the
server restarts. Here is an example of the crontab:

@reboot cpulimit --path /etc/pids high cpu.sh --1limit 65 --background

Note

If you see an application running that generates a lot of
PIDs, as shown in the image below:

2678 sysadmin
15529 sysadmin 0 ‘ in --type=renderer --crashpad-handler-pid=2661 --enable-crash-reporter=,stable --change-stack-guard-on-fork=enable --lang=en-US --num-raster-
15830 sysadmin
15603 sysadmin

2676 sysadmin

2688 sysadmin 9.

18358 sysadmin 0 9. 8:07.75 htop
16571 sysadmin 0 9 /usr/bin/perl /usr/bin/shi r

1038 rg/Xorg -core :0 -seat seat® -auth /var/run/lightdm/root/:@ -nolisten tcp vt7 -novtswitch
2655 sysadmin
19681 sysadmin
8177 sysadmin
15532 sysadmin
15555 sysadmin
15756 sysadmin

1671 sysadmin
15534 sysadmin
15559 sysadmin
5 ysadmin
2681 sysadmin
8090 sysadmin
8178 sysadmin

1375 sysadmin
1658 sysadmin 0 N .8 0.6 xfumé --display :0.8 --sm-clie a:

3150 sysadmin 0 . . /opt/vivaldi/vivaldi-bin - - typ erer --cra er- able-crash- reporter=, stable --change-stack-guard-on-fork=enable --lang=en-US --num-raster-
8174 sysadmin
8176 sysadmin
18316 sysadmin
1377 sysadmin
1783 sysadmin 0 2 0.3 0 xfced-terminal --geometry=238x57 --display :0.0 --role=xfce4-terminal-1749064703-845186640 --workspace 0 --show-menubar --show-borders --hide-toolbar --active-tab -
5690 sysadmin
7423 sysadmin
8205 sysadmin
1361 sysadmin 0 fusr/bin/pipewire-pulse
1698 sysadmin
2704 sysadmin
2848 sysadmin
6673 sysadmin 0 8.6 0.8 0:07.73 /opt/microsoft/msedge/mse --crashpad-handler enable -rey -cha uard-on-fork=enable
6944 sysadmin 0 .16 /opt/microsoft/msedge/mse ashpad-handler-pi --enable-cra or - tack-guard-on-fork=enable --lan
7322 sysadmin 0 /home/sysadmin/Documents/WindTerm 2.7.0/WindTerm
8091 sysadmin
8171 sysadmin
8173 sysadmin
8183 sysadmin 20 0.6 3

The applicatibn w1th.many PIDs

oW

nderer --crashpad-handler 61 --enable-crash-reporter=, stable -- -stack-guard-on-fork=enable --lang=en-US --num-raster
m-client-id 2c2a2ff6a-b699- -dd54fc58bsa3

RTINS

DWW s e

6 /opt/vivaldi/vivaldi-bin --type=renderer --crashpad-handler-pid=2661 --enable-crash-reporter=,stable --change-stack-guard-on-fork=enable --lang=en-US --num-raster-
4

From the picture above, you can see that the application
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Vivaldi has many PIDs. So, you have to write a script to
restrict apps with numerous PIDs. Here is a copy of the bash
script:

#!/bin/bash

LIMIT=50
PROCESS NAME="vivaldi-bin"

# Kill existing cpulimit instances related to vivaldi-bin
pkill -f "cpulimit -p" 2>/dev/null

# Get all vivaldi PIDs
PIDS=$(pidof $PROCESS NAME)

if [[ -z "$PIDS" ]]; then
echo "[$(date)] $PROCESS NAME not running."
exit 0

fi

echo "[$(date)] Limiting CPU for PIDs: $PIDS"

# Start cpulimit for each PID in background
for pid in $PIDS; do

cpulimit -p "$pid" -1 "$LIMIT" > /dev/null 2>&1 &
done

Change the LIMIT and PROCESS NAME sections according to your
needs and permit the script to be executed. If the script
runs, it will limit the CPU to the PIDs.

Check fhe cpulimit command that runs in the background

Enter the script into the crontab using the script below:
#Limit CPU vivaldi

*/30 * * * % /root/limit vivaldi.sh
@reboot /root/limit vivaldi.sh

The script will restart every 30 minutes, and if the device
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restarts, the script will start automatically.
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How to Increase HDD Capacity on a VM
in GCP?

written by sysadmin | 14 May 2025

If you have a virtual machine at GCP, by default, the Linux
system will only make one partition / only. If the partition
is smaller, then you have to increase the hard disk server
size

Problem

How to increase HDD capacity on a VM in GCP?

Solution

Currently, I have a VM Ubuntu Server 24.04 in GCP with an
HDD capacity of 10 GB as in the image below:
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root@vm—cloud: ~
Filesvstem Siz Used Awvail Use% Mounted on
/dev/root ' 8.1 588M 94% /

tmpfs 3. 0 3.9G 0% /dev/shm
tmpfs .6G 952K e

/run

/run/lock
/sys/firmware
/boot
/boot/efi
/run/user/1001

|:||Ir'|

tmpfs 5.0 0 5.0M
efivarfs % 24E 27K
/dev/sdalé 61M 759M
/dev/sdals 105M 6.1M 99M
tmpfs T94M 12K 794M
root@vm-cloud:~#

The hard disk condition of my server

[1=9
| O =

o

=]
I:"l':| I:"lr'| I:"lr'| I:"l':| I:"lr'|

=

You can see from the image above that my partition / 1s very
small, and here is the block device in my VM:

root@vm-cloud:~# 1sblk

NAME MAJ:MTN EM STAE RO TYPE MOUNTPOINTS

loop0 :0 0 ©€3.7M 1 loop /snap/core20/2496

loopl : 0 409.1M loop /snap/google—cloud-cli/315
loop2 : 2 0 44 ._4M loop /snap/snapd/23771

sda B 0 106G disk

|—sdal §: 0 9G part /

F—sda14 8 0 1M part

F—sdalE 8:1! (0 106M part /boot/efi
L_sdale 259:0 S part /boot
root@vm-cloud: ~#

The block devices in my VM

I want to increase the HDD capacity to 20 GB without
rebooting the server. These are the steps below (recommended
as a root user to do the steps below):

1. Edit in the Disks section

You can use the command below to increase the VM’'s hard disk
to 20 GB in the cloud shell or from your laptop if you have
already installed gcloud (change the VM name, size, and zone
from the command below):

gcloud compute disks resize vm-cloud --size 20 --zone=us-centrall-c

You can also increase the hard disk in GCP by entering GCP,
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selecting Compute Engine — Disks, and then selecting VM.

{8} Compute Engine / Disks
E  Overview

Virtual machines A
B VMinstances

Instance templates

B  Soletenant nodes

[E  Machine images

&R TPUs

Committed use discou...

[E] Reservations

& Migrate to Virtual M,
Storage

o

B  Storage Pools

Snapshots

¥  Marketplace

Go to Disks

After that,

& Manage disk

@ vm-cloud

Details Observability

Properties

Type

Size (@
Architecture
Zone

Labels
Tags @

In use by

Click the Edit

Disks Create disk C Refresh

= Filter Enter property name or value

[0 status Name 1 Type

O e Balanced
persistent
disk

click Edit as below:

[ Create snapshot [*] Create image

Balanced persistent disk
10GB

x86/64

us-central1-c

None

’

vm-cloud

2. Increase HDD capacity

Size

10GB

B Clone disk

@

Architecture Zone(s) In us

x86/64 us-central1- VIT-C
c

B Create secondary disk

After that, increase the HDD capacity in the section as
shown in the image below:

Actions
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& Manage disk Create snapshot

& vm-cloud

Properties
Size *

{ 20 GB @ ll\
Provision between 10 and 65,536 GB -

Change the HDD to 20 GB

Change it to 20 GB, and after that, press the Save button so
there will be a display like below:

<  Manage disk Create snapshot
& vm-cloud
Details Observability

Properties

Type Balanced persistent disk

Size (2) 20 GB

Architecture x86/64

Zone us-central1-c

Labels None

Tags @ - ™
7 u

Server’'s HDD changed to 20 GB

WARNING
You cannot reduce the HDD capacity on a VM in GCP, for example, from 10 GB to
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5 GB, but you can only increase the HDD capacity.

3. Check the block devices

Enter the VM, then we check the block devices using the
command:

Lsblk

root@vm-cloud:~# 1lsblk

NAME MAJ:MIN EM SIAE RO TYPE MOUNTPOINTS

loop0 :0 0 ©3.7 1 loop /snap/core20/2496

loopl : 0 409.1M loop /snap/google—-cloud-cli/315
loop2 :2 0 44.4M loop /snap/snapd/23771

sda 8: 0 20G disk

f—=sdal §: 0 9G part

F—sda14 8: 0 4M part

I-sda1s 8:1° 0 106M part /boot/efi
L sdal16 259:0 0  913M part /boot
root@vm-cloud: ~#

The block device after increasing the hard disk

You can see in the picture above that the HDD capacity is 20
GB.

4. Check the partition tables

Then check the partition tables using the command:
parted -1

root@vm-cloud:~# parted -1

Warning: Not all of the space available to /dev/sda appears to be used, you can
fix the GPT to use all of the space (an extra 20971520 blocks) or continue with
the current setting?

Fix/Ignore? F

Model: Google PersistentDisk (scsi)

Disk /dewv/sda: 21.5GB

Sector size (logical/physical): 512B/4096B

Partition Table: gpt

Disk Flags:

Number Start End Size ' stem >  Flags

14 1049kE 5243kB 4194kB bics grub

15 5243kE 11c6MB 111MB boot, esp

16 116MB 1074MB 957TMBE bls boot
1 1075MB  10.7GB 9663MB

root@vm-cloud:~#

Check the partition table
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If you have a warning like in the image above, you can
choose Fix or Ignore, but I chose Fix. From the picture
above, you can see that the HDD in this VM has number 1 in
the /dev/sda partition using the ext4 extension.

WARNING
You have to be careful with the Number and Filesystem in this section because
each Linux has a different Number and Filesystem.

5. Resize the partition

Use the command below to resize the partition:

parted /dev/sda

root@vm-cloud:~# parted /dev/sda
GNU Parted 3.6
Using /dev/sda

Welcome to GNU Parted! Type 'help' to view a list of commands:
(parted) I

Resize the partition /

Then type the command:

resizepart

root@vm-cloud: ~# parted /dewv/sda

GNU Parted 3.6

Using /dev/sda

Welcome to GHNU Parted! Type 'help' to view a list of commands.
(parted) resizepart

Partition number? 1

Warning: Partition /dev/sdal is being used. Are you sure you want to continue?
Yes/No? ¥

End? [10.7GB]1? 100%

{(parted) quit

Information:

root@vm-cloud: ~#
Process to resize the partition /

Enter number 1 (check your partition number in step 5), type
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Y, and type 100%. After that, type quit to exit the prompt.
6. Read the new partition table

Use the command below to read the new partition table:

partprobe /dev/sda

7. Extend the file system

Use the command below to see the types of filesystems used
in your VM:

df -T

To extend the file system, use the command below if you are
using ext4 (and I am using this filesystem):

sudo resize2fs /dev/sdal

If you use the xfs filesystem, use the command:

sudo xfs growfs -d /

But if you use btrfs, then use the command:

sudo btrfs filesystem resize max /

8. Check HDD capacity

Use the df -h command to check the hard disk capacity, and
it should match the additional HDD in the GCP (in my case,
the HDD capacity is 20 GB):



root@vm-cloud: ~¥ partprobe /dev/sda
root@vm-cloud: ~#
root@vm—cloud:~# df -Th
Filesvstem Tvpe
/dev/root extd
tmpfs tmpfs
tmpfs tmpfs 1.6G 1% /run

tmpfs tmpfs 5. 0 5.0M 0% /run/lock

efivarfs efivarfs 56K 24K 27K 48% /sys/firmware/efi/efivars
/dev/sdalé ext4 881M 61M 759M 8% /boot

/dev/sdals vfat 105M 6.1M S9M 6% /boot/efi

tmpfs tmpfs 794M 12K 794M 1% /run/user/1001
root@vm—cloud: ~#

root@vm-cloud: ~¥ resizeZfs /dev/sdal

resize2fs 1.47.0 (5-Feb-2023)

Filesystem at /dev/sdal is mounted on /; on—-line resizing required

Avail Use% Mounted on
588M 9S4% /
3.9G 0% /dev/shm

1 (D

Ly o 0
T
-1 M
]

s
1 W

.
(=)
=

0ld desc blocks = 2, new desc blocks = 3
The filesystem on /dev/sdal is now 4980475 (4k) blocks long.

root@vm-cloud:~¥ df -h

Filesystem Siz Used Avail Use% Mounted on
fdev/root 8.1c 5/

tmpfs : 0 t /dev/shm

/run

/run/lock
/sys/firmware/efi/e
/boot

/boot/efl

5 /run/user/1001

o

tmpfs

tmpfs

efivarfs

fdewv/=dale 881M

/dev/sdals 105M

tmpfs T94M 2K 7194M
root@vm-cloud: ~#

Check the hard disk size

[ e I e ]

o
[- -

(=3}
af of

=t
a0

Note

You should back up the important data on the VM first before
following the steps above. However, you can increase the HDD
capacity in a VM without doing the steps above by rebooting
the VM after changing the HDD capacity in the GCP console
(step 2).
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How to Create a Virtual Machine Using
CLI in GCP?

written by sysadmin | 14 May 2025

The previous article explained how to create a virtual
machine in GCP using a GUI template. This article will
explain how to create a virtual machine on GCP using the
CLI.

Problem

How to create a virtual machine using CLI in GCP?

Solution

These are the steps to create a virtual machine using CLI:
A. Access to the gcloud

If you have already installed gcloud on your laptop, you can
go to the next step. But, if you want to use gcloud in your
GCP, go to the GCP dashboard, then click the small box as
shown in the image below to activate the cloud shell (or you
push the G then S button):

+ B 20 : @

/2’ CUSTOMIZE

Click the Activate Cloud Shell
button

There will be a display below at the bottom:
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+ Cloud Shell

Manage your infrastructure and develop your applications from any browser with Cloud Shell.

Cloud Shell comes with Cloud SDK gcloud, Cloud Code, an online Code Editor and other utilities pre-installed,
fully authenticated and up-to-date. Learn more.

3 cloud Shell is free for all users.

Cancel Continue

The Cloud Shell

After you click Continue and wait a minute, the screen shown
in the picture below will appear:

LLLLLLLLLL

s . a
Terminal O Connecting.. X + ~ ‘ # Open Editor ‘ B & 5 & i ‘ - ¢t B X
Authorize Cloud Shell
Develop cl Cloud Shell needs permission to use your credentials to make Google Cloud API calls. ne
Cloud Shell b Click Authorize to grant permission to this and future calls. g
your browser.
applications,
monitor and Reject

your browser.

Click Authorize

Click Authorize, and the cloud shell is ready to use. If you
want the cloud shell to have a larger screen, you can click
the button below:

<>

2 Open Editor ® = =B 4] X

Click the icon

And the existing cloud shell will be inactive, as shown in
the image below, so that the cloud shell will move to a new
tab:
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CLOUD SHELL
= Terminal (@ (playground-s-11-91780e75) X + ~

G) Your session was transferred to another browser tab.

The inactive cloud shell

B. Run the command

By default, you can use the command below to display the
options to create a virtual machine:

gcloud compute instances create --help

From the image above, you can see that you have many
options. But actually, you can only use 3 options to make a
VM: the zone, machine types, and image options. You have to
know that by default, a VM will automatically get a hard
drive size of 10 GB, so you don’t need to determine the size
of a hard drive on a VM. To see the available zone options,
use the command below:

gcloud compute zones list

Use the following command to view the machine type you wish
to use:

gcloud compute machine-types list

To see the available images, use the command below:

gcloud compute images list

So, if you want to create a virtual machine in zone us-
centrall-c, use machine-type e2-standard-2, and use 0S
Ubuntu 24.04, use the command below:

gcloud compute instances create vm-cloud \
--zone=us-centrall-c \
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--machine-type "e2-standard-2" \
--image-project "ubuntu-os-cloud" \
--image-family "ubuntu-2404-1ts-amd64" \
--subnet "default"”

After that, check the existing VM in GCP using the command
below:

gcloud compute instances list

The VM should be made as shown below:

cloud user p 099e306efcloudshell:~ (playground-s-11-91780e75)% gcloud compute instances list

Listed 0 items.

cloud user p 099e306ef@cloudshell:~ (playground-s-11-91780e75)%

cloud user p 099e306e@cloudshell:~ (playground-s-11-91780e75)% gcloud compute instances create wvm-cloud \
——zone=us—centrall-c \

—-machine-type "e2-standard-2" \

—-image-project "ubuntu-os-cloud™ \

——image—family "™ubuntu-2404-lts—amd64™ \

——-subnet "default”

Created [https://www.googleapis.com/compute/vl/projects/playground-s-11-91780e75/zones/us-centrall-c¢/instances/vm-cloud] .
NAME: vm-cloud

ZONE: us-centrall-c

MACHINE TYPE: e2-standard-2

PREEMPTIBLE:

INTERNAT IP: 10.128.0.2

EXTERNAT, TP: 35.224.230.13

STATUS: RUNNING

cloud user p 099e306ef@cloudshell:~ (playground-s-11-91780e75)%
cloud user p 099e306efcloudshell:~ (playground-s-11-91780e75)5% gcloud compute instances list
NAME: wvm-cloud

ZONE: us-centrall-c

MACHINE TYPE: e2-standard-2

PREEMPTIBLE:

INTERNAT IP: 10.128.0.2

EXTERNAT, TP: 35.224.230.13

STATUS: RUNNING

cloud user p 099e306e@cloudshell:~ (playground-s-11-91780e75)5%$

Create the VM using CLI

Or you can see the list of the VMs in the VM instances page
in the image below:

{é} Compute Engine & VM instances Create instance & Import VM C Refresh ®i Learn

B Overview Instances Observability Instance schedules
Virtual machines ~ VM instances
) WimsErEE = Filter Enter property name or value @ m
a8 Instance templates [ status Name Zone Recommendations In use by Internal IP External IP Connect
B  Sole-tenant nodes 0Oe Ivm—cloud us-central1-c 10.128.0.5 (nic0) 104.198.217.248 (nic0) SSH ~
E  Machine images
R TPUS Related actions A Hide
Committed use discou...
. ® Explore Backup and DR [E ili Monitor VMs = Explore VM logs £ Set up firewall rules
B  Reservations Back up your VMs and set up disaster View outlier VMs across metrics like View, search, analyze, and download Control traffic to and from a VM
recovery CPU and network VM instance logs instance

& Migrate to Virtual Mach...

The new VM appears in the GCP
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Note

If you want to create a VM with a 50GB hard drive, use the
command below:

gcloud compute instances create vm-cloud \
--zone=us-centrall-c \

--machine-type "e2-standard-2" \
--image-project "ubuntu-os-cloud" \
--image-family "ubuntu-2404-1ts-amd64" \
--boot-disk-size=50GB \
--boot-disk-type=pd-standard \

--subnet "default"
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How to Upgrade Ubuntu to the Latest
Version?

written by sysadmin | 14 May 2025

I have a Linux Ubuntu server version 22.04, and I want to
upgrade to the latest version of Ubuntu.

Problem

How to upgrade Ubuntu to the latest version?

Solution

Before you upgrade your Ubuntu version, I think you have to
back up your important data to other devices, and have
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internet to download the packages needed to upgrade. After

that, open port 1022 on your laptop or server if you
firewall using the below commands:

sudo ufw allow 1022/tcp
sudo ufw reload
sudo ufw status

cloud user@415764ccTelec:~$ sudo ufw allow 1022/tcp
[sudo] password for cloud user:

Rule added

Rule added ({vg)

cloud user@415764cecTele:~5 sudo ufw reload
Firewall reloaded

cloud user@415764cecTele:~5 sudo ufw status

Status: active

Action From

L
ot
[
Lo

Anywhere
Anywhere
Anywhere
Anywhere
Anywhere
Anywhere
Anvwhere
Anywhere

b
22

[ I e |
o D D [
% T O

[ =

L]
[

L

cloud user@415764ccTele:~5
Open the port

use the

You should know that the Ubuntu version upgrade process can
only be done to one major LTS version. So if you have Ubuntu
version 20.04 and want to upgrade to the latest version

(version 24.04 in November 2024), you have to do a 2x

upgrade process, upgrading to version 22.04 first and then
to version 24.04. I have Ubuntu version 22.04, like in the

image below:
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cloud user@415764ccTele:~$ cat /etc/*release
DISTRIE_ID=Ubuntu
DI STRIE':_PELEASEZE 2.04
DISTRIE_CDDENAME=jammY
DISTRIE_DESCRIPTIGN="Ubuntu 22.04.5 LTS"
PRETTY_NAMEz"Ubuntu 22.04.5 LTS"
NAME="Ubuntu"

RSIGN_ID="22.G4"
VERSION="22.04.5 LTS (Jammy Jellyfish)™

RSIDN_GDDEHAME=jammy
ID=ubuntu

ID LIKE=debian

HOME URL="https://www.ubuntu.com/"

SUPPORT URL="https://help.ubuntu.com/"

BUG REPORT URL="https://bugs.launchpad.net/ubuntu/"

PRIVACY POLICY URL="https://www.ubuntu.com/legal/terms-and-policies/privacy-policy"
BUNTU CODENAME=] ammy

cloud user@415764ccTelc:~S5

Check the version of Ubuntu

So, I type the command below:

sudo apt update
sudo apt upgrade -y

After that, reboot the server using the command below:

sudo reboot

After reboot, run the command below:

sudo do-release-upgrade

The server will start upgrading to Ubuntu version 24.04.
Wait until finished, and sometimes you have to answer the
questions asked by the Linux system when upgrading. After
the upgrade finishes, check the version of Ubuntu, like in
the image below:
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loud user@415764ccTelc:~5 | /etc/*release
DISTRIB ID=Ubuntu
DT STRIES_RELEASEZ.’Z 4.04
DISTRIE CODENAME =noble
)T STRIEE_[ZIE SCRIPTION="Ubuntu 24.04.2 LTS"

PRETTY NAME= "Ubuntu 24.04.2 LTS"
MAME="Ubuntu"

RSION ID="24_04"
VERSION="24.04.2 LTS (Nokle Numbat)"

RSION CODENAME=noble

b

A https://www.ubuntu.com/"
SUPPORT URL="https://help.ubuntu.com/"
BUG REPORT URL="https://bugs.launchpad.net/ubuntu/"
CY POLICY URL="https://www.ubuntu.com/legal/terms—and-policies/privacy-policy"

_CODENAME=noble

[LOGO=ubuntu-logo
loud user@415764ccTelc:~5

Ubuntu was successfully upgraded

If during the upgrade process, there is a notification like
the picture below:

Could not calculate the upgrade

An unresolvable problem occurred while calculating the
upgrade.
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Checking package manager

Reading package lists... Done
Building dependency tree... Done
Reading state information... Done
Calculating the changes
Calculating the changes

Could not calculate the upgrade

An unresclvable problem occurred while calculating the upgrade.

The package 'postgresgl-12' is marked for removal but it is in the
removal deny list.

To prevent data loss, postgresgl packages are not removed
automatically during the upgrade. If you are certain you no longer

need postgresgl-12, you can manually remove it and try the upgrade
again.

If none of this applies, then please report this bug using the
command 'ubuntu-bug ubuntu-release-upgrader—-core' in a terminal. If
you want to investigate this yourself the log files in
'/var/log/dist-upgrade' will contain detailils about the upgrade.
Specifically, lock at 'main.leog' and 'apt.log'.

Restoring original system state

Aborting

Reading package lists... Done
Building dependency tree... Done
Reading state informat ... Done

Error when upgrading Ubuntu

Type the command below to see the errors that occurred
during the upgrade process:

cat /var/log/dist-upgrade/main.log | grep ERROR

In the log, you have to search for the cause of the error,
but actually, you can find the root cause in the
notification, like in the image below:
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Checking package manager

Reading package lists... Done
Building dependency tree... Done
FReading state information... Done
Calculating the changes
Calculating the changes

Could not calculate the upgrade

An unresolvable problem occurred while calculating the upgrade.

The package 'postgresqgl-12' is marked for removal but it is in the
removal deny list.

To prevent data loss, postgresqgl packages are not removed

ar
automatically during the upgrade. If you are certain you no longer

c
need postgresqgl-12, you can manually remove it and try the upgrade
again.

If none of this applies, then please report this bug using the
command 'ubuntu-bug ubuntu-release-upgrader—-core' in a terminal. If
you want to investigate this yourself the log files in
'/var/log/dist-upgrade' will contain details about the upgrade.
Specifically, lock at 'main.log' and '"apt.log'.

Restoring original system state

Aborting

Reading package lists... Done
Building dependency tree... Done
Reading state information... Done

Command detached from window (Sat Nowv
Command terminated with exit status 1 | ) 15:50:27 2024) ==

Find the root cause of the error

The root cause is in the postgresql-12 package, so I removed
the package and then ran the command below to carry out the
upgrade process again:

sudo do-release-upgrade

The Ubuntu upgrade process should be completed until it is
finished.
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Note

When you upgrade Ubuntu, you have to answer the questions
from the Ubuntu system, like in the image below:

| Modified configuration file |
A new wversion (/usr/share/chrony/chrony.conf) of configuration file /etc/chrony/chrony.conf is available,
but the version installed currently has been locally modified.

What do you want to do about modified configuration file chrony.conf?

install the package maintainer's version

keep the local wversion currently installed

show the differences between the versions

show a side-by-side difference between the wersions

show a 3-way difference between available versions
do a 3-way merge between available versions
start a new shell to examine the situation

Choose the answer when upgrading to Ubuntu

If you don’t want to be bothered by the questions asked by
the Linux system during the upgrade process, then use the
command below:

sudo do-release-upgrade -f DistUpgradeViewNonInteractive

References

ubuntu.com

serverpilot.io

jumpcloud. com
askubuntu.com


https://sysadminpedia.com/wp-content/uploads/2025/04/linux-upgrade-ubuntu-12.png
https://ubuntu.com/server/docs/how-to-upgrade-your-release
https://serverpilot.io/docs/how-to-upgrade-ubuntu/
https://jumpcloud.com/blog/how-to-upgrade-ubuntu-22-04-to-ubuntu-24-04
https://askubuntu.com/questions/360293/could-not-calculate-the-upgrade-what-happened

